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Extended Description:
CMA COOPERATIVE AWARD (NASPO)

STATEWIDE COOPERATIVE AWARD
CMA CPHONE20A: WIRELESS VOICE, DATA, & ACCESSORIES

This Statewide open-end contract with AT&T CORP Is to provide Wireless Volce, Data, & Accessories to all agencies in the State of West Virginia via the attached
Participating Addendum, the NASPO Master Agraement No. 149, Amendment_1 dated 02/05/2020, all Incorporated hereln by reference and made apart hereof,

Awarded: Category 1 - Ceflular Wireless Services
Category 2 - Equipment and Accessorias

Effective Date of Contract: 12/01/2020 through 08/11/2024.

Line Comimodity Code Manufacturer Model No Unit Unlt Price
1 83111803 LS 0.000000
Service From Service To

Commodity Line Description:  wiretess Voice, Dala, & Accassories

Extended Description:
See Attached Pricing

Date Printed:  Nov 19,2020 Order Number: CMA 0212 0212 CPHONE20A 1 Page: 2 FORM ID: WV-PRC-CMA-002 2020/01



PARTICIPATING ADDENDUM
UNDER THE
NASPO VALUEPOINT
WIRELESS COMMUNICATION SERVICES AND EQUIPMENT
MASTER AGREEMENT NUMBER:, MA149

PARTICIPATING ENTITY: STATE OF WEST VIRGINIA
WV Contract Number: CMA 0212 CPHONE20A
This Participating Addendum (this “PA") is made this __1st __ day of _ December . 2020 (the
"PA Effective Date"), between the State of West Virginia (“Participating Entity”), and AT&T Corp
(*Contractor” or "AT&T") (Participating Entity and Contractor are, at times, referred to individually as a
*Party” or together as the “Parties”).

Section 1. Regcitals.

1.1 Contractor and the State of Utah, acting through its Department of Administration,
Purchasing Division, and the participating members of the NASPC ValusPoint, a division of the National
Association of State Procurement Officials (‘“NASPQ"), are parties to that certain wireless communication
services and equipment contract #MA148, dated, December 6, 2019 (as now or hereafter amended,
restated or otherwise modified, the "Contract” or “Master Agreement”).

4.2 Participating Entity wants to participate in the Contract pursuant to the terms and conditions
of the PA.

Section 2, Agreement. In consideration of the recitals set forth in §1 above, which are hereby re-
stated and agreed to by the Parties, and for valuable consideration, the receipt and sufficiency of which is
hereby acknowledged by the Parties, Participating Entity and Contractor hereby agree to the terms and
conditions of the PA (the Contract and the PA, together with all valid Purchase Orders submitted to
Contractor by Parlicipating Entity, collectively, the “Agreement”). Unless otherwise defined, capitalized
terms in the PA have the meanings ascribed to them in the Master Agreement.

Section 3. Authorized Purchasing Entities.  Participating Entity hereby deﬂgnates state agencies,

cities, municipalities, political sub-divisions, and other government entities located in the state of West
Virginia as authorized Purchasing Entities under the Agreement.

ection 4. Purchase Orders. Except as set forth herein, Purchase Orders must reference both
Master Agreement #MA149 and the PA to be valid. Upon acceptance of any such valid Purchase Order, the
corresponding Purchasing Entity will be bound by the terms and conditions of the Agreement including,
without limitation, the obligation to pay Contractor for Service, Equipment, and related Products provided.
Notwithstanding the foregoing, any Purchase Order submitted that does not properly reference the Master
Agreement number and/or the PA may be accepted, at Contractor's sole discretion, if Contracior can
reasonably ascertain that such Purchase Order was properly authorized and intended for use with the PA.
In such instances, the corresponding Purchase Order will be similarly valid and binding. Terms and
conditions inserted into a Purchase Order by a Purchasing Entity that are inconsistent with, contrary to, or in
addition to the terms and conditions of the Agreement will not be added to or incorporated into the
Agreement. Any such attempts to add or incorporate such terms and conditions are hereby rejected and
such inconsistent, contrary, and/or additional terms are void.

4.1 Ordering Procedures. Contractor must coordinate state agency orders with the West
Virginia Office of Technology (WVOT) prior to providing services. The WVOT will assist the contractor in
establishing ordering procedures for state agencies and order processing. Any questions regarding
ordering, changes, cancellation or pricing should be submitted to WWOT.Cell@wv.gov
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Section 5. Primary Contacts.
Participating Entity:

Name: William M. Sheets

Title: WV Purchasing Director
Address: 2018 Washington St. East
Charleston, YWV 25305

Telephone:  (304) 558-2306

E-Mail: William.M.Sheets@wv.qov
Contractor Account Team:

Name: Beth Frazier Spradiin
Title: Client Solutions Executive
Address: 816 Lee Street E
Charleston, WV 25301
Telephone: (304) 690-0140

E-Mail: ef8030@att.com

Lead State:

Name: Christopher T. Jennings, J.D.
Title: Assistant Director

Address: 3140 State Office Building
Salt Lake City, Utah

Telephone: (801) 538-3157

E-Mail: ctiennings@utah.aov

Contractor Maln:

Name: Bethani Cross

Title: Client Solutions Executive
Address: 311 S Akard St.

Dallas, TX 75202

Telephone: 214-979-9053

E-Mail: bethani.cross@att.com

Section 6. Authority. By sighing below, the corresponding Party’s representative represents that he
or she is duly authorized by Contractor or Participating Entity, as applicable, to execute the PA on behalf of
the respective Party, and that the Contractor and Participating Entity agree to be bound by the provisions
hereof. In addition, Participating Entity represents that it has received the requisite approvals from the
applicable Chief Procurement Official and NASPO to participate in the Master Agreement.

Section 7. Miscelianeous.

74 Employee Benefit Program.

Participating Entity will participate with Contractor in efforts

to obtain eligible Employees’ participation in the Employee Benefit Program.

7.2  StudentProgram. The Parties acknowledge and agree that Students may receive
wireless service in connection with the Agreement in accordance with the terms and conditions set forth in
Exhibit “A" hereto and incorporated herein by reference.

Section 8. {RESERVED]

Section 9. Custom Offers. Contractor will provide Purchasing Entities under the Agreement the
Custom Offers described in Attachment B, attached hereto and incorporated herein by reference.

Section 10.  State of West Virginia Modifications or Additional Terms and Conditions to the Master
Agreement. The Parties hereby acknowledge and agree to the following changes and modifications
supplementing the Master Agreement terms and conditions.

101 WV-86. The terms contained in the Attachment A: WV-86 State of West Virginia
Addendum to Vendor’s Standard Contractual Forms is incorporated herein by reference and expressly
modifies any conflicting terms contained in the Master Agreement and any related document.

10.2 Categories. The Parties acknowledge and agree that the only Products and Services
available to Purchasing Entities hereunder are for Category 1 “Cellular Wireless Services,” and Category 2

“Equipment & Accessories.”

STATE OF WEST VIRGINIA
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10.3 Additional Terms.  The following additional terms are hereby expressly incorporated into
the Agreement:

10.3.1 PRIVACY, SECURITY, AND CONFIDENTIALITY: The Vendor agrees that it will not
disclose to anyone, directly or indirectly, any such personally identifiable information or other
confidential information gained from the Agency. Vendor further agrees to compiy with the
Confidentiality Policies and Information Security Accountability Requirements, set forth in
htto://www.state wv.us/admin/purchase/privacy/default. html

10.3.2 ANTITRUST: In submitting a bid to, signing a confract with, or accepting an Award
Document from any agency of the State of West Virginia, the Vendor agrees to convey, sell,
assign, or transfer to the State of West Virginia all rights, title, and interest in and to all
causes of action it may now or hereafter acquire under the antitrust laws of the United States
and the State of West Virginia for price fixing and/or unreasonable restraints of trade reiating
to the particular commodities or services purchased or acquired by the State of West
Virginia. Such assignment shall be made and become effective at the time the purchasing

agency tenders the initial payment to Vendor.

10.3.3 BACKGROUND CHECK: The State reserves the right to prohibit a service
provider's employees from accessing sensitive or critical information or to be present at the
Capitcl complex based upon resulis addressed from a criminal background check. Service
providers should contact the West Virginia Division of Protective Services by phone at (304)

558-8911 for more information.

16.4 HMODIFICATIONS TO EXISTING TERMS OF THE AGREEMENT.  Contractor agrees to
provide a quarterly utilization report reflecting Total Wireless spend to the State. The report will show the

dollar volume of purchases by each Eligible User.

Contractor agrees to provide a quarterly ufilization report reflecting Total Wireless spend to the
State. The report shall include at a minimum the following data element;

' Data Element: [ - Description:
' Name of entity making the purchase. If customer has multiple
I _Eqst?m?r 'ian_ N locations, please use the main entity name.
| Indicate the type of entity making the purchase:
S=State Agency
Customer Type E= University and Community College
P= Political Subdivision
O=0ther Entity B
PO#, Delivery Order #, or Other N .

- Authorization Type L gumber provided by the customer to authorize the purchase.

Purchase Description ; Description of the product or service purchased.

Quanti Quantities (excluding returns) of products delivered. Enter quantity
-. o ly . - of(1) for a service.
|' . Unit Price charged (excluding credits) for the product or service
| Unit Price purchased.
Total Cost Total cost of the purchasi.h gﬁ:gt'ty delivered (x) unit price

These reports will be provided in Excel format and sent via email to the WV Statewide Contracts
Senior Buyer Mark A Atkins@wv.gov on a quarterly basis as follows:
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PERIOD END REPORT DUE

March 31 May 15

June 30 August 15
September 30 November 15
December 31 February 15

10.5 Additional Products. The term entitled “Additional Products” contained in the
Confractor’s Special Terms and Canditions (Atiachment AA of the Master Agreement # MA1 49) is
removed in its entirety.

10.6 Acknowledgement. The Pricing for certain Equipment and Services attached hereto
as Exhibit B hereto, is the same Pricing as set forth in the Master Agreement and is specifically
incorporated herein by reference.

Section 11. Order of Precedence. Except as specifically provided otherwise herein, this PA consists
of and precedence is established by the order of the following documents:

» This PA; and all modifications incorporated in §10 of this Participating Addendum;
* The Master Agreement (including the Master Agreement Order of Precedence established in the
NASPO ValuePoint Master Terms and Conditions).

Section 12.  Entire Agreement, The Master Agreement and this Participating Adderidum set forth the
entire agresment between the Parties with respect to its subject matter, and it supersedes all previous
communications, representations or agreements, whether oral or written, with respect thereto.

IN WITNESS WHEREOF, the Parties have executed the PA as of the PA Effective Date.

AT&T CQORP. STATE OF WEST VIRGINIA
By: ' oy, b—pf A
, dly authgrized , duly autherized
Name: Mark Flister Name: W. Michael Sheets
Title:  Sr.Contract Manager Title:  Director, WV Purchasing Division
Date: 11/19/2020 Date: 12/01/2020
4
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ATTACHMENT A
STATE OF WEST VIRGINIA FORM WV-96

State Agency, Board, or Commission (the "State™):

Vendor: AT&T Corp.
Contract/Lease Number ("Contract"): CMA 0212 CPHONE20A

Commodity/Service: Wireless Voice, Data, & Accessories

The State and the Vendor are entering into the Contract identified above. The Vendor desires to incorporate one or
more forms it created into the Contract. Vendor's form(s), however, include(s) one or more contractual terms and
conditions that the State cannot or will not accept. In consideration for the State's incorporating Vendor's form(s)
into the Contract, the Vendor enters into this Addendum which specifically eliminates or alters the legal
enforceability of certain terms and conditions contained in Vendor's form(s). Therefore, on the date shown below
each signature line, the parties agree to the following contractual terms and conditions in this Addendum are
dominate over any competing terms made a part of the Contract:

1. ORDER OF PRECEDENCE: This Addendum modifies and supersedes anything contained on
Vendor's form(s) whether or not they are submitted before or after the signing of this Addendum. IN THE EVENT
OF ANY CONFLICT BETWEEN VENDOR'S FORM(S) AND THIS ADDENDUM, THIS ADDENDUM SHALL
CONTROL.

2, PAYMENT - Payments for goods/services will be made in arrears only upon receipt of a proper
invoice, detailing the goods/servicesprovided or receipt of the goods/services, whichever is later. Notwithstanding
the foregoing, payments for software licenses, subscriptions, or maintenance may be paid annually in advance.

Any language imposing any interest or charges due to late payment is deleted.

3. FISCAL YEAR FUNDING - Performance of this Contract is contingent upon funds being
appropriated by the WV Legislature or otherwise being available for this Contract. In the event funds are not
appropriated or otherwise available, the Contract becomes of no effect and is null and void after June 30 of the
current fiscal year. if that occurs, the State may notify the Vendor that an alternative source of funding has been
obtained and thereby avoid the automatic termination. Non-appropriation or non-funding shall not be considered
an event of default.

4, RIGHT TO TERMINATE - The State reserves the right to terminate this Contract upon thirty
(30) days written notice to the Vendor. if this right is exercised, the State agrees to pay the Vendor only for ali
undisputed services rendered or goods received before the termination's effective date. All provisions are deleted
that seek to require the State to (1) compensate Vendor, in whole or in part, for lost profit, (2) pay a termination
fee, or (3) pay liquidated damages if the Contract is terminated early.

Any language seeking to accelerate payments in the event of Contract termination, default, or non-funding is
hereby deleted.

5. DISPUTES - Any language binding the State to any arbitration or to the decision of any arbitration
board, commission, panel or other entity is deleted; as is any requirement to waive a jury trial.

Any language requiring or permitting disputes under this Contract to be resolved in the courts of any state other
than the State of West Virginia is deleted. All legal actions for damages brought by Vendor against the State shall
be brought in the West Virginia Claims Commission. Other causes of action must be brought in the West Virginia

court authorized by statute to exercise jurisdiction over it.
Any language requiring the State to agree to, or be subject to, any form of equitable relief not authorized by the
Constitution or laws of State of West Virginia is deleted.
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6. FEES OR COSTS: Any language obligating the State to pay costs of collection, court costs, or
attorney's fees, unless ordered by a court of competent jurisdiction is deleted.

7. GOVERNING LAW -Any language requiring the application of the law of any state other
than the State of West Virginia in interpreting or enforcing the Contract is deleted. The Contract shail be
governed by the laws of the State of West Virginia.

8. RISK SHIFTING - Any provision requiring the State to bear the costs of all or a majority of
business/legal risks associated with this Contract, to indemnify the Vendor, or hold the Vendor or a third party
harmless for any act or omission is hereby deleted.

9. LIMITING LIABILITY -Any language limiting the Vendor's liability for direct damages to
person or property is deleted.
10. TAXES -Any provisions requiring the State to pay Federal, State or iocal taxes or file tax

returns or reports on behalf of Vendor are deleted. The State will, upon request, provide a tax exempt
certificate to confirm its tax exempt status.

11. NO WAIVER - Any provision requiring the State to waive any rights, claims or defenses is hereby
delsted.

12. STATUTE OF LIMITATIONS - Any clauses limiting the time in which the State may bring suit against
the Vendor or any other third party are deleted.

13. ASSIGNMENT- The Vendor agrees not to assign the Contract to any person or entity without the

State's prior written consent, which will not be unreasonably delayed or denied. The State reserves the right to assign
this Contract to another State agency, board or commission upon thirty (30) days written notice to the Vendor. These
restrictions do not apply to the payments made by the State. Any assignment will not become effective and binding
upon the State until the State is notified of the assignment, and the State and Vendor execute a change order to the
Contract.

14. RENEWAL - Any language that seeks to automatically renew, maodify, or extend the Contract beyond
the initial term or automatically continue the Contract period from term to term is deleted. The Contract may be renewed or
continued only upon mutual written agreement of the Parties.

15, INSURANCE - Any provision requiring the State to maintain any type ofinsurance for either its or the
Vendor's benefitis deleted.

16. RIGHT TO REPOSSESSION NOTICE - Any provision for repossession of equipment without notice
is hereby deleted. However, the State does recognize a right of repossession with notice.

17. DELIVERY -All deliveries under the Contract will be FOB destination unless the State expressly and
knowingly agrees otherwise. Any contrary delivery terms are hereby deleted.

18. CONFIDENTIALITY - Any provisions regarding confidential treatment or non-disclosure of the

terms and conditions of the Contract are hereby deleted. State contracts are public records under the West Virginia
Freedom of Information Act ("FOIA") (W, Va. Code §29B-a-], et seq.) and public procurement laws. This Contract and
other public records may be disclosed without notice to the vendor at the State's sole discretion.

Any pravisions regarding confidentiality or non-disclosure related to contract performance are only effective to the extent
they are consistent with FOIA and incorporated into the Contract through a separately approved and signed non-
disclosure agreement.

19. THIRD-PARTY SOFTWARE- [f this Contract contemplates or requires the use of third-party
software, the vendor represents that none of the mandatory click-through, unsigned, or web-linked terms and
conditions presented or required before using such third-party software conflict with any term of this Addendum orthat
is has the authority to modify such third-party software's terms and conditions to be subordinate to this Addendum. The
Vendor shall indemnify and defend the State against all claims resulting from an assertion that such third-party terms
and conditions are not in accord with, or subordinate to, this Addendum.
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20. AMENDMENTS - The parties agree that all amendments, modifications, alterations orchanges tothe
Contract shall be by mutual agreement, in writing, and signed by both parties. Any language to the contrary is deleted.

Notwithstanding the foregoing, this Addendum can only be amended by (1) identifying the alterations to this form by
using /tafics to identify language being added and sirikethrough for language being deleted (do not use track-changes)
and (2) having the Office of the West Virginia Attorney General's authorized representative expressly agree to and
knowingly approve those alterations.
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ATTACHMENT B - CUSTOM OFFERS

Section 1. Cust: irstNet Mobile Plans — Agency Pald. Provided Participating Entity remains in full
compliance with the terms and conditions of the Agreement, and subject to all corresponding conditions set forth in
this §1 (including all sub-sections and Tables), Contractor will provide Participating Entity and its sligible CRUs the
custom FirstNet Mobile Plans described in this Attachment B, §1 (the “Custom FirstNet Mobile Plans”). The
Custom FirstNet Mobile Plans are available for the term of the Agreement. The corresponding CRU must be
eligible to activate Service on the underiying, non-customized version of the corresponding FirstNet Mobile Plan.
The Custom FirstNet Mobile Plans are not avaitable to IRUs or to individuals eligible to purchase the subscriber
paid versions of FirstNet Mobile Plans. In accordance with the Agreement, the Custom FirstNet Mobile Plans are
subject to the applicable, standard FirstNet Mobile-Pooled and Mobile-Untimited Plans’ corresponding Sales
Information, which are incorporated herein by reference. To the extent of any material conflict between the terms
and conditions of this §1 and the applicable Sales Information, this §1 will control. Notwithstanding the foregoing,
the Custom FirstNet Mobile Plans will be provided only if Participating Entity’s account is active and in good
standing with respect to the applicable CRU. The Custom FirstNet Mobile Pians are NOT eligible for the Service
Discount, any other discount provided under the Agreement, nor any other discounts or promotions otherwise
available to AT&T’s customers. For all Custom FirstNet Mobile Plans, the corresponding Plan's Monthly Service
Charge will appear on the invoice at the standard price set forth in the Sales Information, but the customized net
monthly price set forth in the corresponding table will be achieved via application of a modifier also reflected on the
invoice. The term “MSC” in the tables below means “Monthly Service Charge.”

TABLE 1.1
- CUSTOM FIRSTNET MOBILE-POOLED PLANS FOR SMARTPHONES
Add !
a- 2GB 5GB 50GB 100GB | 500GB | 1000GB
Line
F:,":::s‘ﬂg‘ef," $1599 | $2608 | $37.95 | $227.00 | $412.00 | $1,917.00 | $3,662.00
e MSC MSC MSC MSC MSC | MSC MSC
evice =
Fii‘éifd".l'i'é a $35.99 $46.08 $57.95 | $247.00 | $432.00 | $1,937.00 | $3.702.00
MSC MSC MSC MSC MSC MSC MSC
device RS
TABLE 1.2
CUSTOM FIRSTNET MOBILE-POOLED PLANS FOR FEATURE PHONES
Add-a-Line $10.99
For use with an unsubsidized device MSC
Add-a-Line $22.99
_For use with a subsidized device MsC
TABLE 1.3
B CUSTOM FIRSTNET MOBILE-POOLED PLANS FOR DATA-ONLY DEVICES
Alf'i"’":' 26B 5GB 50GB 100GB | 500GB | 1000GB
F:r: “‘:s‘;‘gi‘:e;“ $12.00 | $1599 | $2299 | $220.00 | $405.00 | $1,910.00 | $3,5675.00 |
| unsu MSC MSC MSC MSC MSC MSC ' MSC
device J
8
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——— : | T -
F ‘;Lg:fdz':g a $22.00 | $2599 | $3299 | $230.00 | $415.00 | $1,920.00 | $3,685.00
devi MSC MSC | MSC MSC MSC MSC MSC
evice ‘ |
TABLE 1.4
CUSTOM FIRSTNET MOBILE-UNLIMITED PLANS
Unlimited Enhanced for Unlimited Standard for Unlimited for Data-cnly
Smartphones Smariphones Devices
Monthly

Service Charge $44.99 | $39.99 $36.99

TABLE 1.5
CUSTOM FIRSTNET ENHANCED PTT ONLY PLANS
Unlimited FirstNet Enhanced PTT Only Plan ‘ $9.99
for use with an unsubsidized, compatible Feature Phone MSC
Unlimited FirstNet Enhanced PTT Only Plan $17.99
for use with a subsidized, compatible Feature Phone MSC
TABLE 1.6
CUSTOM FIRSTNET ENHANCED PTT BOLT-ON PLAN
Unlimited FirstNet Enhanced PTT Bolt-On Plan $2.00
for use with eligible, compatible Smartphones, Feature Phones and Tabiets MSC |

Section 2. Custom FirstNet Mobile Plans — Subscriber Paid. in addition to FirstNet Mobile Pians

available to Participating Entity and its CRUs, Contractor offers a subscriber paid version of such Plans to eligible
individuals associated with a Primary User Public Safety Entity. Participating Entity hereby authorizes ATAT fo
provide such individuals with the discounts set forth in §2 (the “Custom FirstNet Mabile Subscriber Paid Plans”).
Participating Entity must remain eligible for the Custom FirstNet Mobile Plans described in §1 for the Custom
FirstNet Mobile Subscriber Paid Plans to apply. The comresponding subscriber must be éligible to activate Service
on the underlying, non-customized version of the corresponding FirstNaet Mobile Subscriber Paid Plan. The
Custom FirstNet Mobile Subscriber Paid Plans are not available to Participating Entity, its CRUs, or its IRUs. For
all Custom FirstNet Mobile Subscriber Paid Plans, the corresponding Plan’s Monthly Service Charge will appear on
the invoice at the standard price set forth in the Sales Information, but the customized net monthly price set forth in
the corresponding table will be achieved via application of a modifier also reflected on the invoice.

TABLE 2.1
CUSTOM FIRSTNET MOBILE SUBSCRIBER PAID PLANS — RESPONDER PLANS

) For use with For use with For use with For use with [ For use with
Smartphone | Smariphone | Feature Phone Tablet | Tablet
L 2GB 5GB 100MB 2GB. |  5GB
|
' Monthly |
Service Charge $26.08 $37.95 $140.89 $15.99 [ $22.99 |
TABLE 2.2
; CUSTOM FIRSTNET MOBILE SUBSCRIBER PAID - RESPONDER UNLIMITED PLANS
Unlimited Smartphon | Unlimited With Tethering | Unlimited with Tethering
(without tethering) Smartphone Plan Tablet Pian
Monthly
Service Charge $39.99 $44.99 $36.99
g
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Section 3, Custom Offers. Provided Participating Entity remains in full compliance with the terms and
conditions of the Agreement, and subject to ail corresponding conditions set forth in this §3 (including all
sub-sections and Tables), AT&T will provide Participating Entity and its eligible CRUs the following custom
offers: (a) the recurring credits described in §3.1 herein (the “Recurring Credits”); (b) the custom Business
Pooled Nation plans with unlimited data described in §3.2 herein (the “Custom Business Pooled Nation
Plans with Unlimited Data”) (c) the custom Business Pooled Nation plans with tethering described in § 3.3
herein (the “Custom Business Pooled Nation Plans with Tethering”); (d) the custom Business Pooled Nation
integrated plans described in §3.4 herein (the “Custom Business Pooled Nation Integrated Plans”™); the
custam Business Pooled Nation integrated plans with unlimited messaging described in §3.5 herein (the
“Custom Business Pooled Nation Integrated Plans With Unlimited Messaging™; the custom Business Pooled
Nation Voice Only plans described in §3.6 herein (the “Custom Business Pooled Nation Voice Only Plans”)
(the Recurring Credits, the Custom Business Pooled Nation Plans with Unfimited Data, the Custom
Business Pooled Nation Plans with Tethering, the Custom Business Pooled Nation Integrated Plans, the
Custom Business Pooled Nation Integrated Plans With Uniimited Messaging, and .the Custom Business
Paoled Nation Voice Only Plans are, at times, referred to fogether herein as the “Custom Offers®). The
Custom Offers are available for the term of the Agreement. The Custom Offers are not available to |RUs.
For all Custom Offers, the corresponding CRU must be eligible to activate Service on the underlying, non-
customized version of the Plan or offer. In accordance with the Agreement, each of the Custom Offers is
subject to its underlying offer's corresponding Sales Information, which is incorporated herein by reference.
To the extent of any material conflict between the terms and conditions of this §3 and the applicable Sales
Information, this §3will control. Notwithstanding the foregoing, Custom Offers will be provided only if
Participating Entity’s account is active and in good standing with respect to the applicable CRU. The
Custom Offers are NOT eligible for the Service Discount, any other discount provided under the Agreement,
nor any other discounts or promotions otherwise availabie to AT&T’s customers.

31 Recurring Credits. AT&T will provide Recurring Credits to Participating Entity's CRUs in
accordance with Table 3.1. Recurring Credits are provided each month and are only available to
Participating Entity’s CRUs who (a) activate or migrate Service on the corresponding Plan or feature; and
(b) remain on Service under such Plan or feature at the time the Recurring Credit is applied. Recurring
Credits are applied before any applicable Service Discount.

TABLE 3.1
B RECURRING CREDITS o
RECURRING CREDITS
PLAN OR FEATURE (Per Month)
Business Connect Pooled 250MB Plan with an MSC of $49.99 $21.66 -
Business Connect Pooled 50MB Plan with an MSC of $39.99 $23.99
Business Telemetry Connect 5MB Plan with an MSC of $17.99 $8.66
Unlimited SMS Feature with an MSC of $20.00 when activated with a $20.00

Voice Service Plan with an MSC of $34.99 or higher
Integrated Messaging 200 plan with an MSC of $5.00 when combined with $5.00
a Voice Service with an MSC of $12.99 or higher ;
Integrated Messaging 1000 plan with an MSC of $20.00 when combined

with a Voice Service with an MSC of $12.99 or higher $10.00
Messaging Unlimited plan with an MSC of $20.00 when combined with a $10.00
Voice Service with an MSC of $12.99 or higher :
ePTT Add-On with an MSC of $5.00 when combined with a Voice Service $2.00
Plan with of MSC of $15.99 or higher ) )
ePTT Unlimited with an MSC of $30.00 $4.68

10
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3.2 Custom Business Pooled Nation Plans with Unlimited Data.

The Custom Business

Pooled Nation Plans with Unlimited Data do not allow tethering, and are further described in Table 3.2.

TABLE 3.2
CUSTOM BUSINESS POOLED NATION PLANS WITH UNLIMITED DATA
Bisiness Businiess Business Business
Pooled Nation Paoled Nation Pooled Nation Pooled Nation
AAL 300 Plan 450 Plan 800 Plan
Monthly Service Charge $47.49 $58.07 $60.97 $81.68
Anytime Minutes N/A 300 400 800
Voice
Overage Rate N/A $0.25 $0.25 $0.25
Included Nights & .
Weekend Minutes N/A 5000 5000 Unlimited
Included Mobile to s - .
Mobile Minutes N/A Unlimited Unlimited Unlimited
Domestic Long
Distance N/A Included Included Included
Domestic Roaming N/A Included Included Included
Monthly Service Charge
Discount N/A N/A N/A N/A
Roliover Minutes N/A N/A N/A N/A
'"°:;':;F'A2::‘fﬁ" N/A Unlimited Unlimited Unlimited
Unlimited Text N/A Yes Yes Yes

3.3 Custom Business Pooled Nation Plans with Tethering.

Nation Plans with Tethering are further described in Table 3.3.

The Custom Business Pooled

NASPO FA 111720 V3

TABLE 3.3
CUSTOM BUSINESS POOLED NATION PLANS WITH TETHERING
R Business Business Biisiness Busintess
Pooled Nation Pooled Nation Pooled Nation Pooled Nation
AAL 300 Plan 450 Pian B0U Plan
Monthly Service Charge $35.99 $48.08 $50.87 $71.68
Anytime Minutes N/A 300 400 800
Voice
Overage Rate N/A $0.25 $0.25 $0.25

Included Nights & -
Weekend Minutes N/A 5000 5000 Unlimited

Included Nlobite to - . .
Mobile Minutes N/A Unlimited Unlimited Unlimited

Domestic Long
Distance N/A Included Included Included
Domestic Roaming N/A Included Included Included
Monthly Service Charge
Discount N/A N/A N/A N/A
11
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Rollover Minutes N/A N/A N/A N/A
included Domestic
Data Access N/A 5GB 5GB 5GB
Data Overage N/A $10/GB $10/GB $10/GB

Tethering & Mobile Hotspot: Includes up to 10GE per line per month, After 10GB, tethering speed will be slowed to a max of 128Kbps for the
rest of the hill cycle {except for these praducts: Connected Cars, Hot Spots, and Wireless Home Phone and Internet).

34 Custom Business Pooled Nation Integrated Plans. The Custom Business Pooled Nation
Integrated Plans are further described in Table 3.4.
TABLE 3.4
CUSTONM BUSINESS POOLED NATION INTEGRATED PLANS '
Business Business Business Buisiness
Pooled Nation Pooled Nation Pooled Nation Pooled Nation
AAL 300 Plan 450 Plan 200 Plan
Monthly Service Charge $32.00 $44.75 $48.00 $65.00
Anytime Minutes N/A 300 400 800
Voice
Oviiwtia Rists N/A $0.25 $0.25 $0.25
Included Nights & -
Woeekend Minutes N/A 5000 5000 Unlimited
included Mobiie to - . .
Mobile Minutes N/A Unlimited Unlimited Unlimited
Domestic Long
Distance N/A included Included included
Domestic Roaming N/A Included Included Included
Monthly Service Charge
Discount N/A N/A N/A N/A
Rollover Minutes N/A N/A N/A N/A
Inciuded Domestic
Data Access N/A 5GB 5GB 5GB
Data Overage N/A $10/GB $10/GB $10/GB
3.5 Custom Business Pooled Nation Integrated Plans With Unlimited Messaging. The

Custom Business Pooled Nation Plans with Unlimited Messaging are further described in Table 3.5.

TABLE 3.5
CUSTOM BUSINESS POOLED NATION INTEGRATED PLANS WITH UNLIMITED MESSAGING
Business Pooled | Business Pooled | Business Pooled | Business Pooled
Nation AAL Nation 300 Ptan Nation 450 Plan MNation 900 Flan
Monthly Service ok on
Charge $42.00 $54.75 $58.00 $75.00
Anytime Minutes N/A 300 400 900
Voice
Overage Rate N/A $0.25 $0.25 $0.25
12
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Included Nights & -
Weekend Minutes N/A 5000 5000 Untimited
Included Mobile to . . .
Mobile Minutes N/A Uniimited Unlimited Unlimtted
Domestic Long
Distance N/A Included Included Included
Domestic Roaming [ N/A Inciuded Included Included
Monthly Service |
Charge Discount N/A N/A N/A MN/A
Rollover Minutes N/A N/A N/A N/A
included Domastic
Data Access N/A 5GB 5GB . 5GB
Data Overage N/A $10/GB $10/GB $10/GB
Unlimited .
Messaqin Included included included included
AAL Limited to 1:1 ratio with Business Pooled Natioh Plans with an MSC of $34.99 or higher

3.6 Custom Business Pooled Nation Voice Only Plans. The Custom Business Pooled Nation
Voice Oniy Plans are further described in Table 3.6.

TABLE 3.6
. CUSTOM BUSINESS POOLED NATION VQICE ONLY PLANS _ _
Business Pooled | Business Pooled | Business Pooled | Business Pooled
Nation AAL Nation 300 Plan | Nation 450 Plan | Nation 600 Plan
Monthly Service ' R i Qi sane
Charge $11.24 $23.62 $29.99 $48.74
Anytime Minutes N/A 300 400 900
Voice
Overage Rate N/A $0.25 $0.25 $0.25 B
included Nights & .
Weekend Minutes N/A 5000 5000 Unlimited
included Mobile to . - ..
Mobile Minutes N/A Unlimited Unlimited Unlimited
Domestic Long
Distance N/A Included included Included
Domestic Roaming N/A [ncluded Included included
[ Monthly Service
Charge Discount N/A N/A N/A N/A
Rollover Minutes NI/A N/A N/A N/A
AAL. Limited o 1:1 ratio with Business Pooled Natfon Plans with an MSC of $34.99 or higher
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Contract# MA149-1

STATE OF UTAH COOPERATIVE CONTRACT

1. CONTRACTING PARTIES: This contract is between the Division of Purchasing and the following Contractor:

AT&T Corp. - - LEGAL STATUS OF CONTRACTOR
Name [] Sole Proprietor
One AT&T Way [J Non-Profit Corporation
Address Xl For-Profit Cotpotation
Bedminster New Jersey 07921-0752 ] Partnership
City State Zip [] Government Agency
Contact Person Donnie Powell Phone #(214) 208-2353 Email _dpl416@att.com

Vendor #VC0000115383 Commodity Code #72551, 91579

2. GENERAL PURPOSE OF CONTRACT: The gencra] purpose of this contract is to provide: Contractor is @nmgﬂ o provide wireless
solutions identified in ter Agreement to Partici ies once Addendum has been si:

3. PROCUREMENT: This contract is entered into as a result of the procurement process on Bid#CJ18012.

4, CONTRACT PERIOD: Effective Date: 12/6/2019 Termination Date: 8/11/2024 unless terminated early or extended in accordance
with the terms and conditions of this contract. Renewal options (if any): May be extended an additional § years.

5. Subject to Master Agreement §1(a), the Master Agreement includes the following:

ATTACHMENT A: Master Terms and Conditions ATTACHMENT J: Award Category 3 Reporting Template
ATTACHMENT AA: Contractor’s Special Terms and Conditions ATTACHMENT L: Network Technology Questionnaire
ATTACHMENT B: Scope of Work ATTACBMENT M: New Product Request Form
ATTACHMENT C: Cost Sheet ATTACHMENT N: New Product Log

ATTACHMENT G: Plan Description ATTACHMENT §: Security Disclosure

ATTACHMENT H: Award Category I Reporting Template ATTACHMENT V: Award Categary Sheet
ATTACHMENT I: Award Category 2 Reporting Template ATTACHMENT W: Award Category Sheet

Any conflicts between Attachment A and the other Attachments will be resolved in favor of Attachment A,

6. DOCUMENTS INCORPORATED INTO THIS CONTRACT BY REFERENCE BUT NOT ATTACHED:
a. All other governmental laws, regulations, or actions applicable to the goods and/or services authorized by this contract,
b. Utak State Procurement Code, Procurement Rules, and Contractor’s response to Bid #CJ18012.

7. Each signatory below represents that he or she has the requisite authority to enter into this contract.

IN WITNESS WHEREOF, the parties sign and cause this contract to be executed.

CONTRACTOR STATE
12/03/19 C- Dec 4, 2019
Contractors si atum Date Director, Division of Purchasing Date
Linda J Cottingham - Sr. Contract Manager
Type or Print Name and Title
Christopher Jennings 801-538-3157 N/A ctiennings@utah.gov

Division of Purchasing Contact Person Telephone Number Fax Number Email




Attachment A:
NASPO ValuePoint Master Agreement Terms and Conditions

MASPD
X ValuePoint

Attachment A:
NASPO ValuePoint Master Agreement Terms and Conditions

1. MASTER AGREEMENT ORDER OF PRECEDENCE

a. The Master Agreement consists of the documents set forth in §1(a)(2) through
§1(a)(7) below (the “Master Agreement”). A valid Participating Addendum combined with the
Master Agreement constitutes the full agreement between Contractor and the corresponding
Participating Entity and its Purchasing Entities (the “Agreement”). In the event of any conflicts
between the documents comprising the Agreement, the following constitutes the order of
precedence:

(1) The Purchasing Entity’s applicable Participating Addendum;

(2) State of Utah Cooperative Contract Cover Page;

(3) NASPQ ValuePoint Master Agreement Terms & Conditions;

(4) A Purchase Order issued against the Master Agreement;

(5} The Specifications or Statement of Work;

{6) Contractor’s response to the Solicitation, as revised (if permitted) and
accepted by the Lead State, including Exhibit AA to the Master
Agreement {Contractor’s Special Terms and Conditions);

(7}  The Solicitation or, if separately executed after award, the Lead State’s
bilateral agreement that integrates applicable provisions;

b. These documents shall be read to be consistent and complementary. Any
conflict among these documents shall be resolved by giving priority to these documents in the
order listed above. Contractor terms and conditions that apply to this Master Agreement are
only those that are expressly accepted by the Lead State and must be in writing and attached
to this Master Agreement as an Exhibit or Attachment.

NASPC VALUEPOINT AND AT&T
ATTACHMENT A MASTER AGREEMENT TERMS AND CONDITIONS
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2, DEFINITIONS

“Acceptable Use Policy” means Contractor’s Acceptable Use Policy which applies to {a) Services
provided over or accessing the internet; and (b) wireless (i.e., cellular) data and messaging Services.
The AUP can be found at www.att.com/aup or other locations Contractor may designate.

“Acceptance” is defined by the applicable commercial code, except Acceptance shall not occur
before the completion of delivery in accordance with the Order, installation if required, and a
reasonable time for inspection of the Product.

“Confidential Information” means, except as may be required by applicable law or regulation:

(a) information the parties or their Affiliates share with each other in connection with the Agreement
or in anticipation of providing Services under this Agreement (including pricing or other proposals},
but only to the extent identified as Confidential Information in writing; and (b) the Agreement.

“Contractor” means the person or entity providing solutions under the terms and conditions
set forth in this Master Agreement. Contractor also includes its employees, subcontractors,
agents and affiliates who are providing the services agreed to under the Master Agreement.

“Embedded Software” means one or more software applications which permanently reside on
a computing device.

“Intellectual Property” means any and all patents, copyrights, service marks, trademarks,
trade secrets, trade names, patentable inventions, or other similar proprietary rights, in
tangible or intangible form, and al! rights, title, and interest therein.

“Lead State” means the state centrally administering any resulting Master Agreement(s).
“Master Agreement” has the definition set forth in §1(a) herein.

“NASPO ValuePoint” is the cooperative contracting arm of the National Association of State
Procurement Officials (NASPO), a non-profit organization formed in 1947 to promote public
procurement throughout the country. NASPO ValuePoint facilitates administration of the
NASPO cooperative group contracting consortium of state chief procurement officials for the
benefit of state departments, institutions, agencies, and political subdivisions and other
eligible entities (i.e., colleges, school districts, counties, cities, some nonprofit organizations,
etc.) for all states, the District of Columbia, and territories of the United States. NASPO
ValuePoint is identified in the Master Agreement as the recipient of reports and the NASPO
ValuePoint administrative fee; and may perform contract administration functions relating to
collecting and receiving reports and fees, as well as other contract administration functions as

NASPO VALUEPOINT AND AT&T
ATTACHMENT A MASTER AGREEMENT TERMS AND CONDITIONS
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assigned by the Lead State,

“Order” or "Purchase Order” means any purchase order, sales order, contract or other
document used by a Purchasing Entity to order Services and/or Products under the

Agreement.

“Participating Addendum” means a bilateral agreement executed by a Contractor and a
Participating Entity incorporating this Master Agreement and (A) provisions required under the
laws of the corresponding State; and/or (B) provisions mutually agreed upon between such
Participating Entity and Contractor.

“Participating Entity” means a state, or other authorized entity that has properly executed a
Participating Addendum.

“Participating State” means a state, the District of Columbia, or one of the territories of the
United States that is listed in the Request for Proposal as intending to participate, Upon
executlion of the Participating Addendum, a Participating State becomes a Participating Entity;
however, a Participating State listed in the Request for Proposal is not required to participate
through execution of a Participating Addendum.

“Product” means any Service, equipment, software (including embedded software),
documentation, service or other deliverables supplied or created by Contractor pursuant to
this Master Agreement. The terms Product, supplies and services, and products and services
are used interchangeably in these terms and conditions.

“Purchasing Entity” means a state (as well as the District of Columbia and U.S territories), city,
county, district, other political subdivision of a State, and a nonprofit organization under the
laws of some states authorized to place an Order against a Participating Addendum and the
Master Agreement.

“Service” means commercial mobile radio services (including, without limitation, Voice
Service, Wireless Data Service), and Additional Products provided by Contractor pursuant to

the Contract.

“Total Wireless Spend” means, with respect to the Administration Fee, the total amount of
the charges set forth on the invoices sent by Contractor to Participating Entities under the
Master Agreement, less taxes, fees and surcharges. Regulatory Fees and Surcharges include,
but are not limited to, the FUSF/UCC (Federal Universal Service Fee / Universal Connectivity
Charge), the AEF (Administrative Expense Fee), the FRF (Federal Regulatory Fee), the PTA
(Property Tax Allotment), the FARF {Federal Access Recovery Fee), the CLC {Carrier Line

NASPO VALUEPOINT AND AT&T
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Charge), and the SLC/EUCL (Subscriber Line Charge / End User Carrier Line charge).

NASPO ValuePoint Program Provisions
3.  TERM OF THE MASTER AGREEMENT

a. The initial term of this Master Agreement is for five (5) years. This Master
Agreement may be extended beyond the original contract period for up to five {5) additional
years by mutual agreement and upon review of requirements of Participating Entities, current
market conditions, and Contractor performance.

b. The Master Agreement may be extended for a reasonable period of time in
adherence to the Lead State’s Procurement Code, if in the judgment of the Lead State a follow-
on, competitive procurement will be unavoidably delayed {despite good faith efforts) beyond
the planned date of execution of the follow-on master agreement. This subsection shall not be
deemed to limit the authority of a Lead State under its state law otherwise to negotiate
contract extensions.

4, AMENDMENTS

The terms of this Master Agreement shall not be waived, altered, modified,
supplemented or amended in any manner whatsoever without prior written agreement of the
Lead State and Contractor.

5. PARTICIPANTS AND SCOPE

a. Contractor may not deliver Products or perform Services under this Master
Agreement until a Participating Addendum acceptable to the Participating Entity and
Contractor is executed. The NASPO ValuePoint Master Agreement Terms and Conditions are
applicable to any Order by a Purchasing Entity, except to the extent altered, modified,
supplemented or amended by a Participating Addendum or included in a Purchase Order as
expressly required by a Purchasing Entity's laws or regulations. By way of illustration and not
limitation, this authority may apply to unique delivery and invoicing requirements,
confidentiality requirements, defaults on Orders, governing law and venue relating to Orders
by a Participating Entity, indemnification, and insurance requirements. Statutory or
constitutional requirements relating to availability of funds may require specific language in
some Participating Addenda In order to comply with applicable law. The expectation is that
these alterations, modifications, supplements, or amendments will be addressed in the
Participating Addendum or, with the consent of the Purchasing Entity and Contractor, may be
included in the ordering document (e.g. purchase order or contract) used by the Purchasing
Entity to place the Order.
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b. Use of specific NASPO ValuePoint cooperative Master Agreements by state
agencies, political subdivisions and other Participating Entities (including cooperatives)
authorized by individual state’s statutes to use state contracts is subject to the approval of the
respective State Chief Procurement Official. Issues of interpretation and eligibility for
participation are solely within the authority of the respective State Chief Procurement Official.

c. Obligations under this Master Agreement are limited to those Participating
Entities who have signed a PA and Purchasing Entities within the scope of those Participating
Addenda. States or other entities permitted to participate may use an informal competitive
process to determine which Master Agreements to participate in through execution of a
Participating Addendum. Financial obligations of Participating Entities who are states are
limited to the Orders placed by the departments or other state agencies and institutions
having available funds. Participating Entities who are states incur no financial obligations on
behalf of other Purchasing Entities. Contractor shall email a fully executed PDF copy of each
Participating Addendum to PA@naspovaluepoint.org to support documentation of
participation and posting in appropriate data bases.

d. NASPO ValuePoint, a division of the National Association of State Procurement
Officials (NASPQ), is not a party to the Master Agreement. It is a nonprofit cooperative
purchasing organization assisting states in administering the NASPO cooperative purchasing
program for state government departments, institutions, agencies and political subdivisions
{e.g., colleges, school districts, counties, cities, etc.) for alt 50 states, the District of Columbia
and the territories of the United States.

e, Participating Addenda shall not be construed to amend the following provisions
in this Master Agreement between the Lead State and Contractor that prescribe NASPQ
ValuePoint Program requirements: Term of the Master Agreement; Amendments; Participants
and Scope; Administrative Fee; NASPC ValuePoint Summary and Detailed Usage Reports;
NASPO ValuePoint Cooperative Program Marketing and Performance Review; Right to Pubiish;
Price and Rate Guarantee Period; and Individual Customers. Any such language shall be void

and of no effect,

f. Participating Entities who are not states may under some circumstances sign
their own Participating Addendum, subject to the consent to participation by the Chief
Procurement Official of the state where the Participating Entity is located. The Participating
Entity must coordinate requests for such participation through NASPO ValuePoint. Any
permission to participate through execution of a Participating Addendum is not a
determination that procurement authority exists in the Participating Entity; the Participating
Entity must ensure that they have the requisite procurement authority to execute a
Participating Addendum.
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£ Subject to any explicit permission in a PA, Purchasing Entities may not resell
Products. Absent any such explicit permission, this limitation does not prohibit: (i) payments
by employees of a Purchasing Entity as explicitly permitted under the Agreement; (ii) transfer
of tangible Products (not including Service) between public agencies; (jii) sales of tangible
Products (not including Service) as surplus property; and (iv) fees associated with inventory
transactions with other governmental or nonprofit entities and consistent with a Purchasing
Entity’s laws and regulations. Any sale or transfer permitted by this subsection must be
consistent with license rights granted for use of intellectual property.

6. ADMINISTRATIVE FEES

a. The Contractor shall pay to NASPO ValuePaint, or its assignee, a NASPO
ValuePoint Administrative Fee of (i) 0.25% of all CRUs’ Total Wireless Spend; and (ii) 0.10% of
all IRUs’ Total Wireless Spend. The Administrative Fees will be calculated after each calendar
quarter and AT&T will pay the quarterly amount due no later than seventy-five (75) days
following the end of each calendar quarter, The NASPO ValuePoint Administrative Fee shall be
submitted quarterly and is based on Total Wireless Spend. The NASPO ValuePoint
Administrative Fee s not negotiable. This fee is to be included as part of the pricing submitted
with proposal.

b. Additionally, some states may request an additional fee be paid directly to the
state only on purchases made by Purchasing Entities within that state. if AT&T agrees to such
a request, then the fee level, payment method and schedule for such reports and payments
will be incorparated into the corresponding PA. The Contractor may adjust the Master
Agreement pricing accordingly for purchases made by Purchasing Entities within the
jurisdiction of the state. All such state-level administrative fees shall not affect the NASPO
ValuePoint Administrative Fee percentage or the prices paid by the Purchasing Entitles outside
the jurisdiction of the state requesting the additional fee.

7. NASPO VALUEPOINT SUMMARY AND DETAILED USAGE REPORTS

In addition to other reports that may be required by this solicitation, the Contractor
shall provide the following NASPO ValuePoint reports.

a. Summary Sales Data. The Contractor shall submit quarterly sales reports
directly to NASPO ValuePoint using the NASPQ ValuePoint Quarterly Sales/Administrative Fee
Reporting Too! found at http://calculator.naspovaluepoint.org, or as otherwise agreed to by
the Parties in writing. Any/all sales made under this Master Agreement shall be reported as
cumulative totals by state for Government Responsible accounts. A separate report shall be
submitted and reported as cumulative totals by state for Individual Responsible {IRU)
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accounts. Even if Contractor experiences zero sales during a calendar quarter, a report is still
required. Reports shall be due no later than forty-five (45) days following the end of the
calendar quarter (as specified in the reporting tool).

b. Detailed Sales Data. Contractor shall also report detailed sales data using the
format provided in Attachments H, I, J and K. Reports are due on a quarterly basis and must be
received by the Lead State and NASPO ValuePoint no later than forty-five days after the end of
the reporting period. Reports shall be delivered to the Lead State and to NASPO ValuePoint
electronically through a designated portal, email, CD-ROM, flash drive or other method as
determined by the Lead State and NASPQ ValuePoint. Detailed sales data reports shall include
sales information for all sales under this Master Agreement.

c. Reportable Sales. Reportable sales for the summary sales data report and
detailed sales data report includes sales to employees for personal use where authorized by
the solicitation and the Participating Addendum. Report data for employees should be limited
to ONLY the state and entity they are participating under the authority of (state and agency,
city, county, school district, etc.) and the amount of sales. No personal identification numbers,
e.g. hames, addresses, social security numbers or any other numerical identifier, may be

submitted with any report.

d. Executive Summary. Contractor shall provide NASPO ValuePoint with an
executive summary each guarter that includes, at a minimum, a list of states with an active
Participating Addendum, states that Contractor is in negotiations with and any Participating
Addendum roll out or implementation activities and issues. NASPO ValuePoint and Contractor
will determine the format and content of the executive summary. The executive summary is
due forty-five days after the conclusion of each calendar quarter.

e. Ownership. Timely submission of these reports is a material requirement of
the Master Agreement. The recipient of the reports shall have exclusive ownership of the
media containing the reports. The Lead State and NASPO ValuePoint shall have a perpetual,
irrevocable, non-exclusive, royalty free, transferable right to display, modify, copy, and
otherwise use reports, data and information provided under this section.

8. NASPO VALUEPQINT COOPERATIVE PROGRAM MARKETING, TRAINING, AND
PERFORMANCE REVIEW

a. Contractor agrees to work cacperatively with NASPO ValuePoint personnei.
Contractor agrees to present plans to NASPO ValuePoint for the education of Contractor's
contract administrator(s) and sales/marketing workforce regarding the Master Agreement
including the competitive nature of NASPO ValuePoint procurements, the Master Agreement,
PA process, and the manner in which gualified entities can participate in the Master
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Agreement.

b. Contractor agrees, as PAs become executed, if requested by ValuePoint
personnel to provide proposals to launch the program within the Participating State. Such
proposals will include time frames to launch the Agreement and confirmation that the
Contractor’s website has been updated to properly reflect the offer as available in the
Participating State.

c. Contractor agrees, absent anything to the contrary outlined in a Participating
Addendum, to consider the Participating Entity’s proposed terms and conditions, as deemed
important to the Participating Entity, for possible inclusion into the Participating Addendum.
Contractor will ensure that their sales force is aware of this contracting option.

d. Contracter agrees to participate in an annual contract performance review at a
location selected by the Lead State and NASPO ValuePoint, which may include a discussion of
marketing action plans, target strategies, marketing materials, as well as Contractor reporting
and timeliness of payment of Administrative Fees.

e. Contractor acknowledges that the NASPO ValuePoint logos may not be used by
Contractor in sales and marketing until a logo use agreement is executed with NASPO
ValuePoint.

f. The Lead State expects to evaluate the utilization of the Master Agreement at
the annual performance review. Lead State may, in its discretion, cancel the Master
Agreement pursuant to section 28, or not exercise an option to renew, when Contractor
utilization does not warrant further administration of the Master Agreement. The Lead State
may exercise its right to not renew the Master Agreement if vendor fails to record or report
revenue for three consecutive quarters, upon 60-calendar day written notice to the
Contractor. Cancellation based on nonuse or under-utilization will not accur sooner than one
year after award {or execution if later) of the Master Agreement. This subsection does not
Iimit the discretionary right of either the Lead State or Contractor to cancel the Master
Agreement pursuant to section 28 or to terminate for default pursuant to section 30.

-3 Contractor agrees to notify the Lead State and NASPO ValuePoint of any
contractual most-favored-customer provisions in third-party contracts or agreements that may
affect the promotion of this Master Agreements or whose terms provide for adjustments to
future rates or pricing based on rates, pricing in, or Orders from this master agreement. Upon
request of the Lead State or NASPO ValuePoint, Contractor shall provide a copy of any such
provisions,
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9, [RESERVED]
10. RIGHT TO PUBLISH

Throughout the duration of this Master Agreement, Contractor must secure from the
Lead State prior approval for the release of information that pertalns to the potential work or
activities covered by the Master Agreement. This limitation does not preclude publication about
the award of the Master Agreement or marketing activities consistent with any proposed and
accepted marketing plan. The Contractor shall not make any representations of NASPO
ValuePoint’s opinion or position as to the quality or effectiveness of the services that are the
subject of this Master Agreement without prior written consent. Failure to adhere to this
requirement may result in termination of the Master Agreement for cause.

11.  PRICE AND RATE GUARANTEE PERIOD

All prices and rates must be guaranteed for the initial term of the Master Agreement.
Following the initial Master Agreement period, any request for price or rate increase must be
for an equal guarantee period and must be made at least (90 Days} days prior to the requested
effective date. Requests for price or rate increases must include sufficient documentation
supporting the request. Any such adjustment or amendment to the Master Agreement shall
not be effective unless approved by the Lead State. No retroactive adjustments to prices or
rates will be allowed.

12. INDIVIDUAL CUSTOMERS

Except to the extent modified by a Participating Addendum, each Purchasing Entity
shall follow the terms and conditions of the Master Agreement and applicable Participating
Addendum and will have the same rights and responsibilities for their purchases as the Lead
State has in the Master Agreement, including but not limited to, any indemnity or right to
recover any costs as such right is defined in the Master Agreement and applicable Participating
Addendum for their purchases. Each Purchasing Entity is responsible for its own charges, fees,
and liabilities. The Contractor will apply the charges and invoice each Purchasing Entity
individually.

Administration of Orders
13. ORDERING

a. Contractor shall provide, by phone or online system, a means and method for
providing Order reference numbers and tracking orders.

b. Purchasing Entities may define entity or project-specific requirements and
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informally compete the requirement among companies having a Master Agreement on an “as
needed” basis. This procedure may also be used when requirements are aggregated, or other
firm commitments may be made to achieve reductions in pricing. This procedure may be
modified in Participating Addenda and adapted to the Purchasing Entity’s rules and policies.
The Purchasing Entity may in its sole discretion determine which NASPO Contractors should be
solicited for a quote. The Purchasing Entity may select the quote that it considers most
advantageous, cost and other factors considered.

c. Each Purchasing Entity will identify and utilize its own appropriate purchasing
procedure and documentation. Contractor is expected to become familiar with each
Purchasing Entity’s rules, policies, and procedures regarding the ordering of supplies and/or
services contemplated by this Master Agreement.

d. Contractor shall not begin work without a valid Purchase Order or other
appropriate commitment document under the law of the Purchasing Entity.

e, Purchase Orders may be placed consistent with the terms of this Master
Agreement during the term of the Master Agreement.

f. All Purchase Orders placed pursuant to an Agreement, at a minimum, shall
include:

(1) The Products being ordered;

{2) The date of the Purchase Order;

(3) The place and requested time of delivery;

(4) Abilling address;

(5) The name, phone number, and address of the Purchasing Entity
representative;

(6) The price per hour or other pricing elements consistent with this Master
Agreement and the contractor’s proposal;

{7) A ceiling amount of the Purchasing Order for Products being ordered;
and

(8) The Master Agreement identifier.

[ All communications concerning administration of Purchasing Orders placed shall
be furnished solely to the authorized purchasing agent within the Purchasing Entity’s
purchasing office, or to such other individual identified in writing in the Purchase Order.

h. Purchase Orders must be placed pursuant to this Master Agreement prior to the
termination date thereof but may have a delivery date or performance period up to 120 days
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past the then-current termination date of this Master Agreement. Contractor is reminded that
financial obligations of Purchasing Entities payable after the current applicable fiscal year are
contingent upon agency funds for that purpose being appropriated, budgeted, and otherwise
made available.

i Notwithstanding the expiration, cancellation or termination of this Master
Agreement, Contractor agrees to perform in accordance with the terms of any Purchasing
Orders then outstanding at the time of such expiration or termination. Contractor shall not
honor any Purchase Orders placed after the expiration, cancellation or termination of this
Master Agreement, or otherwise inconsistent with its terms. Purchase Orders from any
separate Indefinite quantity, task orders, or other form of indefinite delivery order
arrangement priced against this Master Agreement may not be placed after the expiration or
termination of this Master Agreement, notwithstanding the term of any such indefinite
delivery order agreement.

14. SHIPPING AND DELIVERY

a. The prices are the delivered price to any Purchasing Entity. All deliveries shall
be F.0.B. destination, freight pre-paid, with all transportation and handling charges paid by the
Contractor, The minimum shipment amount, if any, will be found Exhibit AA. Any order for
less than the specified amount is to be shipped with the freight prepaid and added as a
separate item on the invoice. Any portion of an Order to be shipped without transportation
charges that is back ordered shall be shipped without charge.

b. in the event a Participating Entity intends to negotiate for Inside Deliveries,
AT&T agrees to negotiate in good faith with such Participating Entity to include corresponding
language in its PA.

c. All products must be delivered in the manufacturer’s standard package. Costs
shall include all packing and/or crating charges. Cases shall be of durable construction, good
condition, properly labeled and suitable in every respect for storage and handling of contents.
Each shipping carton shall be marked with the commodity, brand, quantity, item code nrumber
and the Purchasing Entity’s Purchase Order number.

15. LAWS AND REGULATIONS

Any and all Products offered and furnished shall comply fully with all applicable Federal
and State laws and regulations.

16. INSPECTION AND ACCEPTANCE

a. Where the Master Agreement or an Order does not otherwise specify a process
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for inspection and Acceptance, this section governs. This section Is not intended to limit rights
and remedies under the applicable commercial code.

b. All Products are subject to inspection at reasonable times and places before
Acceptance. Contractor shall provide right of access to the Lead State, or to any other
authorized agent or official of the Lead State or other Participating or Purchasing Entity, at
reasonable times, in order to monitor and evaluate performance, compliance, and/or quality
assurance requirements under this Master Agreement. Products that do not meet
specifications may be rejected. Failure to reject upon receipt, however, does not relieve the
Contractor of [iability for material (nonconformity that substantial impairs value) latent or
hidden defects subsequently revealed when goods are put to use. Acceptance of such goods
may be revoked In accordance with the provisions of the applicable commercial code, and the
Contractor is liable for any resulting expense incurred by the Purchasing Entity related to the
preparation and shipping of Product rejected and returned, or for which Acceptance is
revoked.

c. If any Products or Services performed do not conform to Master Agreement
requirements, the Purchasing Entity may require the Contractor to provide the Products
and/or perform the Services again in conformity with Master Agreement requirements, at no
increase in Order amount. When defects cannot be corrected by re-performance, the
Purchasing Entity may require the Contractor to take necessary action to ensure that future
performance conforms to Master Agreement requirements; and reduce the Master
Agreement price to reflect the reduced value of the Products provided and/or the Services
performed.

d. The warranty period shall begin upon delivery except as otherwise set forth in a
statement of work.

e. Acceptance Testing may be explicitly set out in a Scope of Work (“SOW”) to
ensure conformance to an explicit standard of performance. Acceptance Testing means the
process set forth in the Master Agreement or SOW for ascertaining that the Product meets the
standard of performance prior to Acceptance by the Purchasing Entity. Unless otherwise set
forth in a SOW, this subsection applies to applicable Products purchased under this Master
Agreement, including any additional, replacement, or substitute Product(s) and any Product(s)
which are modified by or with the written approval of Contractor after Acceptance by the
Purchasing Entity. The Acceptance Testing period shall be thirty (30) calendar days or other
time period identified in this Master Agreement or the Participating Addendum, starting from
the day after the Product is delivered or, if instailed, the day after the Product is installed and
Contractor certifies that the Product is ready for Acceptance Testing. If the Product does not
meet the standard of performance during the initial period of Acceptance Testing, Purchasing
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Entity may, at its discretion, continue Acceptance Testing on a day-to-day basis until the
standard of performance is met. Upon rejection, the Contractor will have fifteen (15) calendar
days to cure the standard of performance issue(s). If after the cure period, the Product still has
not met the standard of performance, the Purchasing Entity may, at its option: (a) declare
Contractor to be in breach and terminate the Order; {b) demand replacement Product from
Contractor at no additional cost to Purchasing Entity; or, (¢) continue the cure period for an
additional time period agreed upon by the Purchasing Entity and the Contractor. Contractor
shalt pay all costs related to the preparation and shipping of Product returned pursuant to the
section. No Product shail be deemed Accepted and no charges shall be paid until the standard
of performance is met. The warranty period shall begin upon Acceptance.

17. PAYMENT

a. Payment, Each Purchasing Entity must pay all charges, including,
without limitation, airtime, roaming, recurring monthly service, optional feature charges,
license fees, toll, collect call and directory assistance charges, Service charges, Equipment
charges, Additional Products charges, and any other charges or calls billed to its CRUs’
phone number. Purchasing Entities may be bifled for multiple types of usage
simuttaneously. Purchasing Entities must also pay administrative and late payment fees,
restoral and reactivation charges, and any Other Monthly Charges {as defined in
Attachment AA, Contractor’s Special Terms and Conditions, §9). For any termination of a
CRU account (including when 2 Number is switched to another carrier), Purchasing Entity
will be responsible for payment of all fees and charges through the end of the billing cycle
in which termination occurs. Payment is due within forty-five (45) days after the date of
the invoice.

b. Taxes. Subject to this §17(b), Purchasing Entities must pay applicable taxes
and governmental fees regardless of whether they are imposed on a Purchasing Entity, a
CRU, Contractor, or Carrier. Notwithstanding the foregoing, Contractor acknowledges that
in certain instances, a Purchasing Entity may be tax-exempt. Contractor will accord the
proper tax-exempt status to each Purchasing Entity that properly establishes such status.
Notwithstanding this tax-exempt status, each Purchasing Entity must pay any and all taxes,
fees, surcharges and other charges incurred under the Agreement not covered by Its tax-
exempt status.

c. Overdue Account Charges. Payment after Acceptance is normally made within
forty-five (45) days following the date of the invoice is received, whichever is later. After forty-
five (45) days the Contractor may assess overdue account charges up to a maximum rate of one
percent per manth on the outstanding balance, unless a different iate payment amount is
specified in a Participating Addendum, Order, or otherwise prescribed by applicable law.

d. Purchasing Card, Payments will be remitted by mail or by electronic fund
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transfer (EFT). Payments may be made via a State or political subdivision “Purchasing Card”
with no additional charge.

18. WARRANTY

18.1 General. Contractor warrants that all services, deiiverables, and/or work
product under this Contract shall be completed in a workmanlike manner consistent with
standards in the trade, profession, or industry. Except as specifically set forth above or
expressly set forth in a scope of work for services, Contractor makes no representations or
warranties, express or implied, and specifically disclaims any representation or warranty of
merchantability, fitness for a particular purpose, title, non-infringement or any warranty
arising by usage of trade or course of dealing. Further, Contractor makes no representation or
warranty that wireless calls or other transmisstons will be routed or completed without error
or interruption (including calls to 911 or any similar emergency response number), or
guarantee regarding network security, the encryption employed by any service, the integrity of
any data that is sent, backed up, stored or subject to load balancing, or that contractor's
security procedures will prevent the loss or alteration of, or improper access to, a Participating
Entity’s data and information. Contractor does not authorize anyone to make a warranty of
any kind on its behalf, and Participating Entities should not rely on anyone making such
statements. Contractor is not the manufacturer of equipment purchased by or provided to
participating entities in connection with use of the service. Notwithstanding the foregoing,
Contractor will pass through any and all manufacturer’s warranty to the fullest extent allowed
under law.

18.2 No Optimization Warranty. Notwithstanding any other provision in the
Agreement including, without limitation, Contractor’s response to RFP Attachment B, §6.1.3
Contractor, the Lead State, NASPO, and any and alf Participating Entities and Purchasing
Entities under the Agreement hereby acknowledge and agree (a) that nothing in the
Agreement, including the RFP, the Solicitation, and/or Contractor’s response to the
Solicitation, requires Contractor to provide an Optimization, Optimization Reports,
suggestions, or guidance about ways to use or change Services or Products to Optimize, reduce
or otherwise lessen a Purchasing Entity’s charges incurred under the Agreement; and (b) that
far any analysis or reporting that AT&T provides, there is no contractual guarantee or any
other legally enforceable right that the reporting will Optimize, reduce or otherwise lessen a
Purchasing Entity’s charges incurred under the Agreement.

18.2 Optimization. The Parties acknowledge and agree that, notwithstanding any
industry or other definition, the contents of an optimization report hereunder shall be defined
as follows: “Optimize” or “Optimization Report” means an individual Purchasing Entity
working with Contractor to find a plan best suited to the most effective use of Contractor’s
Service without any guarantee of cost savings or other advantage by Contractor.
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19. TITLE OF PRODUCT

Upon Acceptance by the Purchasing Entity, Contractor shall convey to Purchasing Entity
title to the Product free and clear of all liens, encumbrances, or other security interests.
Contractor grants to the Purchasing Entity a non-exclusive, royalty free, perpetual license to
use the Embedded Software to achieve the purposes of the Master Agreement. if Purchasing
Entity subsequently transfers title of the Product to another entity, Purchasing Entity shall
have the right to transfer the license to use the Embedded Software with the transfer of
Product title. A subsequent transfer of this software license shall be at no additional cost or
charge to either Purchasing Entity or Purchasing Entity’s transferee.

20. LICENSE OF PRE-EXISTING INTELLECTUAL PROPERTY

Software, Purchased Equipment and Third-Party Services may be provided subject to
the terms of a separate license or other agreement between the Purchasing Entity and either
the licensor, the third-party service provider or the manufacturer to which the Contractor is
not a Party. Upon request by the Purchasing Entity, Contractor shall provide to the Purchasing
Entity a copy of all applicable license agreements relating to the placement of an Order for
Software, Purchased Equipment or Third-Party Services. The Purchasing Entity’s use of
Software, Purchased Equipment or Third-Party Services is that Purchasing Entity's agreement
to comply with such separate license, unless prohibited by law.

General Provisions
21. INSURANCE

a. Unless otherwise agreed in a Participating Addendum, Contractor shall, during
the term of this Master Agreement, maintain in full force and effect, the insurance described
in this section. Contractor shall acquire such insurance from an insurance carrier or carriers
eligible to conduct business in each Participating Entity’s state and having a rating of A-, Class
Vil or better, in the most recently published edition of A.M. Best’s Insurance Reports. Failure
to buy and maintain the required insurance may result in this Master Agreement’s termination
or, at a Participating Entity’s option, result in termination of its Participating Addendum.

b. Required Coverage shall be written on an occurrence basis. The acceptable
limits shall be as indicated below:

(1} Commercial General Liability per 1SO CG form 00 01 or equivaient
covering premises operations, independent contractors, products and
completed operations, blanket contractual liability, personal injury (including
death), advertising liability, and property damage, with a limit of $1 million per
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occurrence/$2 million general aggregate;

{(2) Contractor must comply with any applicable State Workers
Compensation or Employers Liability Insurance requirements.

c. Contractor shall pay premiums on all insurance policies. Contractor shall
provide written notice to a Participating Entity, with thirty days’ notice of cancellation or
nonrenewal of any required coverage that is not replaced or fails to meet the requirements set
forth herein.

d. Prior to commencement of performance, Contractor shall provide to the Lead
State a written endorsement to the Contractor’s general liability insurance policy or other
documentary evidence acceptable to the Lead State that (1) includes the Participating States
identified in the Request for Proposal as additional insureds, and provides that the
Contractor's required commercial general liability insurance policy shall be primary, with any
liabllity insurance of any Participating State as secondary and noncontributory. Unless
otherwise agreed in any Participating Addendum, other state Participating Entities’ rights and
Contractor’s obligations are the same as those specified in the first sentence of this subsection
except the endorsement is provided to the applicable state. Contractor may self-insure any
required coverage and will notify Lead State with written notice thirty (30) calendar days in
advance. In the event that Contractor opts to self-insure, Contractor shall comply with
reasonable requests faor information from Lead State’s risk managers.

e. Contractor shali furnish to the Lead State copies of certificates of all required
insurance in a form sufficient to show required coverage within thirty (30) calendar days of the
execution of this Master Agreement and prior to performing any work. Copies of renewal
certificates of all required insurance shall be furnished within thirty {30) days after any renewal
date to the applicable state Participating Entity. Failure to provide evidence of caverage may,
at the sole option of the Lead State, or any Participating Entity, result In this Master
Agreement’s termination or the termination of any Participating Addendum.

f. Coverage and limits shall not limit Contractor’s liability and obligations under
this Master Agreement, any Participating Addendum, or any Purchase Order.

22. RECORDS ADMINISTRATION AND AUDIT

a. The Contractor shall maintain books, records, documents, and other evidence
pertaining to this Master Agreement and Orders placed by Purchasing Entities under it to the
extent and in such detail as shall adequately reflect the accuracy of AT&Ts invoices to the
Participating Entities and corresponding Administrative Fees. Contractor may redact from the
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billing records provided to Participating Entity any information that reveals the identity or non-
public information of other Contractor customers or other Contract Confidential Information
that is not relevant to the purposes of the review, performance and administration of
payments and fees. Once every twelve {12) months during the term of the Agreement, the
State may review AT&T's relevant billing records for a period not to exceed the preceding
twelve (12) months; except the State may conduct, at its own expense, additional audits
required by a separate auditing body within the State as part of its routine audits or as a result
of an investigation. Contractor shall permit the Lead State, a Participating Entity, a Purchasing
Entity, the federal government (including its grant awarding entities and the U.S. Comptrolier
General}, and any other duly authorized agent of a governmental agency, to audit, inspect,
examine, copy and/or transcribe Contractor's books, billing, documents, papers and records
directly pertinent to this Master Agreement or orders placed by a Purchasing Entity under it
for the purpose of making audits, examinations, excerpts, and transcriptions. The State may
employ such assistance, as it deems desirable to conduct such reviews, but may not employ
the assistance of any entity that derives a substantial portion of its revenues from the
provision of services that are substantially similar to the Services provided hereunder or any
person who has previously made prohibited use of AT&T's Confidential Information. This right
shall survive for a period of five (5} years following termination of this Agreement or final
payment for any order placed by a Purchasing Entity against this Agreement, whichever is
later, or such [onger period as is required by the Purchasing Entity’s state statutes, to assure
compliance with the terms hereof or to evaluate performance hereunder.

b. Without limiting any other remedy available to any governmental entity, the
Contractor shall correct any billing error that is revealed in a billing review, including refunding
any overpayment by reimburse the applicable Lead State, Participating Entity, or Purchasing
Entity for any overpayments inconsistent with the terms of the Master Agreement or Orders
or underpayment of fees found as a result of the examination of the Contractor’s records in
the form of a credit within two (2) full billing cycles, and/or (ii.) invoice the State any
underpayments as soon as reasonably practicable under the circumstances.

c. The rights and abligations herein exist in addition to any quality assurance
obligation in the Master Agreement requiring the Contractor to self-audit Master Agreement
obligations and that permits the Lead State to review compliance with those obligations,

23. CONFIDENTIALITY, NON-DISCLOSURE, AND INJUNCTIVE RELIEF

a. Confidentiality. The Parties acknowledge that they and their employees
or agents may, in the course of performing under this Master Agreement, be expnsed to or
acquire information that is confidential or proprietary to the other party. Any and all
information of any form that is marked as confidential or proprietary or would by its nature be
deemed confidential or proprietary, including, but not limited to, (1) business records, (2)
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personnel records, and (3) personally identifying information, shall be considered confidential
or proprietary information. Any reports or other documents or items (including software) that
result from the use of the confidential or proprietary information by a party shall be treated in
the same manner as the confidential or proprietary information. Confidential or proprietary
information does not include information that [A) is or becomes publicly known; (B) is
rightfully in a party’s possession without the obligation of nondisclosure prior to the time of its
disciosure under this Master Agreement; or (C) is disclosed with the written consent of the
other party. Pursuant to relevant public records law, information or documents the Lead State
or Purchasing Entity receives from Contractor may be open to public inspection and copving.
The Lead State or Purchasing Entity may have the duty to disclose unless a particular record
falls within an exemption. Contractor may label specific documents or verbally indicate in
presentations or meetings, including specific portions thereof, as a “confidential” or
“proprietary” in accordance with relevant public records law.

b. Non-Disclosure. Except as may be required by law, the Parties shall hold
Confidential Information in confidence, using at least the industry standard of confidentiality,
and shall not copy, reproduce, sell, assign, license, mariet, transfer or otherwise dispose of,
give, or disclose Confidential Information to third-parties or use Confidential Information for
any purposes whatsoever other than what is necessary to the performance of Orders placed
under this Master Agreement. The Parties and Purchasing Entities shall advise each of its
employees and agents of their obligations to keep Confidential Information confidential.
Contractor shall use commercially reasonable eftorts to assist Purchasing Entity in identifying
and preventing any unauthorized use or disciosure of any Confidential Information. Without
limiting the generality of the foregoing, each Party and each Purchasing Entity shall advise the
other Party and/or Purchasing Entity, the applicable Participating Entity, and the Lead State
immediately if such Party learns or has reason to believe that any person who has had access
to Confidential Infermation has violated or intends to violate the terms of this Master
Agreement, and such Party shall at its expense cooperate with the others in seeking injunctive
or other equitable relief in the name of the Purchasing Entity, Participating Entity or Party
against any such person. Except as directed by a Party the other Party, any Purchasing Entity
and the applicable Participating Entity will not at any time during or after the term of this
Master Agreement disclose, directly or indirectly, any Confidential Information to any person,
except in accordance with this Master Agreement, and that upon termination of this Master
Agreement or at Purchasing Entity’s request, such Party shall turn over to the other Party, the
Purchasing Entity and/or the applicable Participating Entity all documents, papers, and other
matter in such Party’s, Purchasing Entity’s, or Participating Entity’s possession that embody
Confidential Information. Notwithstanding the foregoing, a Party, a Purchasing Entity and a
Participating Entity may keep one copy of such Confidential Information necessary for quality
assurance, audits and evidence of the performance of this Master Agreement.
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c. Infunctive Relief. The Parties acknowledges that breach of this section,
including disclosure of any Confidential Information, will cause irreparable injury to a Party
and/or a Purchasing Entity that is inadequately compensable in damages. Accordingly, a Party,
Purchasing Entity, and/or Participating Entity may seek and obtain Injunctive relief against the
breach or threatened breach of the foregoing undertakings, in addition to any other legal
remedies that may be available. The Parties, all Purchasing Entities, and all Participating
Entities acknowledges and agrees that the covenants caontained herein are necessary for the
protection of the legitimate business interests of such entities and are reasonable in scope and

cantent.

d. Public Disclosure Laws. Thease provisions shall be applicable only to the
extent they are not in conflict with the applicable public records law of the Lead State or

Purchasing Entity.

e. Extension of Rights. The rights granted under this section 23 shall also extend
to NASPO ValuePaint’'s Confidential Information, defined to Include Participating Addenda, as
well as Orders or transaction data relating to Orders under this Master Agreement that
identify the Participating Entity, Purchasing Entity, Order dates, line item descriptions and
volumes, and prices/rates. This provision does not apply to disclosure to the Lead State, a
Participating State, or any governmental entity exercising an audit, inspection, or examination
pursuant to §22. To the extent permitted by law, a Party, Purchasing Entity, Participating
Entity, and/or NASPO ValuePoint shall notify the affected entity of the identify of any entity
seeking access to the Confidential Information described in this subsection.

f. Consents. Participating Entities are deemed to have consented to the
sharing of custoemer proprietary network information {CPNI) and account information with the
Lead State and NASPO VaiuePeint as a condition of utilizing this Master Agreement with its
associated pricing. Said information will only be used for purposes of calculating the
administrative fees to which NASPO ValuePoint may be entitled for administering this
contract. Where such infermation is required by any Participating State, which may impaose its
own administrative fee, such information may also only be used by it for purposes of
calculating the administrative fee to which it may be entitled.

24, PUBLIC INFORMATION

This Master Agreement and all related documents are subject to disclosure pursuant to
the Purchasing Entity’s public information and public records laws.

25. ASSIGNMENT/SUBCONTRACTS

a. Assignment. Contractor shall not assign, sell, transfer, subcontract or sublet
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rights, or delegate responsibilities under this Master Agreement, in whole or in part, without
the prior written approval of the Lead State. Such approval shall not be unreasonably
withheld. Notwithstanding the foregoing, prior written approval of the Lead State is not
necessary for changes in control of Contractor, including mergers or acquisitions, or for
subcontracts necessary to support Contractor’s regular operations. Upon request from the
Lead State or a Participating Entity, changes in control, including mergers or acquisitions may
require the execution of a mutually agreeable assignment agreement between the Parties. If
the Lead State or a Participating Entity is unable to execute an assignment agreement subject
to a legal restriction or lack of legally required approval, the Participating Entity may terminate
its Participating Addendum upon thirty {30) days’ written notice to Contractor.

b. Reservation of Rights. The Lead State reserves the right to assign any rights
or duties, including written assignment of contract administration duties to NASPO ValuePoint
and other third parties.

26. CHANGES IN CONTRACTOR REPRESENTATION

The Contractor must notify the Lead State of changes in the Contractor’s key
administrative personnel managing the Master Agreement in writing within ten (10) calendar
days of the change. The Contractor agrees to propose replacement key personnel having
substantially equal or better education, training, and experience as was possessed by the key
person proposed and evaluated in the Contractor’s proposai.

27. INDEPENDENT CONTRACTOR

The Contractor shali be an independent contractor. Contractor shall have no
authorization, express or implied, to bind the Lead State, Participating States, other
Participating Entities, or Purchasing Entities to any agreements, settlements, llability or
understanding whatsoever, and agrees not to hold itself out as agent except as expressly set
forth herein or as expressly agreed in any Participating Addendum.

28. CANCELLATION

a. General. Unless otherwise stated, this Master Agreement may be
canceled by either Party upon sixty (60) days’ written notice prior to the effective date of the
cancellation. Further, any Participating Entity may cancel its participation upon thirty (30)
days’ written notice, unless otherwise limited or stated in the Participating Addendum.
Cancellation may be in whole or in part. Any cancellation under this provision shall not affect
the rights and obligations attending Orders outstanding at the time of cancellation, including
any right of a Purchasing Entity to indemnification by the Contractor, rights of payment for
Products or Services delivered and accepted, rights attending any warranty or default In
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performance in association with any Order, and requirements for records administration and
audit.

b. Termination/Suspension.

{i) This Agreement may be terminated immediately upon notice by either
party if the other party becomes insolvent, ceases operations, is the subject of a bankruptcy
petition, enters receivership or any state insolvency proceeding or makes an assignment for
the benefit of its creditors,

(ii) The following additional termination and/or suspension provisions
apply:

{(A) Material Breach. If either party commits and Event of
Default {see §31(a)(i}) fails to perform or observe any material warranty, representation, term
or condition of the Master Agreement, including non-payment of charges, and such failure
continues un-remedied for thirty (30} days after receipt of notice, the aggrieved party may
terminate (and Contractor may suspend and later terminate) the affected Service components
and, if the breach materially and adversely affects the entire Master Agreement, terminate
(and Contractor may suspend and later terminate) the entire Master Agreement.

(B) Materially Adverse Impact. If Contractor revises a Service
Guide, the revision has a materially adverse impact on Participating Entity and Contractor does
not affect revisions that remedy such materially adverse impact within thirty (30) days after
receipt of notice from Participating Entity, then Participating Entity may, as Participating
Entity’s sole remedy, elect to terminate the affected Service components on thirty (30) days’
notice to Contractor, given not later than ninety (90) days after Participating Entity first learns
of the revision to the Service Guide. “Materially adverse impacts” do not include changes to
non-stabilized pricing, changes required by governmental authority, or assessment of or
changes to additional charges such as surcharges or taxes.

(€ Internet Services. if Participating Entity fails to rectify a
violation of the AUP within fifteen (15) days after receiving notice from Contractor, Contractor
may suspend the affected Service components. Contractor reserves the right, however, to
suspend or terminate immediately when: (1) Contractor’s suspension or termination is in
response to multiple or repeated AUP violations or complaints; (2) Contractor is acting in
response to a court order or governmental notice that certain conduct must be stopped; or
(3) Contractor reasonably determines that (x) it may be exposed to sanctions, liability,
prosecution or other adverse consequences under applicable law if Contractor were to allow
the violation to continue; (y} such violation may harm or interfere with the integrity, normal
operations or security of Contractor’s network or networks with which Contractor is
interconnected or may interfere with another customer's use of Contractor services or the
Internet; or (z) such violation otherwise presents an imminent risk of harm to Contractor,
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Contractor’s customers or its or their respective employees.

(D) Fraud or Ahuse. Contractor may terminate or suspend an
affected Service or Service component if a corresponding Purchasing Entity, in the course of
breaching the Agreement: (1) commits a fraud upon Contractor; (2) uses the Service to commit
a fraud upon another party; (3} unlawfully uses the Service; (4) abuses or misuses Contractor’s
network or Service; or (5) interferes with another customer’s use of Contractor’s network or
services,

(E) Infringing Services.  If the options described in §34 are not
reasonably available, Contractor may at its option terminate the affected Services or Service
components without liability other than as stated in §34.

{F) Hazardous Materials. If Contractor encounters any hazardous
materials at the site, Contractor may terminate the affected Services or Service components or
may suspend performance until Purchasing Entity removes and remediates the hazardous
materials at Purchasing Entity’s expense in accordance with applicable law.

(G)  Non-Appropriations of Funding. If Purchasing Entity is a
government entity dependent on government funding, by participating in this Master
Agreement, Purchasing Entity agrees that Purchasing Entity has funds appropriated and
available to pay all amounts due hereunder through the end of Purchasing Entity’s current
fiscal period. In the event Purchasing Entity is unable to obtain the necessary appropriations
or funding for the Products provided under this Master Agreement, Purchasing Entity may
terminate the Products without liability for the Termination Charges set forth in this §28 upon
the following conditions: (1) Purchasing Entity has taken appropriate actions necessary to
obtain adequate appropriations or funding; and (2) despite Purchasing Entity's best efforts
funds have not been appropriated and are otherwise unavailable to pay for the Services.
Purchasing Entity must provide Contractor thirty (30) days’ written notice of its intent to
terminate the Services under this section. Termination of the Products for failure to obtain
necessary appropriations or funding shall be effective as of the last day for which funds were
appropriated or otherwise made available. If Purchasing Entity terminates the Products under
this Master Agreement under this section, Purchasing Entity agrees as follows: (x} it will pay all
amounts due for Services incurred through date of termination, and reimburse all unrecovered
non-recurring charges; and (y) it will not contract with any other provider for the same or
substantially similar services or equipment for the immediately subsequent, non-funded, fiscal
year.

{H) This Master Agreement may be terminated by either the Lead
State or Contractor upon sixty {60} davs’ written notice prior to the effective date of the
termination. Termination may be in whole or in part. Further, Contracting and a Participating
Entity may, but are not required to, negotiate mutually acceptable termination for
convenience language in their corresponding Participating Addendum.
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{}] Any termination under this §28 shall not affect the rights and
obligations attending orders outstanding at the time of termination, including any right of any
Purchasing Entity to indemnification by the Contractor, rights of payment for Products
provided and accepted, data ownership, Contractor obligations regarding Purchasing Entity’s
data, and any responsibilities arising out of a Security Incident or Data Breach. Termination of
the Master Agreement due to Contractor default may be immediate.

c. Effect of Termination.

{i) Termination or suspension by either party of a Service or Service
component does not waive any other rights or remedies a party may have under this
Agreement and will not affect the rights and obligations of the parties regarding any other
Service or Service component.

(i} If a Service or Service component is terminated, Purchasing Entity will
pay all amaunts incurred prior to the effective date of termination.

d. Termination Charges.

(i} If Lead State terminates this Master Agreement or an affected Service or
Service component for cause, or for non-appropriation {under §29({b}(ii)(G)) in accordance with
the Agreement then Lead State will not be liable for termination charges.

(i) If a Participating Entity terminates its PA or an affected Service or
Service companent for cause or for non-appropriation (under §29{(b})(i)(G)) in accordance with
the Master Agreement, then that Participating Entity and its corresponding Purchasing Entities
will not be liable for termination charges.

(iit) if a Purchasing Entity terminates an affected Service or Service
component for cause or for non-appropriation (under §29(b){li}(G)) in accordance with the
Agreement, then Purchasing Entity will not be liable for termination charges.

(iv)  If Contractor terminates an affected Service or Service component for
cause, then the corresponding Participating Entity or Purchasing Entity (as applicable
depending on which entity is financially responsible for the affected Service or Service
component), is liable for termination charges.

29. LIMITATIONS OF LIABILITY AND DISCLAIMERS

2. Limitation of Liability. For purposes of this §29 only, the term “Party,” means
the Lead State, the Participating Entity, and/or the Purchasing Entity on the one hand and
means AT&T on the other.

(1) EITHER PARTY'S ENTIRE LIABILITY AND THE OTHER PARTY’S EXCLUSIVE
REMEDY FOR DAMAGES ON ACCOUNT OF ANY CLAIM ARISING OUT OF AND NOT DISCLAIMED
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UNDER THIS AGREEMENT SHALL BE:

(A) FOR BODILY INJURY, DEATH OR DAMAGE TO REAL PROPERTY OR
TO TANGIBLE PERSONAL PROPERTY PROXIMATELY CAUSED BY A PARTY’S NEGLIG ENCE,
PROVEN DIRECT DAMAGES;

{B) FOR BREACH OF §23 (Confidential Information), PROVEN DIRECT
DAMAGES;

(C) FOR ANY THIRD-PARTY CLAIMS, THE REMEDIES AVAILABLE
UNDER §34 {Third Party Claims);

(D) FOR CLAIMS ARISING FROM THE OTHER PARTY'S GROSS
NEGLIGENCE OR WILLFUL MISCONDUCT, PROVEN DAMAGES; OR

(E)  FOR CLAIMS OTHER THAN THOSE SET FORTH IN §29 (a)(i) (A)-(D),
PROVEN DIRECT DAMAGES NOT TO EXCEED, ON AN AGGREGATE BASIS DURING ANY TWELVE
(12) MONTH PERIOD, AN AMOUNT EQUAL TO TWO TIMES THE TOTAL NET CHARGES
INCURRED BY A PURCHASING ENTITY DURING THAT TWELVE (12) MONTH TIME-PERIOD
UNDER A CORRESPONDING PARTICIPATING ADDENDUM OR $3,000,000.00, WHICHEVER IS
GREATER.

(2) EXCEPT AS SET FORTH IN §34 (Third-Party Claims) OR IN THE CASE OF A
PARTY’S GROSS NEGLIGENCE OR WILLFUL MISCONDUCT, NEITHER PARTY WILL BE LIABLE TO
THE OTHER PARTY FOR ANY INDIRECT, INCIDENTAL, CONSEQUENTIAL, PUNITIVE, RELIANCE OR
SPECIAL DAMAGES, INCLUDING WITHOUT LIMITATION DAMAGES FOR LOST PROFITS,
ADVANTAGE, SAVINGS OR REVENUES OR FOR INCREASED COST OF OPERATIONS.

{3) THE LIMITATIONS IN THIS §29 SHALL NOT LIMIT PURCHASING ENTITY'S
RESPONSIBILITY FOR THE PAYMENT OF ALL PROPERLY DUE CHARGES UNDER THIS
AGREEMENT.

b. Disclaimer of Liabllity. CONTRACTOR WILL NOT BE LIABLE FOR ANY
DAMAGES ARISING OUT OF OR RELATING TO: INTEROPERABILITY, ACCESS OR
INTERCONNECTION OF THE SERVICES WITH APPLICATIONS, DATA, EQUIPMENT, SERVICES,
CONTENT OR NETWORKS PROVIDED BY PURCHASING ENTITY OR THIRD PARTIES; SERVICE
DEFECTS, SERVICE LEVELS, DELAYS OR ANY SERVICE ERRCR OR INTERRUPTION, INCLUDING
INTERRUPTIONS OR ERRCRS IN ROUTING OR COMPLETING ANY 911 OR OTHER EMERGENCY
RESPONSE CALLS OR ANY OTHER CALLS OR TRANSMISSIONS (EXCEPT FOR CREDITS EXPLICITLY
SET FORTH IN THIS AGREEMENT); LOST OR ALTERED MESSAGES OR TRANSMISSIONS; OR
UNAUTHORIZED ACCESS TO OR THEFT, ALTERATION, LOSS OR DESTRUCTION OF PURCHASING
ENTITY’S (OR ITS AFFILIATES', USERS’ OR THIRD PARTIES’) APPLICATIONS, CONTENT, DATA,
PROGRAMS, INFORMATION, NETWORKS OR SYSTEMS.

24

NASPO VALUEPOINT AND AT&T
ATTACHMENT A MASTER AGREEMENT TERMS AND CONDITIONS
MA149-1



30. FORCE MAJEURE

Neither party to this Master Agreement shall be held responsible for delay or defauit
caused by fire, riot, explosion, cable cuts, power blackout, earthquake, flood, strike, embargo,
labor disputes, acts of civil or military authority, terrorism, acts of public enemy, omissions of
carriers or suppliers, acts of regulatory government, unusually severe weather, other acts of
God, or war which are beyond that party’s reasonable control. The Lead State may terminate
this Master Agreement after determining such delay or default will reasonably prevent
successful performance of the Master Agreement.

31. DEFAULTS AND REMEDIES

a. The occurrence of any of the following events shall be an “Event of Defauit”
under this Master Agreement:

(1) Nonperformance of contractual requirements; or
(2) A material breach of any term or condition of this Master Agreement; or

(3)  Any certification, representation or warranty by Contractor in response
to the solicitation or in this Master Agreement that proves to be untrue or materially
misleading; or

(4) Institution of praceedings under any bankruptcy, insolvency,
reorganization or similar law, by or agalnst Contractor, or the appointment of a receiver or
similar officer for Contractor or any of its property, which is not vacated or fully stayed within
thirty (30) calendar days after the institution or occurrence thereof; or

{(5) Any default specified in another section of this Master Agreement.

b. Upon the occurrence of an Event of Default under Agreement, the non-
defaulting Party shall issue a written notice of default, identifying the nature of the default,
and providing a period of thirty {30) calendar days in which the defaulting Party shall have an
opportunity to cure the default. The non-defaulting Party shall not be required to provide
advance written notice or a cure period and may immediately terminate the Master
Agreement or Participating Addendum in whole or in part if the non-defaulting Party, in its
sole discretion, determines that it is reasonably necessary to preserve public safety or prevent
immediate public crisis. Time allowed for cure shall not diminish or eliminate the defaulting

Party’s liabillty for damages.

c. If the defaulting Party is afforded an opportunity to cure and fails te cure the
default within the period specified in the written notice of defauit, then the defaulting Party
shall be in breach of its obligations under the Master Agreement and the nan-defaulting Party
shall have the right to exercise any or all of the following remedies:

(1) Exercise any remedy provided by law;
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(2) Terminate this Master Agreement and any applicable Participating
Addenda or portions thereof;

(3) If the Lead State is the non-defaulting Party then it may suspend
Contractor’s performance; and

(4} Withhold payment until the default is remedied.

d. Unless otherwise specified in the Participating Addendum, in the event of a
default under a Participating Addendum, the non-defaulting party shall provide a written
notice of default as described in this section and shall have all of the rights and remedies under
this paragraph regarding its participation in the Master Agreement, in addition to those set
forth in its Participating Addendum. A Purchasing Entity shall provide written notice of default
as described in this section and have al! of the rights and remedies under this paragraph and
any applicable Participating Addendum with respect to an Order placed by the Purchasing
Entity. Nothing in these Master Agreement Terms and Conditions shall be construed to limit
the rights and remedies available to a Purchasing Entity under the applicable commercial code.

32. WAIVER OF BREACH

Failure of the Lead State, Participating Entity, or Purchasing Entity to declare a default
or enforce any rights and remedies shall not operate as a waiver under this Master Agreement
or Participating Addendum. Any waiver by the Lead State, Participating Entity, or Purchasing
Entity must be in writing. Waiver by the Lead State or Participating Entity of any default, right
or remedy under this Master Agreement or Participating Addendum, or by Purchasing Entity
with respect to any Purchase Order, or breach of any terms or requirements of this Master
Agreement, a Participating Addendum, or Purchase Order shall not be construed or operate as
a waiver of any subsequent default or breach of such term or requirement, or of any other
term or requirement under this Master Agreement, Participating Addendum, or Purchase
Order.

33. DEBARMENT

The Contractor certifies that neither it nor its principals are presently debarred,
suspended, proposed for debarment, declared Ineligible, or voluntarily excluded from
participation in this transaction (contract) by any governmental department or agency. This
certification represents a recurring certification made at the time any Order is placed under
this Master Agreement. If the Contractor cannot certify this statement, attach a written
explanation for review by the Lead State.

34. THIRD-PARTY CLAIMS

a. Contractor’s Obligations. Contractor shall at its expense indemnify, defend,
and either settle any third-party claim against Lead State, Participating Entities, Purchasing
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Entities, or their Affiliates and their respective employees and directors or to pay all damages
that a court finally awards against such parties for a claim alleging that a Product provided to a
Purchasing Entity under this Master Agreement infringes any patent, trademark, copyright or
trade secret, but not where the claimed infringement arises out of or results from: (i) Lead
State’s, Participating Entity’s, Purchasing Entities, or their Affiliate’s or a User's content:

(ii) modifications to a Product by a Purchasing Entity, its Affiliate or a third party, or
combinations of the Product with any non-Contractor services or products by Purchasing
Entity or others; (iii) Contractor’s adherence to Lead State’s, Participating Entity’s, Purchasing
Entity’s, or their Affiliate’s written requirements; or (iv) use of a Service in violation of this

Agreement.

b. Infringing Services. Whenever Contractor is liable under §34, Contractor may
at its option either procure the right for Purchasing Entity to continue using, or may replace or
modify, the Service so that it is non-infringing.

C. Notice and Cooperation. The Party seeking defense or settiement of a third-
party claim under this §34 will provide notice to the other party promptly upon learning of any
claim for which defense or settlement may be sought, but failure to do so will have no effect
except to the extent the other party is prejudiced by the delay. To the extent permitted by
law, the party seeking defense or settlement will allow the other party to control the defense
and settlement of the claim and will reasonably cocperate with the defense. The defending
party will use counsel reasonably experienced in the subject matter at issue and will not settle
a claim without the written consent of the party being defended, which consent will not be
unreasonably withheld or delayed, except that no consent will be required to settle a claim
where relief against the party being defended Is limited to monetary damages that are paid by
the defending party under this §34.

35. NO WAIVER OF SOVEREIGN IMMUNITY

in no event shall this Master Agreement, any Participating Addendum or any contract
or any Purchase Order issued thereunder, or any act of the Lead State, a Participating Entity, or
a Purchasing Entity be a waiver of any form of defense or immunity, whether sovereign
immunity, governmental immunity, immunity based on the Eieventh Amendment to the
Constitution of the United States or otherwise, from any claim or from the jurisdiction of any

court,

This section applies to a claim brought against the Participating Entities who are states
only to the extent Congress has appropriately abrogated the state’s sovereign immunity and
is not consent by the state to be sued in federal court. This section is also not a waiver by the
state of any form of immunity, including but not limited to sovereign immunity and immunity
based on the Eleventh Amendment to the Constitution of the United States.
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36. GOVERNING LAW AND VENUE

a. Governing Law for Master Agreement. The procurement, evaluation, and
award of the Master Agreement shall be governed by and construed in accordance with the
laws of the Lead State sponsoring and administering the procurement. The construction and
effect of the Master Agreement after award shall be governed by the law of the state serving
as Lead State (In most cases also the Lead State).

b. Governing Law of Participating Addenda, The construction and effect of any
Participating Addendum or Order against the Master Agreement shall be governed by and
construed in accordance with the laws of the Participating Entity’s or Purchasing Entity’s State.

c. Venue for Disputes under Master Agreement. Unless otherwise specified
in the RFP, the venue for any protest, claim, dispute or action relating to the procurement,
evaluation, and award is in the Lead State. Venue for any claim, dispute or action concerning
the terms of the Master Agreement shail be in the state serving as Lead State. Venue for any
claim, dispute, or action concerning any Order placed against the Master Agreement or the
effect of a Participating Addendum shall be in the Purchasing Entity’s State.

d. Federal Venue. If a claim is brought in a federal forum, then it must be
brought and adjudicated solely and exclusively within the United States District Court for (in
decreasing order of priority): the Lead State for claims relating to the procurement,
evaluation, award, or contract performance or administration if the Lead State is a party; the
Participating State if a named party; the Participating Entity state if a named party; or the
Purchasing Entity state if a named party.

€. No Waiver.  This section is also not a waiver by the Participating State of any
form of immunity, including but not limited to sovereign immunity and immunity based on the
Eleventh Amendment to the Constitution of the United States.

37.  ASSIGNMENT OF ANTITRUST RIGHTS

Contractor irrevocably assigns to a Participating Entity who is a state any claim for relief
or cause of action which the Contractor now has or which may accrue to the Contractor in the
future by reason of any viclation of state or federal antitrust laws {15 U.S.C. § 1-15 ora
Participating Entity’s state antitrust provisions), as now in effect and as may be amended from
time to time, in connection with any goods or services provided in that state for the purpose of
carrying out the Contractor's obligations under this Master Agreement or Participating
Addendum, including, at the Participating Entity's option, the right to control any such
litigation on such claim for relief or cause of action.

38. PROVISIONS FOR ORDERS UTILIZING FEDERAL FUNDS
Pursuant to Appendix Il to 2 Code of Federal Regulations (CFR) Part 200, Contract
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Provisions for Non-Federal Entity Contracts Under Federal Awards, Orders funded with federal
funds may have additional contractual requirements or certifications that must be satisfied at
the time the Order is placed or upon delivery. These federal requirements may be proposed
by Participating Entities in Participating Addenda and Purchasing Entities for incorporation in
Orders placed under this Master Agreement.

39. LEASING OR ALTERNATIVE FINANCING METHODS

The procurement and other applicable laws of some Purchasing Entities may
permit the use of leasing or alternative financing methods for the acquisition of
Products under this Master Agreement. Where the terms and conditions are not
otherwise prescribed in an applicable Participating Addendum, the terms and
conditions for leasing or alternative financing methods are subject to negotiation
between the Contractor and Purchasing Entity.
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MA149-1
ATTACHMENT AA
Contractor's Special Terms and Conditions

1. Service Generally. Contractor, through Carriers, will provide Service to Participating Entities, Purchasing
Entities, and their respective CRUs and IRUs pursuant to the terms and conditions of the Master Agreement including,
without limitation, the Service Guide, corresponding Sales Information and Attachments. Except as otherwise set forth in
the Master Agreement, Service, including without limitation, eligibility requirements, Plans, pricing, Features, promotions,
offers, and/cr Service Areas is subject to change without notice; provided, however, that the Service Discount and
Equipment Discount may only be changed by written amendment executed by both Parties. End User must qualify for the
chosen Service, If an End User loses his or her eligibility for a Service, Contractor may change the Service to one for
which they qualify. Service is available for purchase only in Contractor Markets, as may be modified by Contractor from
time to time. Nothing set forth in the Service Guide, corresponding Sales Information, and Attachments referenced in
Exhibit AA will be deemed to modify, diminish, or otherwise derogate the terms and conditions set forth in the Master
Agreement.

2. Plans. A Participating Entity or Purchasing Entity may choose from (a) Voice Service and Wireless Data Service
Plans found at the "Plans” page of the Program Website, as may be modified by Contractor from time to time and {t)
custom Plans set forth in the Agreement and/or the applicable PA. Subject to the Master Agreement, the pricing, terms
and conditions of the Service depend upon the Plan, feature, promotion or other offer selected when Service is activated
or changed. Nothing contained in this Attachment AA or its reference attachments, webpages, Plans, or Service; Guides
will be deemed to modify, diminish, or otherwise derogate the terms and conditions set forth in the Master Agreement,
except to the extent allowed by law.

3. Equipment. Contractor will provide Equipment and accessories to Participating Entities and their respective
CRUs and IRUs pursuant to the terms and conditions of the Master Agreement including, without limitation, Exhibit
AA which includes the Service Guide, corresponding Sales Information, and Attachments. With respect to Numbers
provisioned from Contractor Markets, Participating Entities may purchase available Equipment found at the
"Equipment” page of the Program Website, the list of which may be modified by Contractor from time to time in
accordance with the Master Agreement.

4, Additional Products. Subject to the Master Agreement, Contractor may make certain products, services,
Equipment and/or programs available to Participating Entities and Purchasing Entities through Attachments posted under
the “Additional Products, Services, Equipment and Programs” section of the Program Website {collectively, “Additional
Products®). To the extent a Purchasing Entity orders, pays for, or otherwise receives the benefit of any Additional Product,
such Purchasing Entity will be bound by the rates, terms and conditions set forth in the corresponding Attachment, as well
as in any Sales Information referenced therein. Contractor represents that it has the authority (a) to sell, resell, sub-
license such Additional Products; and/or (b) distribute the corresponding software license agreements, warranty and/or
maintenance service terms, as applicable. Title to any software referred to herein remains with Contractor or the
corresponding third-party.

5. Sales Information; Attachments,  Service, Equipment and Additional Products are provided to
Participating Entities subject to the terms and conditions set forth in the Master Agreement, including Exhibit AA and
its corresponding Attachments and/or Sales Information, as applicable.. Participating Entities can contact their
Contractor account representative for copies of, or references tc any such Sales Information. Any provisicns in
Sales Information or an Attachment governing Service, Equipment or an Additional Product which, by their terms,
are to exist for a specified period of time, will survive any termination or expiration of the Agreement.

5.1 Attachment Modification. If Contractor materially modifies an Attachment to Exhibit AA, a
Participating Entity may opt out of the corresponding Additional Product by providing Contractor with written notice
to that effect. If such Participating Entity provides such opt-out notice, then Contractor has the optionh of terminating
the corresponding Additional Product immediately, or allowing the Participating Entity to continue to use the
Additional Product under the immediately prior version of the Attachment for a period of time to be determined solely
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by Contractor, during which Contractor and the Participating Entity will cooperate on developing & path towards
terminating Participating Entity's uge of the Additional Product.

6. Custom Offers. Notwithstanding anything to the contrary elsewhere in the Master Agreement, the
Lead State and NASPO ValuePoint expressly authorizes Contractor to make certain customized offers to individual
Purchasing Entities based on competitive necessity. Any such custom offers do not need to be provided to all
Purchasing Entities and/or Participating Entities; provided, however, that Contractor will consider providing such
customized offer(s} to similarly situated Participating Entities under the Master Agreement.

7. Discounts.

71 Service Discount.  Contractor will provide Participating Entities' CRUs with a Service Discount of
TWENTY-FIVE PERCENT (25%). Contractor will provide Farticipating Entities’ IRUs with a Service Discount of
SEVENTEEN PERCENT (17%). Contractor will only apply the Service Discount to the Monthly Service Charge of
eligible Plans. Contractor will not apply the Service Discount to other monthly service charges such as menthly
recurring charges for features, and/or any other charges under the Master Agreement. Contractor may restrict
certain Plane or certain other discount programs from qualifying for the Service Discount. Contractor will advise
NASPO when such restrictions apply. It may take several billing cycles for the Service Discount to be applied.

72 Equipment Discount; Accessories. Subject to the restrictions set forth in this §7.2, Contractor will
provide Participating Entities with an Equipment Discount of FIFTY PERCENT (50%) off MSRP ot Vendor Subsidized
Price, whichever discount is greater, applies to eligible subsidized devices only with active service on qualified plans.
Device eligibility is subject to vendor discretion. Unsubsidized devices may be purchased at full MSRP or purchased
through a monthly Equipment Installment Plan where eligible. Devices purchased with a qualified Equipment Instaliment
Plan, purchased at full price, or bring your own device are eligible for an additional MRC discount on qualified rate pians.
Equipment found at the "Equipment” page of the Program Website or the Participating Entity’s Premier Website, as may
be modified by Contractor from time to time. Contractor will apply the Equipment Discount only to the prices set forth on
the corresponding Program Website page. The Equipment Discount does not apply to accessories to Equipment. Instead,
Contractor will provide a discount of THIRTY PERCENT (30%) off the price of such accessories found at each
Participating Entity's corresponding Premier website. Contractor will enly provide Equipment with Service activated. The
Equipment Discount will not apply to upgrade purchases, made prior to the eighteen (18) month upgrade window, and
may not be combined with any other equipment offer.

8. Emplovee Benefit Program. Contractor will provide Participating Entities the ability to have their
Employees participate in the Employee Benefit Program described herein. Such Employees will be IRUs under the
Agreement and must be correspondingly validated as an eligible IRU. Any Employees not 5o validated will not be
IRUs under the Agreement and will not receive the corresponding benefits. IRUs may not be eligible for certain
Plans, Equipment and/or Additional Products under the Agreement.

8.1 Employee Benefit Program Activation Processes and Procedures. Each IRU participating in
the Employee Benefit Program: (&) must enter into, and be individually respensible for complying with an IRU
Service Agreement inciuding, without limitation, the corresponding obligations to compiy with all of the terms and
conditions of the chosen Plan and to pay all charges incurred under the IRU Service Agreement; and (b) must
follow the activation, validation, migration, upgrade and related policies, procedures and processes established by
Contractor from time to time, including without limitation paying any applicable enroliment fees.

8.2 Employee Beneflt Program Features. Under the Employee Benefit Program: (a) IRUs may
choose from select Plans available to Participating Entities under the Agreement (provided they qualify for the
chosen Plan); (b) IRUs will receive the Service Discount in accordance with §7.1 of these Special Terms and
Conditions; and (c) IRUs will receive the Equipment Discount in accordance with §7.2 of these Special Terms and

Conditions.

9. Other Monthly Charges. In addition to the monthly cost of the Plan and any selected features, AT&T imposes
the following charges: (a) a Reguiatory Cost Recovery Charge of up to $1.25 per line per month, which varies by state, to
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help defray its cost incurred in complying with obligations and charges imposed by state and federal telecom regulations,
(b) a gross receipts surcharge, (c) state and federal universal service charges, and (d) other governmental assessments
on AT&T, including, without limitation, a Property Tax Allotment surcharge applied with respect to each CRU's assigned
Number. These are not taxes or government-required charges. Purchasing Entities understand and agree that state and
federal universal service fees and other governmentally imposed fees, whether or not assessed directly upon Purchasing
Entities and/or their End Users may be increased based upon the government’s or AT&T's calculations. Purchasing
Entities and their CRUs should visit att.com/additionalcharges to view estimates of such discretionary charges fora CRU's
area.

9.1 Disputed Charges. Except as otherwise provided by law with respect to unauthorized charges,
disputed charges must be disputed to Contractor in writing within six (6) months after the date of the affected invoice,
or the right to dispute is waived. In the event of a disputed invoice, to the extent permitted by law Participating Entity
will pay the entire undisputed amount of the invoice. Contractor, Participating Entity and Carriers will use good faith
efforts to reconcile the dispute within sixty (60) days of submission of the dispute to Contractor.

10. Processes and Procedures. Except as otherwise set forth in the Master Agreement, Participating Entities
will fallow the policies and processes established by Contractor to purchase, activate, migrate, terminate, or
otherwise modify a Service, as may be modified from time to time. Each Participating Entity authorizes Contractor
to provide information about and to make changes to Participating Entity's account, including adding new Service,
upon the direction of any individual representative of Participating Entity able to provide information Contractor
deems sufficient to identify Participating Entity. Any order for Service that Participating Entity's representative
submits to Contractor will be binding upon Participating Entity pursuant to the terms and conditions of the
Agreement. Contractor may reasonably rely on the authority of any person who executes an order on Participating
Entity's behalf. Participating Entity consents to the use by Contractor or its authorized agents of regular mail,
predictive or autodialing equipment, email, text messaging, facsimile or other reasonable means to contact
Participating Entity and/or its CRUs to advise Participating Entity and/or its CRUs about Contractor's Services or
other matters Contractor befieves may be of interest to Participating Entity and its CRUs. In any event, Contractor
reserves the right to contact Participating Entity and/or its CRUs by any means regarding customer service-related
notifications, or other such information.

11 Participating Addendum T late. Contractor may use the template Participating Addendum attached
hereto and incorporated herein as Exhibit 1, with Participating Entities under the Agreement. The parties expressly
acknowledge and agree that immediately upon execution of the Master Agreement, Contractor may begin signing
new Participating Entities onto Participating Addenda under the Master Agreement and may begin migrating existing
Participating Entities onto new Participation Addenda.

12. Acceptable Use: Restrictions Regarding Service. All use of Contractor's wireless network and Service

is governed by the Acceptable Use Policy, as determined solely by Contractor. Contractor can revise its
Acceptable Use Policy at any time without notice. Use of Service is also subject to any restrictions and/or
prohibited uses described in the applicable Sales Information. Nothing set forth in the Acceptable Use Policy will
be deemed to modify, diminish, or otherwise derogate the terms and conditions set forth in the Master Agreement.

13. Defipitions.

“Additional Produets” means products, services, features, offers, promotions, software applications, hardware,
Equipment, accessories, and/or programs offered by Contractor and/or third-parties, other than Voice Service, Wireless
Data Service, and certain Equipment and accessories.

“Administrative Fee” means the NASPO ValuePoint administrative fee as more fully described in Master Agreement §7.
“Affiliate” of a party means any entity that controls, is controlled by or is under common control with such party.

“Agreement” has the definition set forth in Master Agreement §1(a).
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“Attachment” means Contractor's terms and conditions posted on the Program Website, applicable to corresponding
Service, Equipment, and/or Additional Products available under the Agreement, as such terms and conditions may be
modified by Contractor from time to time, all of which are incorporated herein by reference.

“Carrier or Carriers” means & licensed Affiliate of AT&T that operates commercial mobile radio telecommunications
systems in the geographic areas covered by the Agreement and, with respect to Master Agreement §29, includes the
Carriers' respective employees, officers, agents and subcontractors,

“Contractor Markets™ means a geographic area served by Affiliates under Contractor's common control,

“CRU and Corporate Responsibility User” mean an Employee receiving Service under a Participating Entity’s
account.

“Employees” means Participating Entity’s or its Affiliates current, validated personnel receiving Federal W-2 or
K-1 tax treatment.

“End Users” means CRUs and IRUs, collectively.

“Equipment” means the wireless receiving and transmitting equipment or SIM (Subscriber Identity Module) Card
that AT&T has authorized to be programmed with @ Number or Identifier, and any accessories.

“Equipment Discount” means a discount on select Equipment found at the Program Website, as described in
the Agreement.

“IRU and Individuai Responsibility User” mean an Employee receiving Service under an individual account in
accordance with the Employee Benefit Program.

“IRU Service Agreement” means a separate two-year agreement between an iRU and Contractor for Service,
Equipment, and related products.

“Master Agreement Effective Date” means the date of the last signature on the Master Agreement.

“Monthly Service Charge” means a Plan's monthly wireless access charges (i.¢., the set fee charged monthly
for use of a particular Plan).

“Number or identifier” means any number, IP address, e-mail address or other identifier provisioned by
Carriers, their agents or the Equipment manufacturer to be used with Service.

“Plan” means a Contractor Voice Service, Wireless Data Service or other rate plan as set forth in the Agreement.

“Program Website” means that certain website found at www.att.com/wscaterms, together with all applicable
content found thereon, all of which is incorporated into the Master Agreement by this reference. Nothing set forth
on the Program Website will be deemed to modify, diminish, or otherwise derogate the terms and conditions set

forth in the Master Agreement.

“Sales Information” means Contractor's printed and/or on-line marketing-related materials applicable to Service,
Plans, Equipment, Additional Products provided under the Contract, as such materials may be modified by
Contractor from time to time, all of which are incorporated herein by this reference. Sales Information includes,
but is not limited to: (a) the Enterprise Customers: Additional Service and Eguipment Related Terms found at
att.com/abs-addti-tenms, and (b) product-specific pricing and/or terms and conditions set forth in separate product
briefs, rate brochures, service guides, ordering documents or acknowledgements, or other marketing materials
provided by AT&T at Customer’s request and/or found at att.com/abs-addti-terms , at

wireless att. com/businesscenter or at such other site that AT&T may designate.

NASPO WIRELESS ATTACHMENT AA
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“Service Discount” means a monthly discount on eligible Service, applied to an End User's Monthly Service
Charges as described in the Exhibit AA.

“Service Guide” means (a) the AT&T dynamic, online document that includes the descriptions, pricing and other
terms and conditions for Products provided under the Master Agreement which can be found at: , or other
locations Contractor may designate; and (b) the AUP.

“Voice Services” means wireless voice telecommunications services.

“Wireless Data Services” means wirsless data telecommunications services.

NASPO WIRELESS ATTACHMENT AA
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MA149-1
Wireless Data, Voice, and Accessories
Attachment B

Scope of Work

Section 1: General

1.1 Background

The purpose of this Master Agreement is to provide Wireless Data, Voice, and Accessories for all
Participating States. The Master Agreement may be used by state governments (including departments,
agencies, institutions}, institutions of higher education, political subdivisions (i.e., colleges, school
districts, counties, cities, etc.), the District of Columbia, territories of the United States, and other
eligible entities subject to approval of the individual chief procurement official and compliance with
focal statutory and regulatory provisions. The initial term of the master agreement shall be 5 {Five)
years with renewal provislons for an additional 5 {Five) as outlined in Section 3 of the NASPO ValuePoint

Master Terms and Conditions (Attachment A).

1.2 Order of precedence

Per the NASPO ValuePoint Master Terms and Conditions, Participating Addenda (called “PA”) will have
precedence over the Master Agreement within the participating jurisdiction.
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1.3 Green Awards

End users of the Master Agreement may have requirements to purchase products and services that
adhere best practices of sustainability and environmental consciousness. Contractor should anticipate
addressing these needs as they arise In the Participating Addendum process.

1.4 E-Rate

To the extent the services offered are subject to the E-rate discount program, all award Contract
Vendors must commit to participation in the Federal Communication Commission's E-rate discount
program established under authority of the Federal Telecommunications Commission Act of 1996,
Participation in, and implementation of, this program must be provided without the addition of any
service or administration fee by the Contract Vendor.

1.5 Net Neutrality

Recent changes by the Federal Communications Commission in their rules related to the issue of Net
Neutrality have increased state’s interest in promulgating their own law, rule and policies on this topic.
This solicitation will have no requirements related to Net Neutrality for the Master Agreements. It is
anticipated, that this issue will be pertinent in the Participating Addendum process. Potential
participating entities will be made aware of this consideration by the Lead State in a reasonable fashion.

Section 2: Categories of Award

2.0 Overview of Award Categories
The products and services for this contract are awarded in 3 (three) categories. These categories are:

Category 1- Cellular Wireless Services: This category will cover the basic cellular wireless transport
services for voice, data and messaging, as well as any new basic transport services that may be
introduced for applications like those defined for Internet of Things {loT} applications. “Cellular wireless
transport” is defined to mean carrier provided wireless services that employ a radio access network
based on technologies defined by the Third Generation Partnership Program (3GPP). We are requesting
pricing for both traditional cellular plans that inciude a subsidized mobile device as well as bring your
own device (BYOD) plans where the user will supply their own mobile device and require only network
service from the carrier.

Category 2- Equipment and Accessories: This category includes any equipment or accessories operating
over cellular carrier provided network services or intended for use with cellular connected devices.

Category 3- Turnkey Wireless and |oT Solutions that are offered as a product: This category includes any
of the wireless or loT solutions or applications being offered as a complete product by the cellular
wireless carriers or any other Contractor(s).
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2.1 Category 1- Cellular Wireless Services

This category will cover the basic cellular wireless transport services for voice, data and messaging, as
well as any new basic transport services that may be introduced for applications like those defined for
Internet of Things (IoT) applications. “Cellular wireless transport” is defined to mean carrier provided
wireless services that employ a radio access network based on technologies defined by the Third
Generation Partnership Program (3GPP). We are requesting pricing for both traditional cellular plans
that include a subsidized mobile device as well as bring your own device (BYOD) plans where the user
will supply their own mobile device and require only network service from the carrier.

This Award Category s for Nationat Award only.

2.1.1 Definitions

3rd Generation Partnership Project (3GPP) The international standards body that covers cellular
telecommunications network technologies (hitp://www.3gpp.org).

3G Third generation of wireless mobile telecommunication technology as defined by the 3rd Generation
Partnership Project (3GPP).

AG Fourth generation of wireless mobile telecommunication technology as defined by the
3" Generation Partnership Project {3GPP).

5G Fifth generation of wireless mobile telecommunication technology as defined by the 3™ Generation
Partnership Project {(3GPP).

8andwidth Throttling The mechanism a service provider uses to reduce the data network capacity
availzble to a user of its wireless services.

Bandwidth Throttling Threshold In “unlimited” cellular data plans, the data volume at which the carrier
begins instituting bandwidth throttling for the balance of the billing period.

Bring Your Own Device (BYOD) Plans where the user wili supply their own mobile device and require
only network service from the carrier.

Cellular Wireless Carrier: A wireless carrier that owns the majority of its infrastructure and operates a
mobile wireless network primarily utilizing standards developed by the 3GPP.

Cellular Voice A wireless voice telephone service offered by the cellular carriers.

Cellular Wireless Carrier-provided wireless services that employs a radio access network based on
technologies defined by the 3rd Generation Partnership Program (3GPP).

Coverage Area The geographic area in which a carrier provides service. When located within this area, a
subscriber with a compatible device should be able to access usable wireless services on that carrier's

network or its partner networks.
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FirstNet FirstNet is a government subsidized wireless network specifically designed for the needs of
public safety users; access to FirstNet services will be limited to defined categories of users related to
public safety. FirstNet was created under the Middle Class Tax Relief and Job Creation Act of 2012,

Individual Responsible (IR} Plan Discount Individual Responsible Accounts (“IRU”) are accounts for
products and services between Contractors awarded a contract under this solicitation and individuals
who are employees of eligible users of the Master Agreement. IRU accounts are for the personal use of
individual employees of eligible end users of the Master Agreement.

Corporate/Gavernment Responsible (CRU) Plan CRU plans are plans that are purchased by end users of

the Master Agreement that is awarded from this solicitation.

Land Mobile Radio (LMR) Terrestrial-based, wireless communications systems, generally operating in the
frequency range below 1 GHz, and commonly used by emergency responders to support voice and low-
speed data communications.

Mission Critical Push-to-Talk (MCPTT) A new standard for public safety PTT systems (starting with 3GPP
Rel. 13) that also operates over the cellular carriers’ wireless networks and supports, among other

capabilities, the ability for wireless stations to discover and communicate directly with other system
users without relaying those transmissions through a cellular base station.

LTE (Long-Term Evolution) A 3GPP standard for high-speed celiular wireless communications.

Mobile Messaging The ability to compose and exchange electronic messages that may include text,
audio, video and other symbols between two or more users of mobile phones, tablets or other devices.

Public Safety The functions of government, which ensure the protection of citizens, persons in their
territory, organizations, and institutions against threats to their well-being.

Push-to-Talk {PTT} A method of wireless voice communications using a momentary button to switch the
wireless device from voice reception mode to transmit mode; in a cellufar PTT system, all transmissions
are relayed over the carrier’s radio channels and through a server installed in the carrier’s network
infrastructure. Transmissions are received by all stations within range of that particular radio channel
and are part of that broadcast group.

Quality of Service {Qo0S) Mechanisms employed in packet switching networks that allows them to
prioritize certain classes of traffic over others thereby providing better performance for those preferred
classes with regard to transit delay, jitter (variation In transit delay), and packet loss.

Short Message Service (SMS)/Multimedia Messaging Service (MMS) Wireless services offered by the

cellular carriers allowing users to exchange short text (SMS) or audio/video files (MMS). These services
are differentiated from other messaging services like Apple Messages and WhatsApp by the fact that
they are offered by the cellular carriers and are typicaily charged as 2 separate item on the service plan
along with voice and data.

Subsidized Plan Cellular plans where the carrier will provide a phone, or tablet at a subsidized price.

Wireless The transmitting of signals using radio waves instead of wires.

La
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Wireless Carrier A provider of wireless communications services that owns or controls all the elements
necessary to sell and deliver services to an end user including radio spectrum allocation, wireless
network infrastructure, back haul infrastructure, bliling, customer care, provisioning computer systems
and marketing and repair organizations.

Wireless Data A communication service offered by mobile carriers that allows users to access the
Internet and other data services via its wireless networks using a smartphone, tablet or other cellular-
connected mobile device.

Wireless Plan A bundled subscription offering from a cellular carrier providing some combination of
services.
Wireless Priority Service (WPS) A government-directed emergency phone service managed by the

Department of Homeland Security’s Office of Emergency Communications (OEC). Like FirstNet for data
services, WPS provides priority network access to wireless voice service (2G or VoLTE} exclusively to

defined categories of qualified subscribers.

2.1.2 Subsequent Network Characteristics and Technology

This solicitation covers the addition of new technology and methods that are substantively similar to
existing 3G, 4G, and 5G Neiwork characteristics.

2.1.3 Plans

Contractors will define the rate plans to be available under the Master Agreement that results from this
solicitation and must provide all details of every plan offered in Attachment G. At a minimum plan
details should include the items listed in Attachment G if applicabie.

Subsidized Plans

Subsidized plans are those that include a device to connect to the wireless network as a part of the
monthly plan cost.

Bring Your Own Device Plans

Bring your own device plans are those that require the user to provide a device for connection to the
cellular netwerk or to pay for a device separately from the monthly service plan.

2.1.4 Legacy Plans

Plans covered by the predecessor Master Agreements administered by the State of Nevada (Contract
No. 1907}{“Legacy Plans”) for purchasing entities who are currently enrolled wilf be included within the
scope of the Master Agreements awarded by this solicitation. All Legacy Plans must be described on
Attachment G: Plan Coverage Attachment.

Discontinuance of Plans

Contractor will maintain plans if they are being used. Contractor may discontinue any plan or feature
that has not had any active subscribers for at least the previous 90 days. Contractor to provide a
minimum of 90 days notice to Lead State if a Plan is to be discontinued to end users.
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2.1.5 Service Requirements

Designated Sales Point of Contact

Each Master Agreement awarded by this solicitation shall have a designated point of contact for sales
purposes.

Designated Customer Service Point of Contact

Each Master Agreement awarded by this solicitation shall have a designated point of contact for
Customer Service escalation purposes.

Designated Contract Manager

Each Master Agreement awarded by this solicitation shall have a designated point of contact who
manages the contract and may be contacted by administrators of the Master Agreement or PAs.

2.1.6 Pricing Requirements

Subsldized Device Pians

Plans covered by the predecessor Master Agreements administered by the State of Nevada {Contract
No. 1907) that offered phones at no cost are to be included by the Master Agreements awarded by this
solicitation if the Contractor Is awarded under this solicitation. For any new plans offered under this
contract, Proposers have the flexibility to include a subsidized phone in the plan cost or to require the
user to provide a device or pay for it separately.

Financing

Financing is allowed under the Master Agreement, but may be subject to each PA as some jurisdictions
may not allow Financing.

individual Responsible (IRU) Plan Discount

Pricing Discounts for Individual Responsible plans by public employees are to be stated on the Cost
sheet. See Section 5.

Woalver of Service Activation Fees

Service Activations Fees will not be allowed under the Master Agreements that derive from this
solicitation.

Number Porting

Carrier must provide wired or wireless number porting to/from the mobile device with no charges or
penalty.

Upgrade

Users must be able to upgrade or downgrade their service plan at any time with no limits and no
restarting of service line contract terms.

Cancellation Fees
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Carrier must provide for any participating entity the ability to cancel at least 25% of the active lines of
service under contract (subsidized device} in any given year with no early termination fees or other
cancellation fees.

Carrier must not assess any cancellation fee or early termination fee for any lines of service that are
provided under a Bring Your Own Device option where subsldized equipment is not included in the
monthly rate plan cost.

Activation and Billing

Carrier must not commence billing for a device until completion of an order and activation request is
executed by the participating entity representative, the user or another individual designated by the
participating entity representative. Specific billing and actlvation procedures may be refined within

Participating Addenda.

Cast Sheet

Contractor must populate the cost sheet Attachment C. The pians identified In Attachment C are to be
offered to end users and will be included in Attachment G. Contractor must also indicate a discount for
plans available under the master agreement that results from this solicitation., that are not entered into

Attachment C.

Plan Description

Contractor must include detailed descriptions of all new rate plans approved by the lead state by fully
populating Attachment G with complete details related to each plan and feature offered under this

contract.

Presentation

Contractors should propose plans that can be easily understood without complex restrictions and terms.
Scoring will reflect the degree of concise and impactful plans ~from flexibility and cost perspectives,

2.1.7 Internet of Things (laT) Services

Data plans related to Internet of Things services are covered by this award category. Please describe
your Internet of Things offering as it relates to Attachment L, Network Technology Questionnaire in your

propaosal.

2.1.8 Public Safety/Wireless Priority Service
2.1.8 PUBLIC SAFETY CATEGORY

The Wireless Services Provider {Contractor) will describe how their proposal if and how they
intend to provide an exclusive, dedicated broadband network for public safety communications
to public safety entities and first responders.

aF
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Contractor will describe if and how they would provide for a dedicated network exclusive for
use by emergency response providers such as Federal, State, and local emergency public safety,
law enforcement, emergency response, emergency medical {including hospital emergency
facilities), and related personnel, agencies, and authorities; including Native American Tribes
{Sovereign Nations) or authorized tribal organization and rural communities, unincorporated
town or viltage, or other public entity.

Carriers will describe how their proposed services will have the ability to provide the most
comprehensive, reliable coverage and highest priority for emergency communications, such as:
* Broadband LTE network allowing first responders and other public safety personnel to
send and receive voice, data, video, images, push-to-talk and text without concerns
about network congestion.

* Mobiie Devices
¢ Mobile Device Management, to include Maintenance and Replacement
e Public Safety Applications and Solutions
¢ Assured Priority and Preemption when needed
e Network Security
Interoperability:

Interoperability is critical to all public safety agencies, therefore; The Wireless Service Provider
(the Contractor), will describe how they enable comprehensive public safety broadband
interoperability at all levels including the sharing of priority and preemption protocols,
applications, and mission critical Push-to-Talk (MCPTT) communications and off-air device to
device communications during an emergency situation.

Deployable Access:

The Wireless Service Provider (the Contractor) will describe how they will provide cellular
connection in areas where service does not exist or where service fails during emergency
circumstances. The Wireless Service Provider will describe how they provide dedicated access
to Satellite Cell on Wheels and Portable Emergency Communications.

The Wireless Service Provider (Contractor) will describe additional deployable equipment for
dedicated access in areas where service does not exist or where service fails during emergency
situations.

Optional Services:
Additional Public Safety Services sold under the NASPO ValuePoint Master Agreement other
than the requirements listed, must be properly reviewed and approved by the lead state.

Option to Terminate:

The NASPO ValuePoint Master Agreement is an additional procuring mechanism. The Wireless
Service Provider (the Contractor} must agree; if a Public Service Entity chooses to utilize the
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NASPQ ValuePoint Master Agreement, the procuring agency has the option to terminate their
agreement at any time without added fees or penalties for cancellation.

The Lead State may cancel the Public Safety/Wireless Priority Service portion of the Category
1 Scope at any time. If the Lead State chooses to cancel the Public Safety/Wireless Priority
Service portion of Category 1 Scope, it will provide contractors with 180 days notice.

No other Terms and Conditions, End User Agreements, or any other terms wili be offered with the new

product or service unless it is included in the Master Agreement.

2.2 Category 2- Equipment and Accessories

This category includes any equipment or accessories operating over cellular carrier provided network
services or intended for use with celiular connected devices.

This Award Category is for National Award only.

2.2.1 Definitions

Accessories Any equipment, component or add-on accessory intended for use with cellular connected
devices,

Equipment Any device operating over cellular carrier provided network. Does not include servers,
desktops or laptop computing devices.

Cellular Devices Any phones or other equipment used to connect over wireless services offered by
ceflular carriers {Category 1).

2,2.2 Eligible Equipment and Accessories

Those products eligible as equipment and accessories under this solicitation, currently includes and may
be expanded as technology advances:

¢ Basic Cellular Devices

Smartphones - i0S, Android, Other

Stand Alone, integrated or USB Dongle Cellular Modems

Wi-Fi/Celiular Routers

Tablets that are cellular-network connected

Other equipment with a primary purpose for communicating over the cellular carrier network,
currently including:

© Sensors
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o Cellular-enabled Video cameras
®  Accessories:
Replacement Batteries
Cases & related accessories
Screen Protectors
Chargers
Cords / cables
Signal Boosters / antennae
Headsets and speakers for use with wireless devices

000000

2.2,3 Service Requirements

Condition of Equipment and Accessories

All equipment and accessories provided under this contact must be new, unused and properly
functioning when received by participating entity if priced as a new product.

Superseded, used, returned, or reconditioned items will be accepted If [abelled as such in the sales
order.

Trial Period

Contractor may allow for a designated trial period for testing/evaluating equipment and accessories
without additional charges or fees if applicable. Contractor will describe the timeframe for the ‘trial
period’ and procedures for implementing this policy in the sales Invoice or purchase order.

Return of Equipment and Accessories

Any equipment or accessories that are not properly functioning when received by the pa rticipating
entity must be replaced by the contractor with new and properly functioning equipment or accessories
within 5 business days of the defective equipment or accessories being reported to the contractor.

Participating entities shall not be responsible for any costs related to the return and/ or replacement of
any equipment or accessories that are returned due to quality problems, duplicate shipments or other
shipping errors, outdated products or other issues related to non-compliance with terms of this
agreement. Contractors must confirm in writing to the end user when returns are received.

Participating entities shall not be assessed restocking fees or any other fees for items trialed and then
returned as unacceptable for any reason.

Contractor will allow for equipment and accessory purchases at all retail stores open to the public. Sales
personnel at retall stores will be aware of pricing from the Master Agreement that results from this

solicitation.
2.2.4 Pricing

Cost Sheet
See Attachment C for details for Award Category 2.

Financing
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Financing is allowed under the Master Agreement, but may be subject to each PA as some jurisdictions
may not allow Financing.

Individual Responsible (IRU) Plan Discount

Pricing Discounts for equipment and accessories offered to public employees with Individual
Responsible plans are to be stated on the Cost sheet (Attachment C). See section 5 for additional

details.

Shipping
Centractor if a Carrier must activate service on new equipment within 72 hours of request or shipping.

2.3 Category 3 — Internet of Things and other Turnkey Wireless Applications

This category includes any of the wireless or loT solutions or applications being offered as a complete

product by the cellular wireless carrlers or any other Contractor(s).

This Award Category may be for National Award, or Regional Award at the indication of the
Contractor in their proposal. Contractors will indicate this preference in Attachment W.

Awards will be made in each individual sub-category of Category 3, not for Category 3 as a whole. An
award in one sub-category does not entitle a vendor ta offer products or services in any other

subcategories for which they were not specifically awarded.

2.3.1 Definitions

Turnkey Wireless Solution For the purposes of this solicitation & Turnkey Wireless Solution is an
integrated, on premise or hybrid system that includes three broad elements:

+ End Points physical objects (things like sensors, cameras, end point devices, etc.) that contain
embedded technology to sense or interact with their internal state or external environment and
the ability to communicate with a remote application

* Network Services a wireless communication network providing M2M communication services
or some other method of data transport connecting the dedicated physical ohjects with;

» Back Office Systems applications and central or back end systems (servers, software, operating
Systems, storage, etc.).

2.3.2 Turnkey Wireless Solutions

A Proposal shall fully disclose what is included in the Turnkey Wireless Solutions, including all
operational components, training, services, equipment, licenses, third party agreements, any and all
fees and performance guarantees.

Products and services offered by carriers/Contractors under Legacy Plans that are now part of Category
3 awards under this solicitation will be part of the contracts that result from this solicitation if the
carrier/Contractors has also been awarded under that Category and Sub-category.

MA149-1 Wireless Data, Voice and Accessories Attachment B: SOW



For example: MDM products under legacy plans may only be offered under the new Master
Agreement If the Contractor is awarded under the MDM subcategory of Category 3 awards.

if an Contractor is not awarded a product under an Award Category 3 subcategory, but has provided a
product or service under Legacy Plans, the Contractor may continue to offer the product to end users
already under contract. The product may not be offered to new end users unless the Contractor has
won award of the subcategory.

Turnkey Wireless Solutions Single Contract The provider offering a Turnkey Wireless Solutions may
utilize subcontractors and partners to provide varlous elements of the system, but the system Including
alt licensing rights will be covered by a single contract between the end user that purchases the system
and the provider who is awarded a master agreement for this category of award.

Limited Related Service The provider shall provide support services as needed to install, maintain and
enhance the system over the life of the system. These Limited Related Services shall be included In the
system pricing. Installation services may be capped in proportion to the project at hand. The Proposal
shall describe all related services that are included in the Turnkey Wireless System. The purchasing
entity shall have the option to purchase additional services at pricing offered by the proposer and
provide an hourly rate related to the project for the Additional Consulting or Integration Services.

Additional Consulting or Integration Services

a. The purchasing entity shall have the ability to purchase consulting or integration services from
the provider.

b. Consulting Services - In Category 3, “Consulting Service” means planning, assessment and other
professional consulting services provided by the Contractor related to the public entities
planning, design, assessing, operating or maintaining an loT solution.

C. Additional Services — In Category 3, “Integration Service” means the process of making new loT
devices, data, platforms and applications, as well as existing IT assets {for example, business
applications, data, mobile, SaaS and legacy systems) work well together in the context of
implementing end-to-end loT business solutions. Integration services are not part of turnkey
system or limited related service, but may be acquired from the provider or from a separate
Integration service provider at the sole discretion of the purchasing entity.

Limited Related Service and Additional Consuiting or Integration Services will be billed at an Hourly rate
will be included on the Cost Sheet {Attachment C) and will be included in the Master Agreement. The
Hourly rate will be a blended rate and will encompass all related cost for these additional services.

2.3.3 Category 3 Subcategories of Award
See Attachment V for Category 3 Subcategory Definitions,
Right to Refresh

This category of master agreements (Turnkey Wireless Sofutions) may be recpened and refreshed at
the sole discretion of the Lead State at any time. The refresh may allow additional Turnkey
Wireless Solutions offering in the broad scope or by specifically identified sub categories. The
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Lead State reserves the right to change the methodology for award for all or any subcategories
at the time of the refresh/reopen of the solicitation. Awards for Award Category 3in any
refresh solicitation will be given the same contract term as the initial award.

Data Protection

The provider shali:

a. Specify the best available standards-based encryption technologies and options to protect
sensitive data, depending on the particular service model that you intend to provide under this

Master Agreement, while in transit or at rest.
b. Describe whether or not it is willing to sign relevant and applicable agreements that may be

necessary to protect data with a Purchasing Entity.
c. Describe how it will only use data for purposes defined in the Master Agreement, participating

addendum, or related service level agreement.
d. Specify its data disposal procedures, policies and destruction confirmation process

Subcontractors
Providers must explain for each Turnkey Wireless Solutions offered if they intend to provide it directly or

through the use of Subcontractors. Any Subcontractor that a Provider chooses to use in fulfilling the
requirements of the solicitation must also meet all Administrative, Business and Technical Requirements
of the RFP, as applicable to the solutions provided in this category.

a. Contractor must describe the extent to which it intends to use subcontractors to perform
contract requirements. Include each position providing service and provide a detailed
description of how the subcontractors are anticipated to be involved under the Master

Agreement.
b. If the subcontractor is known, provide the qualifications of the subcontractor to provide the

services; if not, describe how you will guarantee selection of a subcontractor that meets the

experience requirements of the RFP.
. Include a description of how the Contractor will ensure that all subcontractors and their

employees will meet all Statement of Work requirements.

2.3.4 Security For each Turnkey Wireless Solutions proposed inciude both a security disclosure
statement.

Contractors for Award Category 3 must submit answers to Attachment S.

2.3.5 Client infrastructure impact and Support

Contractors will be willing to provide a description of the Impact and Support on End User infrastructure
upon request Assessment what impacts the Turnkey Wireless application will have on the infrastructure
used by purchasing entity, including the client’s network, data storage and client owned and operated
endpoints before installation. Contractor will at the time of purchase identify any support required by
the purchasing entity to support the proposed Turnkey Wireless Solutions.
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2.3.6 Client Infrastructure and Support

Unless the purchasing entity waives the requirement, the Contractor shall provide a description of the
Impact and Support on the End User infrastructure. This shall include an assessment of impacts the
Turnkey Wireless application will have on the infrastructure used by purchasing entity, including the
client’s network, data storage and client owned and operated endpoints before installation. The
description shall also identify any resources required by the purchasing entity to support the proposed
Turnkey Wireless Solutions.

2.3.7 Pricing Requirements

Cost Sheet

See Attachment C for details for Award Category 3.

No ather Terms and Conditions, End User Agreements, or any other terms will be offered
with the new product or service unless it is included in the Master Agreement at formation or
by Amendment.

Section 3: Adding New Products and Services

The Lead State antlicipates establishing a process for regular communication with contractors and
addition of new products and services. Addition of new products will be treated differently based on
which category of award covers the product or service.

3.1 General Requirements

The Lead State, along with the sourcing committee of this Solicitation will review and add new products
and services to the Master Agreements outlined below. The Lead State reserves the right to modify this
process to ensure open, transparent and reasonable review of proposed new products and services.

3.2 New Products added under Award Category 1

For new service plans under Award Category 1, Carriers may add new plans as they become available to
end users, so long as the plans are added to Attachment G, Contract Coverage Attachment, at the next
quarterly update and therefore incorporated into the Master Agreement. If the new plans are not
added to Attachment G at the next quarterly update, they will not be included within the scope of the
Master Agreements that result from this solicitation. Once plans are incorporated into the Master
Agreement in this manner, they are subject to the termination restrictions in section 2.1.4.

3.3 New Products added under Award Category 2

Contractors may add new products under Award Category 2 at any time as long as they fall within the
scope of that award category. The Lead State reserves the right to make the determination of whether
a product falls within award category 2.
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3.4 New Products added under Award Category 3

For new products under Award Category 3, Contractors must submit a request to the Lead State and
sourcing team for consideration using Attachment N. All new products under Award Category 3 will be
allowed only through amendment of the Master Agreements that result from this solicitation.

After consultation with the sourcing team, the Lead State may choose to include the new product under
the Master Agreements by amendment. The Contractor will provide an updated Attachment G at the

next quarterly update for public distribution.

3.4,1 New Product Request Form

The New Product Request form will be submitted to the Lead State to request any new products or
services under Award Category 3(See Attachment M).

Proposed additional terms and conditions, end user agreements or related materials to be used with the
new product must be inciuded with the New Product Reguest form to be considered for addition to the
Master Agreement. Terms and Conditions for additional products/services may be negotiated by the

Lead State before addition.

3.4.2 New Product Request Log

All new added products and services under Award Category 3 will be included on Attachment N, Request
Log sheet that will include Lead State recommendations and cbservations. This log will be included in

the contract file and will be available for public view.
3.4.3 Quarterly Amendments

The Lead State expects to conduct quarterly amendments of the Master Agreement to add new
products and services under Award Category 3. The Lead State reserves the right to amend, or not

amend the Master Agreement at any time.

Terms and Conditions not included in the addition of new products for Award Category 3 will not be part
of any agreement with end users. Contractors will present end users only with the Terms and
Conditions agreed to by the parties in the Master Agreement Amendment.

3.4.4 Terms and Conditions Compliance with Master Agreement

All Products offered under Award Category 3 shall comply fully with all applicable Federal and State laws
and regulations. The Order of Precedence clause in the NASPO ValuePoint Master Agreement Terms and
Conditions and/or Participating Addendum will controf in the event of any conflict between the NASPO
ValuePoint Master Agreement and/or Participating Addendum and the Product Terms and Conditions.
Any third-party product provider must agree to the Master Agreement Terms and Conditions.

3.5 Quarterly Call/Meeting

The Lead State expects to have a call with contractors every quarter to discuss the status of the
contracts, discuss proposed new products and services, and any other issues that may arise regarding
the contract. These calls/meetings will be scheduled at mutually agreed upon times.

MA149-1 Wireless Data, Voice and Accessories Attachment B: SOW



3.6 Terms and Conditions Compliance with Master Agreement

Any and all Products offered and furnished under any award category shall comply fully with all
applicable Federal and State laws and regulations. The Order of Precedence clause in the NASPO
ValuePoint Master Agreement Terms and Conditions and/or Participating Addendum will control in the
event of any conflict between the NASPO ValuePoint Master Agreement and/or Participating Addendum
and the Product Terms and Conditions. Any third-party product provider must agree to the Master
Agreement Terms and Conditions.

Section 4: Individual Responsible Account Discounts

4.1 Individual Responsible Account Definition

individual Responsible Accounts {“IRU”} are accounts for products and services between Contractors
awarded a contract under this solicitation and individuals who are employees of eligible users of the
Master Agreement. IRU accounts are for the personal use of individual employees of eligible end users
of the Master Agreement. IRU discount offerings are not required by Contractors but are scored as a
Technical Scorable Criteria for Award Category 1.

All other plans used under this contract by eligible end users are Government/Corporate Responsible
Plans (CRU).45.2 Corporate Responsible Account Definition

Corporate Responsible Accounts (“CRU”} are accounts for end users of the Master Agreement.

4.3 Discount for Individual Responsible Account offerings

Contractors will indicate what, if any discount they aliow for [RU accounts under this Master Agreement.
This discount is entered in their Costsheet (Attachment C) and be included in the Master Agreement.

Section 5: Reporting

5.1 General Requirements

5.1.1 Reporting shall be provided in the format required by NASPO ValuePoint:
6.1.1.1 Attachment H (Award Category 1)
6.1.1.2 Attachment | {Award Category 2)
6.1.1.3 Attachment J (Award Category 3)

5.1.2 Attachment G: Contract Coverage Attachment

Contractors under the Master Agreement that results from this contract will submit
quarterly Attachment G to the Lead State. This attachment is intended to encapsulate the
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5.1.3

plans, services and offerings of the contractor. This would include any legacy and current
offerings, including the plans entered on Attachment C. (anything that would be covered by

the Master Agreement).

For Award Category 1, all legacy plans that have a discount under the Current Nevada
Master Agreement must continue the discount to be covered by the Master Agreement that
results from this solicitation. Alf legacy plans that do not have a discount under the Current
Nevada Master Agreement may continue to have no discount under the Master Agreement
that results from this solicitation

Attachment G must be submitted by Contractors awarded under Award Category 1, Award
Category 3 and Award Category 4.

Individual participating entities may request specific equipment sales summaries, which
shall be provided at no cost.

Upon request, provide reporting elements and/or management reports refated to usage for
services that are available and would optimize the participating entity’s ability to assess
utilization and cost.

Be able to provide custom reports as may be requested by individual participating entities.
Describe in general, the level of sophistication and complexity, custom usage report data that
you can provide to the participating entities. Vendors should provide a sample report with their
proposal.

Upon request, provide subscribers with usage reports which include full itemization of call

details {such as the information on the Centractor's standard bill for consumer accounts) to
enable verification of usage including: {1) call date, call number call length, cali time, and (2}
plan cost, per minute charges, overage cost, additional features charges and other fees, etc.

5.2 Quarterly Call/Meeting

Contractors must be available for a quarterly meeting by phene, video conference, or in person to
discuss contract concerns, developments and any upcoming additional products or services related to

reporting.

5.4 Usage Reports (Other States)

Other States and participating entities may have alternate reporting requirements and will be addressed
by their Participating Addendum.

[y
e
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Section 6: Pricing Landing Page

6.1 General

NASPO ValuePoint will develop a pricing landing page (webpage) to display contracter pricing in
several key areas on an ongoing basis. It is anticipated that the end users will be ahle to use this

Pricing Landing page as a tool to aid in pricing and negotiating plans and device accessory

purchases from all awarded contractors. Contractors are expected to provide certain required

fields for the Pricing Landing Page. This Section applies only to Category 1 awards.
6.2 Pricing Landing Page Requirements

6.2.1 General Requirements

The Pricing Landing Page will consist of a webpage to allow for quick reference of plans, equipment,
accessories and services offered by contractors. Contractors may update the required fields at their
discretion whenever they wish. The fields must be populated by contractors.

6.2.2 for Carriers/Contractors (Awarded under Category 1)

At the onset of the cantract, Carriers/Contractors will be required to enter in pricing plans for the
following scenarios that are found in Attachment C {Costsheet):

® Plans that include a subsidized device in the monthly rate pian cost
o Basic phone with unlimited voice and messaging

Smartphone - 4 Gig of data, unlimited voice & messaging

Smartphone - 300 minutes of voice, unlimited data & messaging

Smariphone - unlimited data, voice & messaging

data only - low - 150 kb

data only - moderate - 4 Gig
o data only - uniimited data

= Plans that require user to supply the device or pay for it separately
© Smartphone - 4 Gig of data, unlimited voice & messaging

Smartphone - unlimited data, voice & messaging

Tablet - 1 Gig of data

Tablet - shares data with other devices

data only - low - 150 kb

data only - moderate - 4 Gig

data only - unlimited data

G O O O O

O 0O Cc 0 OC 0

These categories have been identified as representing the rate plans and services that are most

commeonly purchased by NASPO Participating Entlties. The categories may be changed as desired by the

contractor by submitting updates to NASPO ValuePoint.

MA149-1 Wireless Data, Voice and Accessories Attachment B: SOW
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6.3 Pricing Landing Page Features

Pricing information

The Lead state will develop a required reporting based on the 14 scenarios listed in Attachment C for the
landing page. The lead state reserves the right to determine requirements.

Disclaimers

Clear disclaimers to end users that alt pricing reflects contractors best estimates for hypothetical use
cases and does not represent local fees, taxes and potential discounts available at specific locations

Point of Contact Information
Sales, Customer Service and Contract Administration point of contact informatlon for ease of reference
Current Offers

Current Discounts, Offers, and Specials available to end users. This would be done on a national basis.
Disclalmers for reasonable variance will be allowed at the discretion of the lead state.

Section 7: Administration of Contracts

7.1 Quarterly Amendment
The Lead State anticipates it will provide for regular quarterly amendments to the Master Agreement if

there is a need to add new products or services. (Section 4). The Lead State at its discretion may elect to
amend the Master Agreement at any time.

7.2 Quarterly Call

The Lead State and sourcing team intend to hold quarterly calls to facilitate new products/services,
discuss the administration of the Master Agreements, and all other applicabie aspects of the master
agreement.

7.3 Annual Meeting

Contractors must be available for an annual meeting in person to discuss continuing administration of
the contract. The Lead State anticipates meeting once a year in person to facilitate more in depth
communication. The location of in-persan meetings will be in The Salt Lake City area, or elsewhere at

the discretion of the Lead State.

7.4 Published Documents

The Lead State intends to publish all new product/service request forms, new product logs, and any
sourcing committee recommendations and notes related for reference. End users may use these

documents to aid in their purchasing decisions.
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(118020 Wireless Voice, Data and Accessones Attachment C: Costsheet

Category 3B: Mobile Device Management Costsheet

Instructions: Offeror, Please fili out all fields in this color below. The value in Cell D30 will be usad to detarmine cost points in the evaluation of your Mobile Device
Managemert offenng Altheugh only basic Mobile Device Management costs will be used to avaluate cost, offeror shall make available their fufl suite of Mohils
Device Management services should they be awarded under this contract

Mobllelron Core | | AT&T Mobile Iron Core
: s |l | Ot OMMUB! | ROR NOTES Describe plan atiributes and charactenstics per the
Description quentity of fee cost instructions™
hoanses (qty x fee x 12)
Support Mac OS, Windows 10, (0S, and Androld management Configure,
deploy, and update apps and policies — no user mtervention required
& both SOK and wrapping methods for
y 720 EEert
2 =600 $726.00 app containerization Remote Wipe AD/LDAP, Kiosk Mode/Apple DEP,
Separate enterpnse and personal apps and
MA149-1 Wireless Volce, Data and vice. Derved credentials and Bn
Accessories Attachment C. Costsheet 100 $6.00 $7,200.00
500 $6.00 $36,000.00
1000 $6 00 $72,000.00
Total Annua! Recurring Cost $115,920.00
T - Benwits Mequibementi = Sy TF B RSN
s — ; .
|Basic Mablie Device Management *central contral to maroll, configurs, securs, monitor and menege o enroled devices (103, Androld, Blackbeny, Windows)
*Ablitty to confirgure and vpdate devices aver-tha-atr
“Ability to push and updute custom upps to devices ovanthe-air
Enforce security and compliance poficies
*Secure Mohile Acosss io corporate resources
|*Provide Securs Comsdner for corporate apps and duta on exch device
“Abitity to remota wipe antira device and / or only apps and data in sacure eontainer
dnstabigtion & 3¢ Up Carts
minimam’
cription quantity of Totaé:;t Up OFFEROR NOTES Details &f instailavion and Set Uy of customer's instance
Jicenses
Kick-Off Call, Readiness Call of Customer Environment/Server
Install Core, Install Conmectar mtegrate to Active Directory,
Install {up to} 2 Sentrys and integrate ta Exchange, Add 10 Applications,
Add 10 Policies and configurations, Add 10 Users/Devices, Access control,
10 $9,000.00 |Policy configuration alerts, Add 10 Users/Devices, Admin training, Palicy
configuration alerts,
Configure and test Docs@Work, Configure and test Web@Work,
Total One Time Cost for Installation, Set Up ;
and Basic System Admimstrator Traiming flgure and wew, Cm and test Tunnel,
100 $9,000.00
500 $9,000.00
1000 $9,000.00
[Tota! installatfon and Set Up Cost $36,000.00
Description requirements
|Instaltation, Set Lip and Basic System *Set up and configurmtion of oF in provide:'s hosted
|\ dministrator Training *“At izast one remote mesting with customar's designatad system admenistrtor to complate set up and provide knowlsdga
trensfer
|Scorable Cast | $151,920.00 |
Consutiative Hourly Rate [this rate will be $250 00

induded in the contract)




MA149-1 Wireless Voice, Data and Accessorles Attachment C: Costsheet
Category 3B: Mobile Device Management Costsheet
Instructions: Offeror, Please fill out aflfields In this color below. The value n Cell D30 will be used to determine cost points in the evaluation of your Mobile Device
Menagement offering. Although only basic Mobile Device Management costs will be used to evaluate cost, offeror shalt make avaiable their full suite of Mobile Device
Management services should they be awarded under this contract
Mobllelron Cloud | | AT&T Mobile Iron Cloud
minimum total annual
7 OFFEROR NOTES Describe plan attributes-and characteristics per the
FMM enoty of § moatsly foe oot instructions® ¢
licenses (qty x fee x 12)
Support Mac OS, Windows 10, iOS, and Android management. Configure,
deploy, and update apps and policies — no user intervention required
Support both SDK and wrapping methods for
10 : 20.00
AL 5 app containerization. Remote Wipe AD/LDAP, Kiosk Mode/Apple DEP,
Separate enterprise 2nd personal apps and
Bastc Mobile Device Management cost per d evice. D dentials and B
Peics 100 $6.00 | $7,20000
500 $6.00 $36,000.00
1000 $6.00 $72,000.00
Total Annuaf Recurring Cost £115,920.00
__Service Réquirements 2
\requirements
Basic Moblle Device Management *cantral control to envoll, conflgure, secure, monttor end manage all cnrolied devices {ioS, Android, Blackberry, Windows)
*Ability to confirgure and update devices cver-the-atr
*Abllity to push and update custam apps to devices over-the-anr
*Enforee securily and compliance policies
*Secure Mobile Access to corporate sesources
“Prowide Seture Container for corporate apps and data on each device
*Ability to remote wipe entire device end / ar anly spps anid dats in secure contsiner
‘ srerinifotion B SerLip Losts
LT Total Set Up _ : :
|Description guantity of Cost OFFEROR NOTES ODetails of Installation and Set Up of customer's instance
ficenses
Kick-Off Call, Readiness Call of Customer Environment/Server,
Install Connector and integrate with Active Directory,
Instalf {up tc) 2 Sentrys and integrate with Exchange and other features,
10 $5,500.00 Add 10 Applications, Add 10 Policies and configurations,
ot Add 10 Users/Devices, Set up Kiosk Mode, Policy configuraticn alerts
Cortfigure and test Docs@Work, Configure and test Web@Work
Total One Time Cost for Installation, Set Up Configure and test Dataview, Configure and test Tunnel, Additional details
and Basic System Adminustrator Training coverad in Statement of Work
100 $5,500.00
500 $5,500.00
1000 $5,500.00
Total Installation and Set Up Cost $22,000.00
i Instolietion & Sef Up Arguirgments ' - - s 2= 3
|DEscription requirements
Instaflation, Set Up and Basic System *Set up and configuration of customer's 1 inprovider's hosted anvironment
ministretor Training *At least one remote meeting with customar’s designeted system adminsstrator to complete set up and provide knowledgs
transfer

|scorable Cost. | $237,920.00 |
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MA149-1 Wireless Voice, Data and Accessories Attachment C; Costsheet
Category 3B: Mobile Device Management Costsheet
Instructions: Offeror, Please fill out all fields in this color below. The value in Cell B30 will be used to determine cost points in the evaluation of your Mobile Devica

Management offering. Although only basic Mobiie Device Management costs will be used to evaluate cost, offeror shail meke available their fuil suite of Moblle Device
Management services should they be awarded under this contract

VENDOR | | ATET MaaS360
= total annua!
el cost OFFEROR NOTES Describe plan attributes and characteristics per the
hnesm'ption quantity of |monthly fee i - P
gty x fee x |instructions®.
licenses
12)
20 $6.25 $1,500.00
8asic Mobile Device Management cost per 109 $6.25 $7.500.00
Gevice 500 $625 | $37.500.00
1000 $6.25 $75,000.00
Total Annual Recurring Cast $121,500.00

L.

Description

|Basic iobile Device lvianagement

Tind e

“oentral contral to enroll, configure, sacure, monltor and
*Ability to confirgure and update devices over-the-air
*Ability to push and updata apps to devic
*Enforee secunty and comphence palicies

*Secure Moblle Azceas ty corporate miourcer

*Provide Secure Contamer for corporate apps and data on each device

"“Ability to remote wipe antire device and / or only apps and datz in secure contzer

alf

{ioS, Androld, Blackberry, windows)

ah

Instutiotion & $et Up Costs Chigh
minimurn
‘Destription guontity of Tm::: o OFFEROR NOTES Details of Instaliation and Set Up of customer’s instance
ficenses
20 $2,000.00
Total One Time Cost for Installation, Set Up = $2,000.00
and Basic System Administrator Traming 500 $2,000.00
1000 $2,000.00
Total Instalfation and Set Up Cost $8,000.00

ins1ailation & SefiUp Reouinements

Description requirements
Instaliation, Set Up and Basic System *5et up and configuration of customer's Instancs In provider's hosted envi
jAdministrator Training *At least one: remate meeting with customer's designated system administrator to complete set up and provide knowledge
transfer,
{Scorable Cost | $129,500.00 |




MA149-1 Wireless Voice, Data and Accessories Attachment C: Costsheet
Category 3B: Mobile Device Management Costsheet
Instructions: Offeror, Please fill out all fields in this color below. The value In Cell D30 will be used to determine cost points in the evaluation of your Mobile Device
Management offering  Although only basic Mobile Device Management costs will be used to evaluate cost, offeror shall make available their full surte of Mobile
Device Management services should they be awarded under this contract

VENDOR I | AT&T Lookout 1
__ Monthly Recirring COst
minimum fote
ip i wantity of monthly |aonnual cost |OFFEROR NOTES Describe plan attributes and charactenstics per the
eserlp quaneity fee gty xfee x Jinsuructions"
Hcenses
12)
10 $5.50 $660.00 Per icense per meonth fee - one license covers one device
Per license per month fee - one license covers one device
Basic Mobile Device Management cost per yoo B E6ia00/08
i - i
device 560 s5.00 |$30,00000 ‘Per license per month fee - one license covers one device
1000 $4.50 $54,000.00 Per license per month fee - one license covers one device
Total Annual Recurring Cost $90,560.00
Description réguirements
Basic Mobile Device Management *central control to enrell, canfigure, secure, monitor and inanage 2il lled devices {ics, , Blzckberry, Windows)}

*ability to confirgure snd update devices over-the-asr

“Ability ta pusl: and update custom apps to devices over-the-air

“Enforce security end camipiance policies

| *Secure Mabile Access to corporate resources

*Provide Secure Contamer for corporate apps and date on cach device

*Ahbility to remate wipe entire device and / or only apps and data in secure contawner

Jmtafetion & Seip Cosn
minimum Total Set
Description quantity of Up Cost OFFEROR NGTES Details of Instaliation ard Set Up of customer's instance
Hcenses X
i $750.00
' Total One Time Cost for Installation, Set Up a0 EENED
and Basic System Admimstrator Tramning 500 $750.00
1000 $750.00
Total Instaliation and Set Up Cost $3,000.00
g = Inszopintion & Set Up Reguirements v
Description reguirements
|Installation, Set Up and Basic System *Set up and configuration of customer's Instance In provider's hosted envi 3
Adrhinistrator Training "At icest one remote meetng with customer's designated system admirnistrator to complete set up and provide knowledge
transfer

{Scorable Cost | $93,960.00 |




MA149-1 Wireless Voice, Data and Accessories Attachment C: Costsheet

Category 3B: Mobile Device Management Costsheet

Instructions: Offeror, Please fill out all fields in this color below. The value in Cell D30 will beused to determine cost poinis i the evaluation of your Mobile Devite
Management offering. Although only basic Mobile Device Management casts will be used to evaluate cost, offeror shall make available their full suite of Mobile
Device Management services should they be awarded under this contract

VENDOR | | AT&T SEP
Midpth¥ Recurting Cost 5
minlmum
| monthly |annucl cost |OFFEROR NOTES Describe plan attributes and characteristics per the
Description quantity of " *
fee fgty x fee x |instructions*
licenses
12)
10 $6.00 £720.00 Per license per month fee - one license covers one device
) Per license per month fee - one license covers one device
Basic Mobile Device Management cost per oy $5.50 $6,600.00
device 500 $5.00 $30,000,00 Per hicense per month fee - one license covers one device
1000 4450 $54,000.00 Per license per month fee - one license covers one device
Total Annuzl Recurring Cost $5%,320.00 |
J S, 1 _ SendiEReduitgmenn S iy, =
Description requirements -
Bastc viebile Device Management “central control to enrolf, configure, secure, monitor and manage all enrolied devices (ioS, Androfd, Blackberry, Windows)
*Abiity to confirgure and update devices over-the-air
*Ability to push and update custom apps to devices over-the-ar
*Enforee secuirity and complance policies
*Secure Mabtle Access to corporate resources
*Provide Secure Container for corponate apps and daia on each device
*Abifity to remote wipe entire device and / or only apps and datn in secure contamer
Tastahution & 36t Up Cosh iz )
minimum Total Set
iDescription quontity of OFFERDR NOTES Details of Installation and Set Up of customer’s instance
Up Cost
ficenses
10 $750.00
Total One Time Cost for Installation, Set Up a0 T
and Basic System Administrator Training 500 $750.00
1000 $750.00
Total Installation and Set Up Cost $3,000.00
_instoliation & Set Up Requirernents = e
Description reguirements
Instaftation, Sat Up and Basic System *Set up and configuration of custoiner’s instance in provider’s hosted environment
Administrator Training *At least ona remote meeting with customer's designated system administrator to complete set up and provide knowledge

transfer

|Scarable Cost

| $94,320.00 |




MA149-1 Wireless Voice, Data and Accessories Attachment C: Costsheet
Categary 3C: Mobile Integration Costsheet
Instructions  Offeror, Please fill out afl fields in this color below. The value n Cell D30 will be used to determine cost points in the evaluation of your

Mobile Integration offering. Although only basic Mobile Integration Features will be used to evaluate cost, offeror shall make available their full suite
of Mobile integration services should they be awarded under this contract

VENDOR | | AT&T Collaborate - Enhancad Mobile
Mosthly Recurring Cost -
total annual
(LT cost OFFEROR NOTES Describe plan attributes and characteristics per the
Description quentity of | monthly fee B
licenses (gty xfee x |instructions
12)
10 $14.95 $1,794.00
Basic Mobile integration cost 100 $14.95 $17,940.00
per device 500 $14.95 | $89,700.00
1000 $14.95 $179,400.00
Total Annual Recurring Cost $288,834.00
reguirements
Basic Moblle Integration As a minimum, sclutions meeting this criteria will pravide
sSinghe Numbar Reach ar the abiiity for & userto be redched at a single b telephone numbar
*Calls to that single telaphone number would ring et bath the user's desk phone or mobile device either through smuitaneous
and/or sequential nging
» Single Vorcemanl Box fior calls to that single business nutmbser.
6= S == RS {ostlation & Sat g Cosps.
) PR Total Set Up 4 ,
Description quantity of Cost OFFEROR NOTES Detalls of Installation and Set Up of customet's stance
ficenses
Total One Time Cost for 10
Installation, Set Up and Basic 100
System Administrator 500
Training 1000
Total instaflation and Set Up Cost $0.00
[ e #nsoliifon & SetUp Reglirements
Description requirements
Installation, Set Up and Basic *Set u: snd configurstion of custamer's moblie service with Integration to wired service
System Administrator *At lgast one remote meeting with customer's designated system admimstrator to complete set up and provide knowledge
Tramng renster
|Scorable Cost | $288,834.00 |
Censutlative Hourly Rate (this $0.00

rate will be included In the
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NASPO ValuePolnt Cooperatlve Contrect Detailed Sales Repoit

Contractar:
Vandor
Commct .
Alandor Nama Ratriber B Cusomer Typa 81l to Agency

MA148-1 Attachment H

I #5a Doty Saex

M Mctior Preduct o
ANt dly sHfoSwte Zpoode Cistomerd  lovelceDete  Imolcad  Damsrfption CAUMnes Mty OWUToxt OV Data

Equipment  Tetdlcost
monttdy  leamfentul {monthly service
Gast h

AdminFas



MA149-1 Attachment |

Field Name Field Description
VENDOR The awarded Contractor's name
VENDOR CONTRACT NUMBER Lead State assigned contract number (usingﬁad State’s numbering protocol)
STATE State postal abbreviation code (Alaska = AK, Missourl = MO, etc.}
State Gov't, Education-K12, Education-HED, Local Gov't, Medical, Other - are acceptable
CUSTOMER TYPE (SEGMENT) segments. [determined by industrial practice for each contract - uniform for each contract]
BILL TO NAME Customer (agency) Blll to name
BILL TO ADDRESS Customer {agency) Bl to address
BILL TO CITY Customer {agency) Bill to city
BILL TO ZIPCODE Zip code in standard 5-4 format [standard 5 digits is acceptable, formatted as a zip code]
SHIP TO NAME Customer {agency) Ship to name
SHIP TO ADDRESS Customer (agency) Ship to address
SHIP TO CITY Customer {agency) Ship to city
SHIP TO ZIPCODE Zip code in standard 5-4 format [standard 5 digits Is acceptable, formatted as a zip code]
ORDER NUMBER Vendor assigned order number
PO DATE {ORDER DATE) (mm/dd/ccyy)
INVOICE DATE {mm/dd/ccyy)
INVOICE NUMBER Vendor assigned invoice Number
PRODUCT DESCRIPTION Product description of purchased product
UNSPSC Commodity-level code based on UNSPSC code rules (8 Digits)

LIST PRICE/MSRP/CATALOG PRICE

List Price - US Currency ($99999.999) [determined by industrial practice for each contract -
uniform for each contract]

NASPO ValuePoint PRICE

NASPO ValuePoint Price- US Currency {$99999.999)

QUANTITY

Quantity Invoiced (99999.999)

TOTAL PRICE

Extended Price (unit price multiplied by the quantity invoiced) - US Currency {$999999999.999)

NASPQ ValuePoint ADMIN FEE

Administrative Fee based on Total Price - US Currency ($999999.999)

VAR/Reseller/Distributor

If a VAR/Reseller/Distributor, name of VAR/Reseller/Distributor and state where located

Energy Star Compliant

Yes=1 No=2 Energy Star Does not Apply = 0

Optional

More information




MA 148-1 Attachment | Award Category 2 Reporting Template

B Contract Report

Contractor: Quarter: [

MASPO
Contexgt Cogerar  3Mta L] Mite Shipw Shipm Shipwy Griher dnvelen Immsles Product unSpsc [ Velneolnt Tetad Price (LR E]
VondorNaw Humbar e Tipe Agwney  Addwws BHwCRy  Zipoods fgency  pddmn  ShiptoCity  Zipeodm  Wumber  RODate Dwte

Nimrder  Dmofpion  Omtity  Onwwodity TIrCRUY  Pricc/MERP  Prico AdminFon P woweha,

Herd b




Provider lists each Make / Mode! of equipment sold and the quantity sold of each.

Quantity |Equipment/ Part Discount .
Sold Accessory | Number Manufacturer| Model Eligibile List Price Notes
Type
yes / no
to be taken

from category

2 cost sheet

examples:

smart phone

tablet
case
etfc ..




NASPO ValuePoint Cooperative Contract Detailed Sales Report

Contractor: Quarter:

Vendor
Contract Customer
Vendor Name  Number State Type Invoice Date IRULines Total Cost Admin Fee



Carrier lists every plan in use under the NASPO contract, provides the quantity of the lines of service using each plan and provldes basic detalls of the plan

Included in Plan

Pian Discount Cost
LineCount | Plan# oy Before |Voice Data Text subsidized Notes
Description| Eligibile .
Discount |Minutes  |Pooled GB —|Pooled Qty Device
gty devices o if yes /no
this plan carrier

has ane




Ficld Name Field Description
VENDOR The awarded Contractor's name
VENDOR CONTRACT NUMBER Lead State assigned contract number (using Lead State’s numbering protocol)
STATE State postal abbreviation code {Alaska = AK, Missouri = MO, etc.)
State Gov't, Education-K12, Education-HED, Local Gov't, Medical, Other - are acceptable
CUSTOMER TYPE {SEGMENT) segments. [determined by industrial practice for each contract - uniform for each contract]
BiLL TO AGENCY Custemer {(agency) Bill to name
BILL TO CITY Customer (agency) Bill to city
INVOICE DATE {mmy/dd/ccyy)
PRODUCT DESCRIFTION Product description of purchased product
CRU Lines Commodity-{evel code based on UNSPSC code rules (8 Digits)
CRU Minutes Number of voice minutes used
CRU Text Number of texts sent and received
CRU Data Amount of data used
CRU Gross Sales Gross Sales
Equipment Lease Amount of manthly charges for [eased equipment
LIST PRICE/MSRP/CATALOG PRICE uniform for each contract]
NASPQO ValuePoint PRICE NASPO ValuePoint Price- US Currency {$99999.599)
QUANTITY Quantity Invoiced (99599.998}
TOTAL PRICE Extended Price (unit price multiplied by the quantity invoiced) - US Currency ($999995995.959)

NASPO VatuePaint ADMIN FEE

Administrative Fee based on Total Price - US Currency {$939999,899)




MAL76-1 Wirefess Voles, Dty and Accessortes

1 Awverd Category
Vendor orProduct in the NASPO ValuePolnt comtract, provides the quantity of usees for each and the total spend for each pplicrtion
Vandor Sarvien f off Queetityal) Susanin
bboutery | Comnet Customer Bto | Acctior | imvolce [apptcation [ BT oor  [legest (Tossd Spend
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A ValuePoint

MA149-1

Attachment L
Wireless Data, Voice and Accessories

Network Technology Questionnaire

Network Technology Questionnaire

The following section requests a description of the characteristics of the networks that you will be using to provide the
services covered by award Category 1 of this RFP. To understand the infrastructure and context in which your services
will be offered, we ask that you please describe your existing netwarks, technologies, and plans.

Teble of Content:

1. 4G Cellular Services

2. Network Reliability, Dlsaster Recovery and Business Continuity

3. 5G Cellular Services

4. VoL TE and Wideband Cellular Voice Services

5. 1oT Cellular Network Services

6. RCS Cellular Messaging Services

7. Indoor Cellular Services

8. Cellular Services on Unlicensed Bands

8. Use of Wi-Fiin Cellular Services

10. Public Safety Wireless Priority Service (WPS) - For Bidders Offering Public Safety Services
11. National Broadband Public Safety Networks (NPSBNs) - For Bidders Offering Public Safety Services
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1. 4G Cellular Services
Describe the current status and plans for your 4G LTE and earlier generation wireless voice/data tech nologies,

1. Current 4G network coverage across the U.S.

AT&T Response: :

AT&T’s technology plans for the AT&T Mobility Network are to continue to increase speeds and ca pacities.
These plans include continued expansion of our 4G LTE-Advanced network and capabilities. We began our LTE
evolution in 2009 and, since then, have activated LTE Advanced technology across 100% of our wireless
broadband network. This enables 4G speeds when we combine with Ethernet or fiber backhaul and has enabled
us to create the nation’s most reliable 4G LTE Network. In fact, as of fanuary 2017, our 4G LTE network provides
coverage for 390 million people in North America.

2. Major planned enhancements for these and earlier generation networks in light of the deployment of 5G-
based services

AT&T Response:

We don't anticipate any major AT&T Mobility Network upgrades that would make current generation phones
obsolete and/or unusable.

However, AT&T is constantly upgrading our network. For example, over the past 5 years (2013-2017), AT&T
invested more than $140 billion in our wireless and wireline networks, including capital investments and
acquisition of wireless spectrum and operations. The AT&T overall voice and data network now covers mare
than 99% of all Americans and our 4G LTE network covers nearly 400 million people and husinesses in the U.S.
and Mexico. AT&T has added LTE Advanced capabilities such at 256QAM, 4x4 MIMO and LAA justto name a
few.

3. Voice Quality Performance Target/Guarantee:
AT&T Response:

AT&T is unable to share statistics about the annual number of attempted, dropped, and completed wireless
services calls.

While we track and record this information as part of our commitment to network integrity, the exact figures are
proprietary. However, we have a 99.999% network availability rating, and AT&T has fewer dropped calls than
any other national carrier {based on nationwide carriers’ reports).

a. Mean Opinion Score (MOS) rating for voice calls
AT&T Response:
AT&T uses several key metrics to measure the performance of the AT&T Mobility Network.
These metrics include:

* Data Accessibility on Our 3G and Long Term Evolution (LTE} Networks—the capability of user devices
to successfully establish data sessions

* Voice Accessibility on Our 3G and Voice over LTE (VoLTE) Networks—the ability of users to
successfully establish valid voice calis on the first attempt
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* Data Retainability on Our 3G and LTE Networks—the capability of user devices to retain a data
session without the network deactivating it

* Voice Retainabllity on Our 3G and VoLTE Networks—the capability of our network to maintain voice
calls until users terminate them

AT&T considers some performance detail confidential, including call completion rates, dropped call
statistics, and network availability. However, we can share that our core network rating for availability is
99.999% and our radio access network rating is 99.5%.

b. Dropped Call Percentage

AT&T Response:
AT&T is unable to share statistics about the annual number of attempted, dropped, and completed
wireless services calls.

While we track and record this information as part of our commitment to network integrity, the exact
figures are proprietary. However, we have a 99.999% network avallability rating, and AT&T has fewer
dropped cails than any other national carrier {based on nationwide carriers’ reports}.

¢. What improvements do you expect with the introduction of VoLTE and Wideband Voice?

ATE&T Response:
AT&T is unable to share statistics about the annual number of attempted, dropped, and completed
wireless services calls.

While we track and record this information as part of our commitment to network integrity, the exact
figures are proprietary. However, we have a 99.999% network availability rating, and AT&T has fewer
dropped calls than any other national carrier (based on nationwide carriers’ reports).
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4, Broadband Data Performance Expectations/Guarantees:

d. Uplink/Downlink Data Rates (Peak, Sustained, Cell Edge)

e. Latency
AT&T Response for d and e:
' 'l
Network UL/DL Range Laten Deployment Status | Deployment Plans |
(peak, sustained} & v ploy pioy ]
|
{100Mbps, Celiular .
- |
4G LTE ~10Mbps) footprint Uitra-low Fully Operationa Deployed
Satellite Varies Global Varles Fully Operational Depioyed
(370Kbps, Cellular .
LTE-Mt ~200kbps) footprint Low Operational Deployed
{100Kbps, Cellular
NB-loT ~50kbps) footprint Low TBD TBD
—— National
Wi-Fi compliant, Footprint Ultra-low Fully Operational Deployed
1Gbps}
Standards expected
5G TBD TBD Ultra-iow TBD end of 2018

5. Mobile E911 Technology
f. Technology employed?

AT&T Response:

AT&T currently uses a handset device solution (AGPS / Device Based Hybrid) as ts primary location
solution for all mobility E911 calls. Through extensive testing in house, as well as through independent
testing, we have found this solution to be the most reliable and acturate E911 solution available.

g. Location Accuracy?
ATET Response:

See 5.h Indoor versus outdoor accuracy

h. Indoor versus outdoor accuracy?
AT&T Response:

Indoor locations will always have major challenges due to the available signals for AGPS, but the latest
testing shows that our AGPS / Device Based Hybrid solution can deliver solid results with yields in the
upper 80 percent and accuracy in the 10 meters range and better In some cases. QOutdoor E911 calls are
most often completed with accuracy within 10-20 meters, depending on the density of buildings within
the coverage area of the caller.

i. Compliance with February 2015 FCC Mandates
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AT&T Response:

AT&T’s Certification of Compliance with Wireless E-911 Location Accuracy Requirements is filed with the
FCC and may be found at Aceuracy Certification.

Jo  Technology Plans/Expectations/Timeframes
ATE&T Response:

As previously discussed, the FCC has established Horizontal Accuracy requirements for both outdoor and
combined indoor/outdoor accuracy targets, as well as indoor vertical accuracy targets. The various
targets and timeframes to comply with those targets have been specified in our response to 6{a)(iii),
above. AT&T will comply with those accuracy benchmarks. [Also, as previously noted, the performance
of vertical accuracy technologies is currently being evaluated. Accordingly, it is premature to comment
on our technology plans now.]

2. Network Reliability, Disaster Recovery and Business Continuity-
Describe your overall disaster preparedness plan, the steps you have taken to safeguard your internal and exposed
assets, and the types of services and response we can anticipate in the event of an emergency or a disaster.

AT&T Response:

The AT&T National Disaster Recover (NDR) Team includes AT&T managers, engineers and technicians who have
received special training in the physical recovery of the AT&T network. Members participate in several recovery
exercises each year to sharpen and practice their skills using NDR’s disaster recovery equipment and processes.
ATE&T holds these drills in a wide range of weather and field conditions to validate that our procedures work in

different emergency conditions.

AT&T has extensive experience in planning for and responding to a broad range of contingencies, from
hurricanes, to floods as well as acts of terrorism. AT&T's business continuity preparedness efforts include the
day-to-day operational activities, broad scenario planning, individual threat analysis, centralized command,
control, and coordination of detailed recovery procedures for all critical business functions.

1. Describe your overall approach to network hardening, including physical security for exposed assets,
redundant links to cell sites, and internet-initiated threats.

AT&T Response:

All of the AT&T network assets are continuously monitored remaotely. This monitoring identifies eguipment
deviations from expected function within a glven timeframe, with a goal of identifying and mitigating equipment
malfunctions before they ever get to a level that impacts a customer. As an ISP that has peers globally, AT&T is
capable of monitoring traffic worldwide. Using network monitoring skills, AT&T can investigate and identify
malicious traffic throughout the network before it impacts customers. Should any of this traffic pose a threat to
AT&T internally, or to our cyber customers, AT&T will scrub the incoming internet packets and eliminate the
malicious traffic before it impacts the internal or customer operations. Internally, AT&T routinely practices cyber
best practices including access controls, least privilege, and separation of duties to ensure continuous operations
of our network. Buildings and exposed assets are also similarly alarmed and continuously monitored for
intrusion and open door situations. Always willing to improve hardening thrdugh lessons learned, in recent years
the network team has hardened the wireless network through upgrading backhaul for improved performance
from copper T1's to ethernet, adding Telecommunication Service Priority (TSP) designation to critical backhaul
circuits not obtained through AT&T, maintain a rigorous battery program to ensure backup batteries remain
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charged. In addition, where possible, all new cell site builds now include permanent generators for power
backup. Even with these capabilities, should disaster strike, AT&T is ready with a full complement of backup and
recovery assets including various sized generators, cells on wheels, satellite capable cells on wheels, and now
drones with cellular capability to temporarily restore service to a failed asset. AT&T also has integrated cloud-
based recovery to quickly recover service from a failed switch at a different location.

2. What are your greatest challenges in terms of recovery in the event of extensive damage throughout an
extended area, and how do you address them?

AT&T Response:

Extensive field deployment experience has taught AT&T that personnel and vehicular access to the impacted
areas, the reliability of fuel supplies to temporary power generation systems, and security in the field are high
priority challenges to maintaining a recovery effort. AT&T maintains a National Security Emergency
Preparedness (NS/EP) team who work with local and national agencies to obtain secure access to sites from local
authorities to carry out recovery activities.

AT&T manages the deployment of large generators into the field to support recovery efforts of AT&T's network
facilities. This self-sufficiency in power is a critical element but requires a consistent and reliable supply of fuel
and associated security. When AT&T deploys power generators Into the field, a parallel refueling plan is
developed with associated logistics and is managed by a dedicated team to ensure all tanks are topped off on &
regular basis, consumption rates are monitored, and issues identified and resolved quickly.

Field deployment of many recovery assets are inevitably supported by a significant number of AT&T personnel.
These personnel are organized into teams within the overall Incident Command Structure. Staff are rotated
through the deployment to ensure wellbeing. These staff are trained in disaster response, the technologies
being used, and are located across the globe to meet the needs of the recovery scenario.

The integrity of the recovery effort is largely dependent up to the recovery assets themselves and their
maintenance throughout the deployment period. The AT&T NDR Asset Management Team use a planned
preventative maintenance program to manage field assets and keep them operational.

All of the field elements are managed, controlled and overseen by Field Incident Command run by the AT&T
Network Disaster Recovery Team and sits under the umbrella of the overall AT&T Event Management
Framework.

3. Describe the types and amounts of back-up batteries, generators, COWs/GOATs and other deployable assets
you maintaln, and how long a period of disruption you anticipate in your planning.

AT&T Response:

Today AT&T has 90 recovery technology trailers in our fleet. NDR’s total inventory includes over 320 pieces of
equipment, including large power and support trailers, emergency communications vehicles, hazmat trailers,
and escort vehicles. These include nine trailers dedicated to the restoration of our IP network, as well as high-
speed fiber-optic “transport” trailers

AT&T has provided network disaster recovery services for more than 20 years, and is prepared to support
disaster recovery efforts through the duration of the event as needed.

4. Also describe how your organization would continue to function in the event of a widespread environmental
or health threat that would require most citizens to remain at home.

AT&T Response:
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AT&T is committed to providing exceptional customer service during any major incident and is actively engaged
in disaster recovery preparedness, According to information provided by the World Health Organization and U.S.
Centers for Disease Control, employers could be impacted by a health event in the following ways:

* High levels of absenteeism due to sickness and/or the need to care for sick family members

» “Social distancing”, or the desire to stay away from people who may be infected

s Schools, public transportation and public events may be cancelled to limit the spread of the disease

* The need to provide care to children that are out of school in an attempt to limit their exposure to the disease

For these reasons, the ability for employees to perform their job functions remotely will be critical to
maintaining some level of business preductivity. The employee’s ability to be productive will depend on their
ability to communicate with others via the telephone, Internet access and access to their employer’s internal

network.
AT&T is taking appropriate actions to support operations to supply service for our customers while considering
and addressing the needs of our employees and their families. Depending on the nature of the event (e.g., the

severity, duration and location} provisicning and repair intervals for some services may increase, AT&T works to
maintain a safe work environment for its employees while following the disaster recovery plans to support

customer needs.

Additional information regarding AT&T's Network Reliability, Disaster Recovery and Business Continuity is
located in the Exhibit 1 ATT Business Continuity and Emergency Management Strategy document.

3. 56G Cellular Services
Describe your deployment plans for 5G network coverage across the U.S.

1. Expected Role of 5G in your overalt network architecture.
We would like to understand where 5G “fits” in your overall network strategy.

For example, do you see 5G as:
a. Awholesale upgrade for 4G LTE services in the wide area,

AT&T Response;
Until the standards are fully set, it is difficult to predict when there will be wide-scale availability.

However, AT&T has announced that it intends to launch standards-based 5G service as early as late
2018. AT&T will continue to expand 5G going forward following the evolution of standards.

k. A high-capacity local distribution solution for a 4G wide area network,

¢. Some combination of the two,
d. A fixed wireless solution for business or residential Internet access, or

e. Something else entirely?
AT&T Response b, ¢, d, and e
AT&T currently deploys and maintains dedicated and shared solutions for Indoor coverage.

AT&T both builds and/or contracts Indoor Coverage solutions as appropriate to meet the needs of
customer situations. These solutions may include, but are not limited to, Wi-Fi, Small Cells, and DAS.
ATAT also supports customer self-built DAS systems to which AT&T attaches its licensed RF source

equipment.
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2. Please provide the fundamental strategy you are following for deploying 5G technologies going forward.

AT&T Response:
The path to 5G is through LTE. For AT&T, this includes investments we are making to build out our LTE network.
A two-step process will be used to deploy 5G. AT&T has made a commitment to build a standards-based 5G
network. This will help ensure the global interoperability and scale our customers deserve. What that means is
that we should begin to see some 5G services as soon as late 2018 based on the initial standards (step-1). This
overall approach will position AT&T to start the delivery of standards-based 5G mobile service to customers next
year with support of new use cases and capabilities to follow over time.

ATET has been and continues to be a significant contributor to the 5G standards efforts and intends to continue
to be a leader in the industry with respect to 5G.
3. Timetable and total percent of 5G coverage in each state.

AT&T Response;

You'll see a lot of articles — both from AT&T and competitors — centered around being the first/latest/best to
bring 5G to market. AT&T will be the first domestic operator to bring “mobile 5G” to the market as early as the
end of 2018. While other operators will likely delay launches until 2019 or deliver a fixed wireless service to
homes in 2018, AT&T will be the first to put a device in the hands of customers with a 5G network to match. So
as it relates to true 5G, AT&T is out in front.

The term “5G Evolution” refers to the technological advancements that lay the foundation for 5G and wili
significantly benefit our customers. 5G Evolution markets bring peak theoretical speeds up to 400 Mbps which is
a step change from traditional 4G networks. You can read more about this on our blogs starting here.

4, Proposed Channel Sizes {in MHz) for macro area and small cell deployments
AT&T Response:

AT&T designs and deploys indoor Coverage solutions to meet the customer’s needs for high capacity. These
solutions include, but are not limited to, Wi-Fi, Small Cells, and DAS deployments.

5. Frequency Band(s) to be used and primary applications for each.

AT&T Response:;

AT&T is a leader in spectrum among US operators and has a diverse portfolio of low, mid and high band
spectrum. We will continue to explore opportunities to acquire new spectrum through auctions or other means
as our business needs require. AT&T will deploy 5G on various spectrum bands at various stages as user
equipment evolves.

6. Pricing Model: Will 5G usage be metered and priced the same rates as 4G voice and data usage or will
premium pricing be applied?

ATE&T Response:

AT&T offers a wide variety of plans supporting wireless technologies.

4. VoLTE and Wideband Cellular Voice Services
Describe you plans for Voice over LTE (VoLTE) and Wideband voice services
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1. Current level of Vol TE deployment and ongoing plans

AT&T Response:

AT&T offers a nationwide VOLTE network and a large number of VoLTE-capable devices. We have taken a
deliberate, calculated approach to our VoLTE roll-out. Currently deployment is at 100%.

2. Wideband Voice (AMR-WB) Availability

AT&T Response:

AMR-WB 12.65 kb/s is the current codec used for VoLTE and is fully deployed. In the future AT&T plans to deploy
Enhanced Voice Services (EVS) which Is an enhancement on AMR-WB and extends it to 13.2kb/s from 12.65kb/s.

3. User device avallability.

AT&T Response:
AT&T offers equipment compatible with VoLTE and Wideband voice services.

4. Wideband Voice Interoperability: - Between Maobile Carriers
- Mobile Carrier-to-PBX/UC Platform
(i.e. compatibility with wideband voice devices using G.722 or other wideband codecs)
AT&T Response:
Mobile Carrier-to-PBX/UC Platform will typically not use AMR-WB codec but will switch to a different coding
rate.

5. Circuit Switched Fallback inciuded?

AT&T Response:

AT&T Response:

The rajority of AT&T's LTE voice devices support VoLTE and WB-AMR, as well as CSFB (Circuit Switch Fall Back).

6. Describe your overall pricing model for VOLTE services (e.g. Will wideband voice be offered at the same price
as existing voice calling services?).
AT&T Response:

AT&T supports VoLTE calls with use on compatible equipment. AT&T offers rate plans based on the current
technology and pricing is determined as the technology is deployed.

7. As"voice” has essentially becomes additional “data traffic” with VoLTE, indicate the likelihood you will be
offering internet-like all-data plans that support all traffic types as opposed to plans that distinguish voice,
data and text services.

AT&T’s Response:

AT&T offers a nationwide VOLTE network and a large number of VoLTE-capable devices. We have taken a
deliberate, calculated approach to our VoLTE roll-out. AMR-WB 12.65 kb/s is the current codec used for VoLTE
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and is fully deployed. In the future AT&T plans to deploy Enhanced Voice Services (EVS) which is an
enhancement on AMR-WB and extends it to 13.2kb/s from 12.65kb/s.

5. loT Cellular Network Services

Describe what you currently have and plan to introduce in the way of network services specifically geared toward
Internet of Things {loT) applications.

1. Listall loT-Focused Transport Services {e.g. NB-loT, LTE Cat M1, etc.) Offered and Planned
AT&T Response:

AT&T has deployed LTE-M (also known as Cat-M1) due to the wider range of use cases it can support, the
potential to combine voice and mobility with a low power use cases, and LTE-M’s ability to support FOTA/SOTA
campaigns that have been deemed as Important by the LPWA community. LTE-M also allowed AT&T to enter the
market quicker as it was effectively a software upgrade on the network. AT&T will continue to grow the LTE-M
ecosystem by adding advanced features and working with device manufacturers and developers. According to
GSMA, the mobile wireless operators’ association, 24 mobile operators have commercially launched 48 mobile
10T networks worldwide across both NB-loT and LTE-M. GSMA forecasts 1.8 billion licensed LPWA connections
by 2025. ATRT intends to deploy NB-loT in 2019.

2. Performance Expectations (For each service offered):
- Uplink/Downlink Data Rates (Peak, Sustained, Cell Edge)
Maximum Transmission Range

- Expected Latency
- Frequency Band(s) Employed
ATE&T Response:
. | i o T \ - —_‘
r Network uL/ol Range Laten Deployment Status | Deployment Plans
| |{peak, sustained) & | <y ploy | ploy
I . o 1 [ =
(100Mbps, Cellular ‘ . |
I - D
|4G LTE I~10Mbps) | footprint |U!tra jow Fully Operational | eployed !
e B e | N —
Satellite |Varies fGlobal |Varies _!_Fully Operational Deployed |
' | ' . |
, |(370Kbps, |Cellular . |
LTE-M ~200kbps) footprint Low ! Operational | Deployed
{100Kbps, Cellular | .
| NB-loT ~50kbps) | footprint Low iTBD TBD I
— — — — ] — e —— |
| ‘802'113/6 National ‘
| Wi-Fi \compliant, ) |Ultra-low Fully Operational | Deployed
Footprint |
| 1Ghps) ‘
e 1 _ I -
‘ | Standards expected |
[5G .TBD TBD Ultra-fow |TBD end of 2018
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3. Genersl Deployment Plans and Targeted Availability

AT&T Response:
AT&T currently has no plans to utilize non-cellular wireless technologies in the IoT space like LoRa because we

believe our LTE-M networks can handle those use cases and more.

ATRT plans to launch NB-loT in the U.S. early next year, followed by Mexico by the end of 2019, Like LTE-M, NB-
loT technology will be deployed through software upgrades at cell sites across the U.S. and Mexico. Both will
operate alongside our 4G LTE network and within our mobile 5G network. AT&T also plans to begin Introducing
mobile 5G to customers in a dozen cities in 2018, and AT&T Is adding Charlotte and Raleigh, N.C. and Oklahoma
City as the next three identified cities for our buildout. These cities will join our previously announced cities of
Dallas, Atlanta, and Waco.

4. General Pricing Model(s) and Alignment To Minimize Cost with Specific Application Use
Cases.

AT&T Response:

Pricing plans are based on usage, as well as solution type. In the low-bandwidth space we have annual or multi-
year plans available as well as traditional monthly plans.

6. RCS Cellular Messaging Services
Describe yaur current and planned deployments of Rich Communications Service (RCS) service.
1. Planned/Deployed?
AT&T Response:

The messaging solutions will work as they do today on applicable devices and current networks.

2. Extent of Coverage

ATET Response:
The messaging solutions will work as they do today on applicable devices and current networks.

3. List of Features Offered

AT&T Response:
The messaging solutions will work as they do today on applicable devices and current networks.

4. Supported devices

AT&T Response:
The messaging solutions will work as they do today on applicable devices and current networks.

5. Expectations for user adoption going forward

AT&T Response:
The messaging solutions will work as they do today on applicable devices and current networks.
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7. Indoor Cellular Services
Describe your primary strategies addressing coverage problems in Indoor or other difficult to service locations, and
the type of support you can provide to our buyers in addressing these issues.

1. General technology approaches (e.g. DAS, small cells, indoor repeaters, VoWiFi, etc.) for different
environments (Small office, large office building, campus, sports arena, etc.)

AT&T Response:

AT&T’s selection criteria for Indoor technology solutions depends on specific customer requirements and
building attributes such as size of facility, number of connected users, facility location, etc. AT&T's Indoor
Coverage technology approach is consistent with existing and upcoming technologies such as 5G, Licensed
Assisted Access, Internet of Things, Mobile Edge Computing, C-RAN, etc.

2. Process by which states request assistance with special coverage issues.
AT&T Response:

State would contact their AT&T Representative to begin the process of coverage review

3. Availability of guidance regarding suitability of specific solutions to particular applications, known tradeoffs,
regulatory issues (e.g. retransmission rights), and potential interference with existing Wi-Fi or other
unlicensed networks in operation.

AT&T Response:

ATE&T both builds and/or contracts Indoor Coverage solutions as appropriate to meet the needs of customer
situations. These solutions may include, but are not limited to, Wi-Fi, Small Cells, and DAS. AT&T also supports
customer self-built DAS systems to which AT&T attaches its licensed RF source equipment.

4. Special support services regarding coverage problems that will be availabie to NASPO ValuePoint users
under this contract

ATE&T Response:

AT&T's selection criteria for indoor technology solutions depends on specific customer requirements and
building attributes such as size of facility, number of connected users, facility location, etc. AT&T’s Indoor
Coverage technology approach is consistent with existing and upcoming technologies such as 5G, Licensed
Assisted Access, Internet of Things, Mobile Edge Computing, C-RAN, etc.

8. Cellular Services on Unlicensed Bands
Describe your overall plans for use of unlicensed frequency bands in providing your service, and how you intend to
handle problems arising from customer private netwarks that are also using those channels.

1. Frequency bands being considered

AT&T Response:
AT&T has deployed 4G LTE with LAA in several markets on unlicensed 5Ghz band to be defined in Rel 16.

2. Planned applications for each band (e.g. Macro network, small cells, VoWiFi, etc.)

AT&T Response:
5Ghz unlicensed band is used for LAA.
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3. What level of problems do you anticlpate regarding interference problems created through your use of
unlicensed channels that might be cccupied by WLANSs or other private wireless systems?

AT&T Response:
Yes, AT&T has conducted live LTE-LAA field trials in its network and has deployed this technology at some small

cell sites without interference problems. LTE-LAA is designed to exist in harmony with unlicensed spectrum
technologies, such as Wi-Fi. This is done through a feature called “listen before talk,” which ensures fair
coexistence between LTE-LAA and Wi-Fi. As standards evolve and more options become available, the
deployment of service in other unlicensed bands will be evaluated communicated to our customers.

4. How will users buying under this contract be notified that a system using unlicensed frequencies will be
deployed in their facility and what steps will you be taking to ensure against Interference with existing
networks using those same unlicensed bands (e.g. Wi-Fi, Other 2.4 G/5GHz deployments)

AT&T Response:
AT&T has no plans to use unlicensed bands in our macro network.

In the AT&T Mobility network, small cells operate in conjunction with our larger macro mobility network to
augment the coverage that larger cell towers provide.

Small cells come in various sizes and strengths. Each includes smart software that helps it operate with our
existing macro mobility network and integrate with our other core networks through broadband technologies.

This software has Sel-Organizing Network (SON) capabilities that enable the small cells to automatically adjust
1o their surroundings. By combining these capabilities with other SON techniques that we use in our macro
network, we can automatically add coverage and capacity where we need to serve our customers’ voice and

data needs.

9, Use of Wi-Fi in Cellular Services
Describe how you use Voice/Data/Text over Wi-Fi, the nature of the Wi-Fi services you would use, how the decision
is made to use Wi-Fi versus cellular, and the impact WI-Fi use will have on billable traffic.

1. Do you offload traffic onto Wi-Fi Networks?

AT&T Response:

AT&T's Wi-fi calling service is cellular preferred. The device will seek alternative networks when the signal
strength on the cellular network is below a standard strength. Wi-Fi is used for voice calls only when weak or no
cellular coverage or when traveling outside the U.S.

2. Indicate the approximate percentage of Wi-Fi usage for your total wireless network traffic over the following
types of Wi-Fi networks:

~  Wi-Fi Networks built and maintained by you- Voice __ % Data__ %
- Wi-Fi Networks from certified 3™ Party providers
(e.g. Boingo, Cable Companies, etc.})- Voice ___ %Data_ %
Customer Wi-Fi Networks- Voice __ % Data___%
- Any open and avallable Wi-Fi network- Voice __ % Data__ %
AT&T Response:
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Wi-Fi Calling will work on customer provided Wi-Fi networks with proper security configurations.

3GPP Standard architecture approach - ePDG/S2b - allows VoLTE devices to connect to operator EPC & IMS core
networks via Internet Wi-Fi access. Wi-Fl calling based on VoLTE design (requires HD Voice service) — IR.92 (ITUT-
G722.2}), AMR-WB codec. Architecture based on 3GPP standard —3GPP 23.402 Un-trusted Non-3GPP Access.

WiFi calling can be open or restricted, depending on the nature of the network. Public networks, secure WiFi
and enterprise networks requiring authentication are all accessible with proper security configuration.

3. How is the service choice made to use cellular versus WI-Fi, and which Wi-Fi network to choose if there are
multiple options available?

AT&T Response:

AT&T's W-fi calling service is cellular preferred. The device will seek alternative networks when the signal
strength on the cellular network is below a standard strength. Wi-Fi is used for voice calls only when weak or no
cellular coverage or when traveling outside the U.S.

4. Are any of the following traffic types sent over Wi-Fi charged against the user’s service plan?
- Voice?
- Data?
- Text (SMS/MMS)?

ATE&T Response

Domestic calls made or received via Wi-Fi calling within the US, Puerto Rico, and US Virgin Islands will not incur
additional charges {excluding calls to 411 and other premium numbers) and will not impact voice call airtime
usage. Calls made to international numbers will incur international long-distance charges bhased on your existing
rate plan or international package. Text messages sent or received using AT&T Wi-Fi calling are charged under
your existing rate plan or international package.

10. Public Safety Wireless Priority Service (WPS) - For Bidders Offering Public Safety Services

Describe your ability to provide Wireless Priority Service (WPS) voice services for State employees with critical job
duties and responsibility for responding to disaster/emergency events.

We support the government Wireless Priority Service (WPS) program by giving first responders priority access to the
mobility voice network during disasters when networks experience heavy use. For more information on eligibility
and usage, visit https://www.dhs.gov/wireless-priority-service-wps.

1. Describe the general mechanism by which the network will prioritize WPS user calls (e.g. Will public network
volce calls In progress be terminated to allow WPS calis to be connected?)

AT&T Response:

WPS is a priority telecommunications service that improves the connection capabilities for authorized public
safety and national security and emergency preparedness (NS/EP) cell phone users. In the event of congestion in
the wireless network, an emergency voice call using WPS will be given priority in the call queue for the next
available channel. WPS calis do not deny the general public’s use of the cellular network.
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2, Can public safety officials disable calling for the general public to ensure WPS access for first responders?

AT&T Response:

They are prioritized in the queue, but consumer calls are not disabled.

3. What happens when a base station or other network element becomes overloaded with WPS calls?

AT&T Response:

WPS calls do not preempt calls in progress or deny the general public’s use of the cellular network

4, Define the range of devices supported.
AT&T Response:
AT&T offers a wide variety of equipment that is compatible with WPS.

5. Does the service operate on 2G, VoLTE, or both?

AT&T Response:
WPS is supported on 3G and VoL TE

6. Do you provide enhanced reporting to public safety agencies regarding WPS availability, dropped calls,
performance, etc.?

AT&T Response:

FirstNet Local Control gives Public Safety Entities near-real-time insight into the FirstNet network and local
environmental conditions, including network status and alerts, weather and traffic conditions.

7. Describe the type of back-up and recovery measures that are included as part of WPS,

AT&T Response;
AT&T’s back-up and recovery measures are managed by AT&T's Network Disaster Recovery Team.

8. Do you have the ability to augment coverage/capacity with deployable assets during events/disasters?

AT&T Response:

Yes, but the coverage provided with deployables Is supported as part of the FN services to extend AT&T/FirstNet
coverage. WPS as a service is supported on the FirstNet core.

9. Detail levels of user priority defined and procedures required in applying for and inltiating WPS for » user.

ATET Response:

All user requests for WPS service must be authorized by DHS/Office of Emergency Communications (OEC).
Priority levels for WPS users are assigned by the Department of Homeland Security. When a WPS call is invoked
AT&T will treat the call with the priority level assigned by DHS.

10. Confirm your ability to activate equipment and WPS within 24 hours after request in the event of a State of
Disaster/Emergency.
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AT&T Response:
AT&T has a deployables strategy and process far FN agencies in the event of a disaster/emergency.
Overall AT&T Response for WPS:

WPS as a Department of Homeland Security service that provides end-to-end voice priority over the AT&T 3G
and 4G LTE networks, including interoperability with other carriers. It is voice only service invoked by dialing
*272 before a call and offers 5 levels of priority, with level 1 as the highest. Each level has a defined set of users:
level 1 executive leadership and policy makers, level 2 disaster response/military command and control, level 3
public health, safety, and law enforcement command, level 4 public services/utilities and public welfare and
level 5 disaster recovery. Customer qualification is managed by the Office of Emergency Communications.

WPS supports federal, state, local, tribal and territorial governments; public safety and emergency responders;
industry partners who are responsible for maintaining the Nation’s critical infrastructure; and other authorized
users. Typical WPS users are responsible for the command and control functions critical to management of and
response to national security and emergency situations. WPS is administered and authorized for use by the
Department of Homeland Security {DHS), Office of Emergency Communications (OEC}). The OEC requires
organizations have a single point of contact (POC) who submits WPS requests online,

Wireless Priority Service (WPS}: Only available to individuals authorized by the Department of Homeland
Security (DHS), Office of Emergency Communications (OEC).

WPS is available on the AT&T GSM network (e.g. 3G and 4G LTE networks). WPS is not available in all areas; visit
https://www.dhs.gov/wps and contact your AT&T account representative for complete details regarding
availability. WPS provides end users with the ability to be put in a queue for the next available resource. AT&T
makes no assurance regarding waiting times associated with WPS, nor can AT&T ensure that WPS calls will be
connected.

11. National Broadband Public Safety Networks (NPSBNs} - For Bidders Offering Public Safety Setvices

Describe your plans for deploying FirstNet or FirstNet-like (i.e. National Broadband Public Safety Network) solutions
for providing priority data and video service to State employees with critical job duties and responsibility for
responding to disaster/emergency events.

Service Overview

1. Will the priority NPSBN service operate over a fully separate radio access (RAN) and evolved packet core
(EPC} network, and if not, what elements will be shared with the public wireless network. Are those
plans expected to change in the foreseeable future?

AT&T Response:

The FirstNet network platfarm will share the AT&T existing cell site infrastructure, including eNodeB baseband
unit, antenna and coax, backhaul fiber and routers, core transport, external connectivity and service
infrastructure, Operations Support Systems (0SS,) Business Support Systems (BSS), aperations and care
functions. Network elements and functions in the Evolved Packet Core (EPC), such as Mobility Management
Entity (MME), Home Subscriber Server (HSS), and System Architecture Evolution-Gateway (SAE-GW), will be
dedicated to the Nationwide Public Safety Broadband Network (NPSBN).

AT&T operates a nationwide, 3GPP-defined (3rd Generation Partnership Project) standards-based LTE network
and is a participating member of 3GPP and the range of relevant standards organizations.
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2. Inshared network elements, describe the specific mechanisms by which public safety traffic will be
prioritized over other public network traffic in both wireless and wired portions of the network.

ATE&T Response:

The following figure provides a high-level view of AT&T and FirstNet common network elements. The figure
illustrates an architecture where the NPSBN will be depioyed using current AT&T architecture, infrastructure to
include dedicated (FirstNet), and shared (AT&T and FirstNet) assets. Items are color-coded to depict whether
network assets are shared (blue), dedicated (orange), or a hybrid (blue/orange).

[., a2 S N A6 3 Spmar ¥ b o0 g prna,

.

AT&T uses 4G Long Term Evolution (LTE) standard configuration features to assign and manage priority
so FirstNet users can connect and remain connected to the FirstNet network.

Access Class Barring (ACB} is the first line of defense in ensuring that high-priority users such as public safety can
access the network. In tases where thousands of subscribers are attempting to access a cell site simultaneously,
the site becomes so overwhelmed with connection requests that it does not have the resources to deal with all
the users. In these situations, the network automatically invokes ACB based on congestion levels. ACB enables
High Priority Access users to connect to the celi site, and prevents lower priority users from continually trying to
connect to the network by forcing them to wait for some period of time before re-attempting to connect.
Automated Access Class Barring {Auto ACB) is an always-on feature of the AT&T/FirstNet network which invokes
ACB without manual intervention as soon as certain congestion/connection attempt thresholds are reached.

Quality of Service Class Index is a standards-based LTE network configuration parameter that tells the network
how to prioritize and handle a particular data connection. A QCl value is assigned to a particular voice or data
bearer {connection); a user could have different QCls assigned to their volce calls, to data connections to a
particular application, or to their general/Internet data connections.

Allocation and Retention Priority {ARP) is a standards-based LTE network configuration parameter that sets a
priority level for a user to access resources from the network. ARP values are from 1-15, with a lower value
representing “higher” priority.

Preemption Capability Indicator (PCI) and Preemption Vulnerability indicator (PVI) are standards-based LTE
network configuration parameters that indicate a user’s ability to preempt others or be preempted. PCl and PVI
can be configured on a per-bearer (channel) basis for different network services.
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3. Describe the range of capabilities available to support Quality of Service {QoS) for different classes of
public safety traffic (e.g. voice, video, PTT/MCPTT, priority data, best effort data, background data, etc.),
and what modifications would be required on end user devices or servers to mark traffic so that it would
be assigned to the correct QoS priority level.

AT&T Response:

FirstNet will provide public safety users with an evolving set of Quality of Service, Priority and Preemption (QPP)
capabilities that will exceed anything previously available to public safety. QPP capabilities will continue to
evolve over the next several years, with the addition of mission-critical services and priority levels. These
features provide public safety users with assurance of network access whenever they need it.

Classes of priority for public safety are as follows:

¢ Extended Primary User (default]: No High Priority Access (HPA); general user Allocation and
Retention Priority {ARP) level; general user Quality of Service Class ldentifier (QCI); no Preemption
Capability; Preemption Vulnerability

* Extended Primary User with Enhanced Priority: HPA; enhanced ARP level; enhanced QCI; no
Preemption Capability; Preemption Vulnerability

* Primary User Level: HPA; enhanced ARP level; enhanced QCJ; Preemption Capability; no Preemption
Vulnerability

* Incident Level (for Primary or Extended Primary/temporary only): HPA; higher ARP priority than
Primary User; enhanced QCI; Preemption Capability; no Preemption Vulnerability

Qualified Users Comments

Priority Title

incident Priority | All FirstNet User | No additional charge Reached using the
Uplift Request Tool
only; Requires a
FirstNet (black) SIM
Primary User First Responders | No additional charge; Can be set through
Level {Primary) Only Not available to Local Control; Can be
Extended Primary users | available on the
AT&T or Firsthet SIivi
Extended Extended $7.50/month Can be set through
Primary User Primary Users Local Control; Can be
with Enhanced | Only available on the
Priority AT&T or FirstNet SIM
Extended Extended No additional charge Default setting for
Primary User Primary Users Extended Primary
with Best Effort | Only Users; Can be
(default) available on the
AT&T or FirstNet SIM

Uplift Request Tool

Overview:
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Web-based, tablet-ready tool that allows Uplift Managers to uplift any phone number of the FirstNet CORE
network. (This is indicated for a device by having the FirstNet (black) SIM.)

* Can be used intimes of congestion or critical emergency situations.
* (Can be set for a duration of 24 hours at a time, extended up to 14 days in one event,
* May have multiple Uplift Managers connected to one request.

*  Uplift requests are not agency-specific. The tool allows any Uplift Manager to uplift any eligible
telephone number.

4. What radio frequency band(s) will your public safety service be operating on? Are there plans to change
or expand that list?

ATE&T Response:

On February 22, 2012, the U.S. Congress enacted the Middle Class Tax Relief and Job Recovery Act of 2012,
which directed the FCC to allocate the D-Block {758-763 MHz / 788-793 MHz) to public safety foruse in a
nationwide broadband network. Band 14 is being deployed to support public safety.

5. Atany point do you plan to offer a physically separate public safety RAN {please provide your definition
of “physically separate”} using Band 14, and will public safety officials have the abllity to preempt access
to those radio network resources from the general public in the event of an emergency or disaster?

ATE&T Response:

FirstNet service is provided using the FirstNet Evolved Packet Core, which is dedicated solely to Public Safety
Entities subscribed to FirstNet and their Authorized Users. The FirstNet Evolved Packet Core is physically
separate from the core network architecture used by AT&T to serve its commercial wireless customers. The
FirstNet Evolved Packet Core is not used by commercial customers.

The AT&T commercial core and the FirstNet Evolved Packet Core share the same RAN. FirstNet is available on ail
of AT&T’s LTE bands, including Band 14.

Since the FirstNet Evolved Packet Core is physically separate from the AT&T commercial core, the FirstNat
Evolved Packet Core’s capabilities may not be the same as the capabilities of the AT&T commercial care. A
current list of the different capabilities of the FirstNet Evolved Packet Core and the AT&T commercial core, as
well as the planned availability of additional features on the FirstNet Evolved Packet Core, can be found at

firstnet.com/features.

Public safety officials wlll have the ability to preempt access to the radio network resources from the general
public in the event of an emergency or disaster.

6. Describe the availability of compatible end devices for your public safety services, and identify any
potential changes to your network offering (e.g. migration to Band 14} that would require device
upgrades, and the scale of those upgrades {e.g. New SIM, Other hardware update, device replacement,

etc.).
AT&T Response:

Public Safety Entities and their Authorized Users can choose from a broad portfolio of commercially available
devices and accessories to meet the demands of administrative personnel and front line first responders. The
portfalio includes choices from premium smartphones, rugged smartphones and feature phones, tablets,
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laptops, wearables, trunk mounted modems/routers, and accessories {remote speaker mics, cases, covers,
headsets, etc.). Customers will be able to choose devices that are on the Android, i0S, or Windows operating
systems. FirstNet equipment is certified by AT&T.

Available FirstNet equipment includes FirstNet Capable and FirstNet Ready devices.

“FirstNet Capable” refers to a device that, either out-of-the-box or with an original equipment manufacturer’s
update: (a) utilizes a FirstNet SIM; (b) auto-provisions the proper IMS services after SIM installation; (c) supports
High Priority Access {(HPA); and {d) appears on the Nationa! Institute of Standards and Technology (NIST) List. A
FirstNet Capable device may need to be unlocked prior to use with FirstNet.

“FirstNet Ready” refers to a FirstNet Capable device that, out-of-the-box: (a) utilizes a FirstNet SIM; (b} auto-
provisions the proper IMS services after SIM installation; (c) supports HPA, all AT&T commercial LTE Bands and
Band 14; (d) meets band priority selection technical requirements; and (e) and appears on the NIST List.

7 Does this page from the FirstNet Web Site <https://www.firstnet.com/devices> represent the complete
list of FirstNet Certified Compatible devices?

AT&T Response:

The devices listed on the FirstNet web site reflect those FirstNet capable devices that have completed AT&T's
Device Acceptance process and are certified as compatible with the FirstNet Evolved Packet Core (EPC) and the
FirstNet SIM card.

Devices that have been certified by AT&T but are not compatible with the FirstNet EPC are also eligible to be
used by a FirstNet user on AT&T’s commercial core with an AT&T SIM card. These devices are not listed on the
FirstNet web site, but can be found at http://www.att.com and https://marketpiace.att.com/certified-devices.
Additional devices may be compatible that are not listed at either site.

8. Describe what happens when all public network traffic has been preempted and the network becomes
overloaded with public safety traffic.

AT&T Response:

AT&T has engineered most of its cell sites with the ability to support thousands of users simultaneously. If the
network becomes overloaded, public safety traffic will overflow from Band 14 to AT&T's ather LTE bands and
preempt commercial subscribers on those bands. In the unlikely event that all LTE bands are full of public safety
users, those users on the network could see reduced throughput and other public safety users may not be able
to immediately access the network.

Service Offerings and Perfor ran Expectations

9. Voice Telephony: What are you plans, timetables and proposed technologies to offer wireless voice telephony
services on your public safety network, and will it be carried with appropriate QoS?

AT&T Response:

AT&T provides public safety high priority access on VoLTE calls and maintains QoS traffic classes for FirstNet
subscribers. If a FirstNet subscriber also subscribes to Wireless Priority Service which is managed by the
Department of Homeland Security, the voice priority is extended to participating carrier networks in the WPS
program by invoking the prepend of *272.

MA145-1 Wireless Data, Voice and Accessories Attachment L: Network Technology Questionnaire 20



10. Video: What are you plans, timetables and proposed technologies to offer wireless video services on your public
safety network, and will it be carried with appropriate QoS? As video calls may be originated from a laptop, how
will the user signal to the network that this is a video call so that appropriate QoS handling can be applied?

AT&T Response:

Video is supported on the FirstNet network. The FirstNet subscriber’s traffic is prioritized according to the user’s
profile, so no actions are required by the subscriber to signal to the network that this is a video call.

AT&T is dedicated to working with video surveillance and camera technology manufacturers, biometrics
monitoring technology manufacturers, and other technology manufacturers at the forefront of providing first
responders with the tools to provide better situational awareness and outcomes.

Streaming video and audio services as an over-the-top {OTT) solution are currently available utilizing 3GPP
version 10+ and other standards as applicable. Users can view video from the internet or other local content

sources.
AT&T can support multiple video bit rates, but the actual bit rates are influenced by multiple factors. These
factors include the capabilities of both the client and the server, capacity of the CPU and memory, network
availability and more.

The Best Practice recommendation Is to use an adaptive bit rate strategy to deliver streaming video over
wireless networks. AT&T supports adaptive bit rate streaming (ABR or ABS), a technology designed to stream
files efficiently over HTTP networks.

Multiple files of the same content, In different size files, are offered to a user’s video player, and the client
choaoses the most suitable file to play back on the device.

It was designed to help improve streaming by delivering the right content under the circumstances, considering
the specific device and the specific network condition, decreasing the need for rebuffering.

Video data is measured in bits per second, known as the bit rate. Adaptive bit rate streaming adjusts the bit rate
of files being streamed according to the capability of the connection.

ABR dynamically tracks CPU and memory capacity and adjusts video quality to match. The source video is
encoded at varying bit rates on the server side, and those video files are then divided into small segments.
Segment length can vary, but typically they run between one and 10 seconds, and sometimes those segments

may also be broken down into even smaller segments.

Most video players now support ABR. The logic in the player on a user’s device can choose among the different
bit rate segments offered in the video’s manifest file, picking the segments that best match the bandwidth on
the user’s device at that moment.

The player starts by requesting the lowest bit rate segments offered. If the player client determines the
download speed exceeds the bit rate of the initial segment, it will request the next higher bit rate segment, until
the current bitrate segment and the available bandwidth are a good match, and the player will continue to
request segments at that bit rate, until the bandwidth changes. If everything is working correctly, the user will
have a smooth viewing experience under a variety of network conditions.

11. Broadband Data Performance Expectation/Guaraniee:
- How many levels of priority data services (e.g. Critical, High Priority, Best Effort, Background
Data, etc.) will be offered, and how will user devices signal to the network the QoS level that

should be applied to each session?
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AT&T Response:

AT&T supports both high priority access, data prioritization, and preemption for Primary Users at no additional
charge. Extended Primary Users have the option to purchase priority access and data prioritization. If the public
safety user is connected to the FirstNet evolved packet core, the following incident level priority settings are
available for temporary treatment:

* Extended Primary User (default): No HPA; general user ARP level; general user QCI; no Preemption
Capability; Preemption Vulnerability

* Extended Primary User with Enhanced Priority: HPA; enhanced ARP level; enhanced QCl; no
Preemption Capability; Preemption Vulnerability

*  Primary User Level: HPA; enhanced ARP level; enhanced QCl; Preemption Capability; no Preemption
Vulnerability

« Incident Level {for Primary or Extended Primary/temporary only): HPA; higher ARP priority than
Primary User; enhanced QCI; Preemption Capability; no Preemption Vulnerability

- Uplink/Downlink Data Rates {Peak, Sustained, Cell Edge) and Latency for each QoS level
supported.

AT&T Response:

AT&T makes no commitment regarding performance expectations for upload and download data rates or
latency.

Internet speed claims represent maximum network service capability speeds. Actual customer speeds may vary
and are not guaranteed. Actual speeds vary based on factors including site traffic, content provider server
capacity, internal network management factors, device capabilities and the use of other AT&T services.

—

Download Upload
LTE 10mbps 10mbps
Data or or
Service over*** over***

*** Service performance may be affected by your proximity to a cell site, the capacity of the cell
site, the number of other users connected to the same cell site, the surrounding terrain, radio
frequency interference, applicable network management practices, and the applications you use.

Impact on network performance in Network Overload Conditions
AT&T Response:
There are three different resource constraints that can trigger preemption in the FirstNet network:
» The celi site can’t accept any more users and a FirstNet user needs to get on the network
s There are no more available VoLTE voice call channels available to make a call

» There are no more general data channels available to make a data connection
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If any of these resource limits are reached, commercial users may be preempted to free up those resources fora
FirstNet user. Preemption is the ability to take away an existing network connection or resource from a user who
is already connected in favor of a higher priority (FirstNet) user when needed.

FirstNet employs “ruthless preemption”, which is the ability to revoke network connections or resources from an
already connected user as soon as it is needed, even if the connected user is in the middle of a communications
session. By contrast, “graceful preemption” would only revoke the resource when it was no longer in use. For
example, FirstNet’s ruthless preemption would cut off a commercial user in mid-phone call to give that resource
to a public safety user, rather than waiting until that phone call was completed to give the resource to a public
safety user. Ruthless preemption does not apply to commercial users making 911 calls,

12. Text: Describe the text capability that will be offered with your NPSBN, specify if it is separate from the public
SMS/MMS service, the typlcal and maximum message delivery delay, and any particular features it provides for
public safety users.

AT&T Response:

AT&T Message Archiving enables Customers to store short message service {“SMS”) text messages and/or
multimedia messaging service {“MMS”) messages {(“Messages”) sent from or received by text enabled devices
subscribed by Customer on the AT&T Mobility network.

13. PTT: Describe the capabilities of your current push-to-talk (PTT) service including interface to existing LMR
systems.
ATE&T Response:

ATRT Enhanced Push-to-Talk ("EPTT"} provides Authorized Users an instant voice communication, allowing them
1o efficiently communicate with individuals or large groups of people at the push of a button. AT&T EPTT is
particularly well suited for Authorized Users in leadership roles, as well as others doing time sensitive work,
where instant or group oriented communication is essential to an effective response to a critical situation. As the
capabilities, capacity and coverage of the NPSBN Increase, AT&T EPTT will continue to enhance and optimize
Authorized Users’ group communications services. AT&T EPTT provides exceptional reliability, fast call
performance, and crisp voice quality, and can be integrated with two-way radio systems at the network level.

14. MCPTT: Describe you plan and timetable for introducing Mission Critical PTT (MCPTT) services:
= QOverall plans and timetables

ATE&T Response:

ATRT FirstNet will begin delivery of Mission Critical Services, as defined by the 3GPP standards body, starting in
2019 with PTT and follow on updates through 2023 with additional services and features like proximity based

services and multicast services.
- Additional features to be provided with MCPTT

AT&T Response:

Available over FN Nationwide Deployment to maximize coverage
* Integrated, high priority service in the FirstNet Enhanced Packet Core
» Excellent Audio Quallty

» Instantaneous PTT performance
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* In-Building PTT Services* (Wi-Fi, Proximity Service in the future)
= Network Level QoS, Priority and Preemption (QPP) capabilities
* 3GPTT Standards Based PTT Salution for the Public safety Market

- Availability of direct peer-to-peer wireless device connectivity.

Proximity based services will begin delivery in 2020 with device networking likely to follow 2021-2022 to
complete all off-network requirements
Ability of MCPTT devices to continue to operate on a direct peer-to-peer basis if the cellular
base statlon is disabled.

AT&T Response:
Off-Network capabilities are part of the proximity based services (ProSe}) starting late 2020.

Please describe what functions or capabilities would be lost in the event that the service cell site
becomes inoperable.

Today, loss of coverage impacts service availability. Off-Network solutions are part of the MCPTT roadmap and
will impact both the network and the device. Device and network components are not yet available to AT&T at
this time. We expect to see the start of these services in later in 2020.

Service Level Agreements

15. is there a specific, defined SLA for public safety customers? If so, please describe in detail.
AT&T Response:

FirstNet Local Control gives Public Safety Entities near-real-time insight into the FirstNet network and local
environmental conditions, including network status and alerts, weather and traffic conditions.

Interoperability

16. Describe the level of interoperability between your solution and other celiular-based NPSBNs, FirstNet or
other, for:

a} Voice Telephony (When Offered): Will public safety priority and QoS traffic classes be maintained
for calls passing between different carriers’ networks?

AT&T Response:

AT&T provides public safety high priority access on VoLTE calls and maintains QoS traffic classes for subscribers
on the AT&T network. If an FirstNet subscriber also subscribes to Wireless Priority Service which is ma naged by
the Department of Homeland Security, the voice priority is extended to participating carrier networks in the
WPS program by invoking the prepend of *272,

b} Video Service: Wil public safety priority and QoS traffic classes be maintained for video
connections passing between different carriers’ networks?
AT&T Response:

No, it will not.
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¢) Broadband Data: Describe how public safety priority and QoS traffic classes will be maintained for
traffic passing between different carriers’ networks?

AT&T Response:

No, it will not.

d)} Text: Will NPSBN text services interoperate with users on other NPSBNs, and what other text
services (e.g. SMS/MMS/RCS, Apple Messages, WhatsApp, etc.) can it exchange messages with.
AT&T Response:

Yes, NPSBN tfext services will interoperate with users on other cellular networks. FirstNet users can send SMS
and MMS messages to users on other networks that support intercarrier messaging, as well as internet-based
messaging services that only rely on a data connection such as Apple iMessage and WhatsApp.

e} PTT: Describe interoperability between PTT users served on different carriers’ networks, including
stations that are in the same broadcast group.
ATE&T Response:

MCPTT interworking 3GPP standards are not yet complete, with regard to MCPTT interoperability. We expect
completion by the end of 2019. Product availability is expected late 2020 or early 2021. AT&T Is working with
industry partners to solve basic interoperability needs but complete standards based inter-MCPTT system
interoperability is still in the early stages of design.

f)} MCPTT: Describe interoperability between MCPTT users served on different carriers’ services,
including stations that are:
o Communicating through their cellular base station

o Communicating directly with one another {through Proximity Services) o In the same

broadcast group.

ATE&T Response:

MCPTT interworking 3GPP standards are not yet completed, with regard to MCPTT interoperability. We expect
completion in by the end of 2019. Product availability is expected late 2020 or early 2021. AT&T is working with
industry partners to solve basic interoperability needs but complete standards based inter-MCPTT system
interoperability is still in the early stages of design.

Network Management and Control

17. Does the vendor support a separate 'Portal' for public safety users?

AT&T Response:

FirstNet Publlc Safety Entities and their Authorized Users have exclusive access to FirstNet Local Control, a portal
that allows Customers to manage their Authorized Users, services and billing.
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18. Does the vendor provide the ability for public safety customers to monitor network performance in real-
time and a mechanism to communicate directly with network operations personnel during times of
crisis?

AT&T Response:

FirstNet Local Control also gives Public Safety Entities near-real-time insight into the FirstNet network and local
environmental conditions, including network status and alerts, weather and traffic conditions.

First Priority™ Incident Management provides Primary User Public Safety Entities’ designated and authorized
communications managers (“Incident Managers”) the ability to modify the relative priority and preemption
capabilities of the Authorized Users of both Primary User and Extended Primary User Public Safety Entities
equipped with First Priority™ through the use of the First Priority™ Incident Management portal. Authorized
Incident Managers may access First Priority™ Incident Management portal through FirstNet Local Control.

18. Will government agencies have the ability to totally preempt public network voice/data/text traffic on
shared elements in extreme circumstances to ensure public safety users maintain network availability at
alf times?

AT&T Response:
FirstNet built with AT&T offers public safety the benefits of a dedicated Evolved Packet Core {EPC) network.

In addition, First Priority™, which enables priority and preemption capabilities, is availabie for eligibie public
safety on the FirstNet EPC. Priority keeps first responders from having to com pete with non-emergency users for
a network connection. Preemption helps ensure that public safety has the bandwidth [t needs by routing others
off the network. This works like detouring vehicle traffic off the highway to make room for emergency
personnel.

Security, Reliability and Hardening Measures

20. Describe the security measures and standards employed for both traffic and control messages on both
wired and wireless portions of the networlk.

ATET Response:

FirstNet incorporates the security policy mandates of AT&T and the FirstNet Authority, as well as applicable
regulations and legislation, to protect public safety user information and resources from unauthorized access,
disclosure, corruption, or service disruption. This security policy is applicable also to FirstNet devices,
applications, and services. Most importantly, the FirstNet core has a dedicated Security Operations Center that
uses AT&T’s entire global threat management toolset and works 24x7x365 to help protect FirstNet traffic.

Using the AT&T network backbone, the FirstNet network provides 3GPP-prescribed security mechanisms for
authentication, privacy, anti-replay protection, and access control. In addition, AT&T continually scans the
elements that make up the FirstNet network and helps protect the ingress and egress points for Distributed
Denial of Service (DDoS) attacks, malware, and spam.

Key features of the cybersecurity solutlon include:

*  Highly secure carrier class facilities: Provide controlled and alarmed access to physical facilities by
authorized personnel, and in many cases 24x7x365 video surveillance of facilities. Redundant and
diverse power sources using DC battery backup and diesel generators are available at many sites,
where appropriate.
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* Inherent wireless security in the network architecture is an important aspect. This includes device
level SIM authentication; device to eNodeB, signaling, network access, and user plane encryption,
integrity, and anti-replay protection using 128Bit EEA and EIA, as prescribed by 3GPP; and VoLTE SIP
authentication and signaling encryption.

» A mature threat management system monitors all IP header traffic — collected, stored, and assessed
in real time. This reduces remediation cycle time through event correlation and incident
management - traffic anomalies are identified and assessed by forensics experts and attacks are
identified and countermeasures are deployed to mitigate potential losses.

* Common Backbone (CBB): FirstNet traffic is carried on a high availability, highly secure, high capacity
IP/MPLS CBB transport with appropriate markings to provide priority and Quality of Service {QoS)
throughout the network. The IP/MPLS infrastructure consists of a meshed connectivity Layer 3 for
alternate path re-routing and no Single Point of Failure (SPOF) in the Core IP network. Each major
node Is connected to a minimum of two other nodes. Backbone (IP Core) routers are installed in
pairs, with long-haul backbone facilities divided among the backbene routers to avoid SPOFs to
provide network continuity even in the event of a facility failure. All routers are depioyed in resilient
configurations with redundant power supplies and redundant processors.

» Control Plane: Security measures on the control plane include rate limiting traffic for control plane
processing and disabling CPU impacting and non-essential traffic.

* Management Plane: On the management plane, there is a scalable and refiable Terminal Access
Controller Access-Control System Plus (TACACS+) for AAA (Authentication, Authorization, and
Accounting) solution.

¢ Redundant Design: The backhaul and Core network include a redundant design for cell site backhaul
(CSBH} and AT&T common backbone (CBB) transport and for satellite transport.

*  Security Encryption: All the 3GPP-mandated features for security and encryption will be
implemented on the S1-MME interface.

21. Describe the overall network hardening for public safety services, and approach to meeting NPSTC
public safety grade standards. Including but not limited to: battery backup, backup generator,

redundant backhaul, etc.
AT&T Response:

AT&T's Radio Access Network (RAN) solution infrastructure is engineered using a variety of measures to
include, but not limited to, adherence to applicable local, state and Federal standards and building
codes at the time of construction or renovation, including standards and codes concerning seismic,
weather or other localized hazards. Additional measures include: established densification in urban and
suburban areas to create site overlap, permanent batteries at all sites, permanent generators at critical
sites, physical access control to all sites, and special hardening and location of critical sites, where
reasonable and appropriate, recognizing local hazards such as hurricanes, tornadoes, earthquakes,
flooding and wild land fires to ensure that the network is engineered to increase survival in the face of

such hazards.

The standard for all ATRT sites is: (1) If a site does not have a generator it will have a minimum of four
hours of battery backup; {2) If a site does have a generator it will have a maximum of three strings of
batteries {approx. two hours) to hold the site while the generator starts and gets up to full operational
output; {3) All sites have a loss of commercial power alarm to monitor sites.

MA149-1 Wireless Data, Voice and Accessories Attachment L: Network Technology Questionnaire 27



AT&T’s transmission systems strategy is to use our existing Internet Protocol/MultiProtocol Label
Switching (IP/MPLS) network to form a seamless interoperable Nationwide Public Safety Broadband
Network (NPSBN). Our IP/MPLS infrastructure has been designed for maximum performance,
comprising a meshed connectivity Layer 3 for alternate path re-routing and no Single Point of Failure
(SPOF) in the core IP network. Each major node is connected to a minimum of two other nodes,
Backbone (Core) routers are installed in pairs, with long-haul backbone facilities divided among the
backbone routers to avoid SPOFs to provide network continuity even in the event of a facility failure. All
routers are deployed in resilient configurations with redundant power supplies and redundant
processors. AT&T follows an end-to-end priority and marking scheme in order to provide a consistent
Class of Service (COS) treatment across RAN, Cell Site BackHaul (CSBH), Common Backbone {CBB),
Evolved Packet Core (EPC), and Universal Signaling Platform/IP Muitimedia Subsystem (USP/IMS)
networks.

22. Does the vendor have the ability to augment coverage/capacity with deployable assets du ring
events/disasters?

AT&T Response:

Yes. AT&T owns and operates a fleet of over 500 terrestrial Cell On Wheel (COW) and Satellite Cell On
Light Truck (SatCOLT) deployable assets designed to augment coverage and ca pacity for its network
during events/disasters.

23. How would public safety or other government agency requests for those deployable assets be
priaritized over public network services in an emergency or disaster situation?

AT&T Response:

AT&T will continue to provide assets responding to mutual aid requests from its fleet of over 500
terrestrial deployables. In addition, during emergency situations or planned events where replacement
coverage and capacity are required, FirstNet and AT&T will evaluate the request, and when su pported,
AT&T will provide one of the 72 FirstNet-dedicated deployables during events/disasters.

24. Does the vendor support local agencies purchasing their own cellular equipment to turn up' additional
capacity when/where needed.

AT&T Response:

Yes. AT&T sells deployable solutions for both coverage replacement and cove rage extension,
Deployable Solutions are provided consistent with AT&T's National Security Emergency Preparedness
{NSEP) Emergency Preparedness Plan. Deployable Solutions requires pre-alignment with the AT&T RAN
organization on frequencies.

User Classification, Authorization and Onboarding

25. Detall classes of user priority defined and procedures required In applying for and initiating public safety
priority service for a user as well as the mechanism for device provisioning and management in both
day-to-day operations and during critical incidents.

AT&T Response:

Classes of priority for public safety are as follows:
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= Extended Primary User (default): No HPA; general user ARP level; general user QCl; no Preemption
Capability; Preemption Vulnerability

* Extended Primary User with Enhanced Priority: HPA; enhanced ARP level; enhanced QC!; no
Preemption Capability; Preemption Vulnerability

*  Primary User Level: HPA; enhanced ARP level; enhanced QCI; Preemption Capability; no Preemption
Vulnerability

¢ Incident Level {for Primary or Extended Primary/temporary only): HPA; higher ARP priority than
Primary User; enhanced QCI; Preemption Capability; no Preemption Vulnerabifity

Price Comments

Priority Titl'r: Qualified Users

Incident Priority | All FirstNet Users | No additional charge | Reached using the
Uplift Request Tool
only; Requires a
FirstNet (black) SIM
Primary User First Responders | No additional charge; Can be set through
Level (Primary) Only Not available to Local Control; Can be
Extended Primary users | available on the
AT&T or FirstNet SIM
Extended Extended $7.50/month Can be set through
Primary User Primary Users Local Control; Can be
with Enhanced | Only available on the
Priority AT&T or FirstNet SIM
Extended Extended No additional charge Default setting for
Primary User Primary Users Extended Primary
with Best Effort | Only Users; Can be
(default) available on the
AT&T or FirstNet SIivt

Uplift Request Tool

Overview:

Web-based, tablet-ready tool that allows Uplift Managers to uplift any phone number of the FirstNet CORE
network. (This is indicated for a device by having the FirstNet (black) SIM.)

e Can be used in times of congestion or critical emergency situations.
*» Can be set for a duration of 24 hours at a time, extended up to 14 days in one event.
¢ May have multiple Uplift Managers connected to one request.

* Uplift requests are not agency-specific. The tool allows any Uplift Manager to uplift any eligible
telephone number.

26. Describe the process for'a user to use his/her personal mobile device to access the public safety
network services if required.

AT&T Response:
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Subscriber Paid Users are individuals who {a) are either (i) employees of a Primary User Public Safety Entity, or
(i) authorized, active auxiliary personnel affiliated with a Primary User Public Safety Entity who provide services
or perform functions on an occasional, volunteer basis that support the Public Safety Entity in the areas of law
enforcement, fire protection, emergency medical services {including emergency departments at health care
facilities}, emergency (9-1-1) call dispatching, or emergency management; and {b) establish a contractual
relationship directly with AT&T using an AT&T Wireless Customer Agreement (“WCA”) under which they
purchase a qualified FirstNet Plan (each, a “Subscriber Paid User Plan”}. Subscriber Paid Users are financially
responsible for payment of services provided under the WCA and the terms of the Subscriber Paid User Plans.
Eligible individuals must have their Subscriber Paid User eligibility verified in one of two ways:

Online Verification After Subscriber Paid User Activation

Eligible individuals associated with a Primary User Public Safety Entity that does not have a contract with AT&T
for the FirstNet Solution can activate FirstNet service in an AT&T-owned or AT&T authorized retail store by using
the following verification process: (a) providing the retail store representative with valid proof of eligibility (i.e., a
current badge or paystub or an AT&T-approved form of affidavit from their Primary User Public Safety Entity)
before activating a Subscriber Paid User Plan, and {b) successfully completing the eligibility verification process
found at www.firstnet.com/verify within 30 days after activation. Subscriber Paid Users who are vetted and
approved in this manner (i) will not be associated to their Primary User Public Safety Entity’s Subscriber Paid
Foundation Account Number (“FAN”) unless and until the Primary User Public Safety Entity contracts with AT&T
for the FirstNet Solution and requests that AT&T move the Subscriber Paid User to its Subscriber Paid FAN, and
{ii) will be subject to periodic audits on a regular, but not less than once per year, basis to identify any individuals
who are no longer an eligible employee or volunteer.

Arency Verification Before Subscriber Paid User Activation

Eligible individuals associated with a Primary User Public Safety Entity that already has a contract with AT&T for
the FirstNet Solution are required to be vetted and approved by the Primary User Public Safety Entity. Within a
reasonable timeframe after a Primary User Public Safety Entity contracts with AT&T for the FirstNet Solution, the
Primary User Public Safety Entity must designate a contact who will verify the Subscriber Paid User eligibility of
all individuals on the Primary User Public Safety Entity’s Subscriber Paid FAN (the “Subscriber Paid
Administrator”). The Subscriber Pald Administrator is responsible for: (a) using the FirstNet Local Control portal
to provide AT&T with the name and email address of, together with the correct Subscriber Paid FAN and any
other necessary information for, each eligible individual to enable AT&T to initiate the process such individual
will use to become a Subscriber Paid User and obtain a Subscriber Paid User Plan, and {b) performing pericdic
audits of existing Subscriber Paid Users who are associated with the Primary User Public Safety Entity’s
Subscriber Pald FAN as requested by AT&T on a regular, but not less than once per year, basis to identify any
individuals who are no longer an eligible employee or volunteer. AT&T reserves the right to limit a Primary User
Public Safety Entity's ability to vet and approve new Subscriber Paid Users until such audit is completed.

If it is determined that an individual is not a valid Subscriber Paid User {(whether because the individual cannot
be verified through the online process or loses eligibility for any reason), AT&T reserves the right to, in its sole
discretion, (a) suspend the individual’s FirstNet service, (b) migrate the individual to an AT&T consumer plan,
and/or {c) terminate the individual’s FirstNet service.

27. Confirm your ability to activate equipment and priority data/video services within 24 hours after
request in the event of a State of Disaster/Emergency.

AT&T Response:
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Yes, AT&T can activate a customer’s existing compatible equipment within 24 hours after a request is made via
FirstNet Customer Care, which is available 24x7x365.

Overall AT&T Response for FirstNet:

The FirstNet network platform provides unique value exclusively for public safety users. Building on a foundation
of flexible and competitively-priced voice, data, messaging, and standard communications services, FirstNet
provides a rich suite of public safety-focused solutions and mission-critical services. In subscribing to FirstNet,
the public safety community gets competitively-priced services with the critical and customized features and
products that public safety demands.

FirstNet wireless coverage will reach more than 99 percent of Americans, extending to 2.74 million square miles,
covering 76.2 percent of the continental United States. FirstNet will provide the same services, support, and
capabilities that are provided on the mainland to public safety responders in Hawaii and Alaska. FirstNet service
will also be provided on all five of the U.S. island territories. FirstNet Primary Users will receive priority access
and preemption across the entire nationwide LTE network and will also have access to on-demand deployable
solutions, for-purchase deployable solutions, and satellite devices to conduct public safety operations where the

terrestrial network does not reach today.

FirstNet will provide public safety users with an evolving set of Quality of Service, Priority and Preemption (QPP)
capabilities that will exceed anything previously available to public safety. QPP capabilities will continue to
evolve over the next several years, with the addition of mission-critical services and priority levels. These
features provide public safety users with the assurance of network access whenever they need it.

FirstNet provides an unprecedented set of deployable LTE capabilities available to serve public safety. Whether
in response to a planned high-visibility public event or a natural disaster, public safety agencies will have a broad
set of options to deliver high-speed wireless voice and data coverage when and where it is needed. FirstNet's
solution provides access to 72 dedicated FirstNet deployables, strategically pre-positioned with satellite and
backhaul capacity to provide coverage in the United States, and in the U.S. territories. During emergency
situations or planned events where replacement coverage and capacity are required, FirstNet and AT&T will
evaluate the request, and when supported, AT&T will provide the 72 dedicated deployables at no charge. In
addition, supplementary coverage through mobile satellite services and other deployable solutions can augment
coverage throughout the 56 states and territories. FirstNet will facilitate the staging and management of the 72
dedicated deployable units through a “ lending library” approach. AT&T also brings an existing fleet of hundreds
of Cell-On-Wheels (COWS) and Cell-On -Light Trucks (Colts). This fleet is deployed around the country for
network service restoration as part of standard daily activities. In addition AT&T’s Network Disaster Recaovery (
NDR) deployable units are Band 14 and satellite backhaul capable. NDR deployables are dispatched both for
disaster recovery and to provide additional capacity for select activities {ie planned events, via mutual aid
requests, etc.}, When deployed by AT&T to restore the network, the NDR deployables will also benefit public
safety by both reconstituting the network and providing priority and preemption service. Also, public safety
agencies may consider procuring and employing their own deployables as their mission dictates. FirstNet's
Satellite Services connect your assets with the wireless broadband public safety network that reaches new

heights and links key agency professionais and connected devices everywhere—including remote areas and
extreme environments where access to them is most crucial.

FirstNet AT&T In-Building Solutions: large concrete and steel structures often limit Indoor cellular coverage. To
counteract this limitation, FirstNet uses Distributed Antenna Systems [DAS) in large public venues and buildings
across the United States. The DAS network of small antennas enhance wireless service within a designated area
or building. With over 6,000 already in place, the FirstNet DAS delivers enhanced connectivity, capacity, and
coverage where an unassisted network signal would typically not reach. The LTE DAS will support QPP, and will

MA145-1 Wireless Data, Yoice and Accessories Attachment L: Network Technology Questionnaire 31



provide full access to the FirstNet network, This network “densification provides added security and safety for
citizens and first responders alike.

FirstNet is committed to transforming public safety operations.

The FirstNet network is complemented by a suite of public-safety driven solutions that provide value to first
responders,

Current FirstNet solutions include:
* Tools to help improve team communication, workflow, and situational awareness.

= Device security and mobile device management tools are available to manage and help protect
mobile devices.

» Highly secure connections when connecting to critical public safety applications.
+ C(loud services to help optimize agency computing, storage, and network resources.

More solutions will be added in response to these focused development efforts and as public safety’s needs
evolve. Future products and applications may encompass:

= Situational awareness and detection (includes geo-location, enhanced location services, and mobile
sensars)

* Video surveillance (includes body worn cameras, image recognition, and drones)
s Mobile CAD and integrated CAD solutions

¢ GIS mapping and location

+ Records management system

s Cybersecurity and fraud detection

o Internet of Things and Smart City initiatives, mass notifications

+ Telemetry/telemedicine

¢ Mission-critical voice and video

* Multi-agency communication and collaboration (dynamic chat groups, text, voice, images, video) for
emergency operations

The Local Control Portal is a key feature of the FirstNet solution, providing a powerful capability to optimize the
user experience through a single convenient home page location. It provides public safety agencies the ability to
manage user accounts and devices, manage user priority levels and adjust if needed during a time of crisls,
monitor the network status in near real-time, get visibility into site conditions, and manage Push-to-Talk users.

Through the agency's Public Safety Home Page, FirstNet customers have access to several online self-service
Local Control functions:

¢ Network Status: Get an unprecedented level of insight into the broadband network status. Access
maps of local coverage and site conditions, overlaid with external data.

* Userand Group Management: Manage users and groups. Using the federated ICAM tool, set up new
users for the Public Safety Home Page, create groups, add group members, assign user roles and
capabilities.
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* Services and Billing Management: Manage services/billing and devices. Through a single portal,
agency administrators can activate new devices and lines of service, set permanent role-based
priority levels, change rate plans and add or delete new services, deactivate services or manage SIM
swaps, and more. Public safety agencies can view wireless reports such as device inventory, upgrade
eligibility, and rate plan summaries.

* Application Management: Take total control over your applications. Administrators can push
applications to mobile devices, recammend applications for download, and block applications.

*  Push-to-Talk Management: Take total control over your broadband PTT environment.
Administrators can manage PTT talk groups/channels, create groups and manage contacts/address
books, view maps with PTT user locations, set PTT priority levels, manage interoperability settings,
and more,
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MA149-1 Attachment M Product Add Request

NASPO ValuePoint Wireless Data, Voice and Accessories
Product Add Request

DATE:

ATTN: Chris Jennings
NASPO ValuePoint Contract Administrator

RE: NASPO ValuePoint Master Service Agreement # (the “Contract”) with (“Contractor®)
Dear Mr. Jennings:
Action Requested:

Contractor requests to add the product(s) and/or service(s) referenced in this document (collectively, the
“Products”) to the Contract.

Action Log: Verify Log is attached

PRODUCTS:
PRODUCT OVERVIEW:

Provide a summary of the product you are requesting to add. Attach any product brief to this
document.

Describe how the product falls with the Scope of the Master Agreement:

NEW PRODUCT TERMS AND CONDITIONS. Attach any Terms and Conditions that apply to this product
(such as ULA, Policy, Product Terms and Conditions). Any and all Products offered and fumished shall
comply fully with all applicable Federal and State laws and regulations. Any third-party product provider
must agree to the Master Agreement Terms and Conditions.

MA]146-1 Attachment M
Page 1 of 3



NASPO

ValuePoint

NASPO ValuePoint Wireless Data, Voice and Accessories
Product Add Request

BILLING

Any Product added to the NASPO ValuePoint Master Agreement must be billed by the Master
Agreement Contractor and not by any third party.

COST:

Include a cost matrix to include NASPO ValuePoint contract pricing.
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NASPO ValuePoint Wireless Data, Voice and Accessorles
Product Add Request

APPROVAL:

Upon signature, NASPO ValuePoint approves the addition of the product(s) and/or service(s) referenced
herein to the Contract.

Upon signature, Contractor assures that all product(s) and/or service(s) referenced herein meet the terms
and conditions of the Contract and understands that NASPO ValuePoint reserves the right to audit
Contractor for compliance in accordance with the terms and conditions of the Contract. NASPO ValuePoint
also reserves the right (a) to request additional information with respect to the product(s) and/or service(s)
throughout the life of the Contract if in the best interest of NASPO ValuePoint.

Contract Vendor:

BY:

NAME:

TITLE:

DATE:

NASPQ ValuePoint
BY:

NAME:

TITLE:

DATE:
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Product Add Request

DATE:

ATTN: Chris Jennings
NASPO ValuePoint Contract Administrator

RE: NASFO ValueFoint Master Setvice Agreement # (the “Contract”) with (“Contractor”)

Dear Mr. Jennings:

Action Requested:

Contractor requests to add the product(s) and/or service(s) referenced in this document (collectively, the
“Products”) to the Contract.

Action Log: Verify Log is attached

PRODUCTS:
PRODUCT OVERVIEW:

Provide a summary of the product you are requesting to add. Attach any product brief to this
document.

Describe how the product falls with the Scope of the Master Agreement:

NEW PRODUCT TERMS AND CONDITIONS. Attach any Terms and Conditions that apply to this product
(such as ULA, Policy, Product Terms and Conditions). Any and all Products offered and furnished shall
comply fully with all applicable Federal and State laws and regulations. Any third-party product provider
must agree to the Master Agreement Terms and Conditions.
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AR ValuePoint

NASPO ValuePoint Wireless Data, Voice and Accessories
Product Add Request

BILLING

Any Product added to the NASPO ValuePoint Master Agreement must be billed by the Master
Agreement Contractor and not by any third party.

COST:

Include a cost matrix to include NASPO ValuePoint contract pricing.
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NASPO

. ValuePoint

NASPO ValuePoint Wireless Data, Voice and Accessories
Product Add Request

APPROVAL:

Upon signature, NASPO ValuePoint approves the addition of the product(s) and/or service(s) referenced
herein to the Contract.

Upon signature, Contractor assures that all product(s) and/or setvice(s) referenced herein meet the terms
and conditions of the Contract and understands that NASPO ValuePoint reserves the right to audit
Contractor for compliance in accordance with the terms and conditions of the Contract. NASPO ValuePoint
aiso reserves the right (a) to request additional information with respect to the product(s) and/or service(s)
throughout the life of the Contract if in the best interest of NASPO ValuePoint.

Contract Vendor:

BY:

NAME:

TITLE:

DATE:

NASPO ValuePoint
BY:

NAME:

TITLE:

DATE:
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MA149-1 Attatchment N New Product Log
NASPO

ValuePoint

NASPO ValuePoint Wireless Data, Voice and Kccessories
Product Add Request

ACTION LOG
Submit updated Action Log with each Request. Log must provide history of previous requests,

CONTRACT VENDOR:

Contact Name and Email (for questions):

DATE:
DATE I ACTION REQUESTED: DATE
SUBMITTED | APPROVED

.
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NASPO
ValuePoint

Solicitation # CJ18012

Attachment S AT&T Voice and Data
Wireless Data, Voice and Accessories RFP

Security Disclosure Statement

A. Purchasing entities are concerned about the security and privacy of information and
data related to the performance of this contract. The type of data and Information
transmitted, stored and processed by the products and services will vary based on
the purchasing entities requirements. As a result, it is not possible to establish a
single set of security requirements ali products and services awarded under this
contract must meet. Each purchasing entity purchasing from this contract will
determine which products and services have the appropriate cyber security and data
controls in place to meet their specific needs. To assist public entities each offeror
-must submit a Security Disclosure Statement with their proposal.

B. To qualify for any award under this contract, the Offeror must submit a Security
Disclosure Statement addressing all of the elements listed below.

i In responding, Offeror must address not only the security mechanisms used
by the bidder and its direct subsidiaries, but any partners, subcontractors or
other 3" parties who would be involved in implementing, operating, or in
any way coming into contact with the service

ii.  Offerer must represent and warrant the accuracy and currency of the
information on the completed statement. Offerors are encouraged to
complete and submit both exhibits to Attachment D to their proposai.

ATE&T'S RESPONSE: AT&T has provided NASPO with a copy of the AT&T
Information & Network Security Customer Reference Guide (August
2018/v7.0} which provides an overview of the AT&T Security Program as of
the publication date. AT&T anticipates that the AT&T Security Program will
continuously evolve, and AT&T therefore has advised NASPO that the

CJ18012 Wireless Data, Voice and Accessories RFP Attachment S: Security Disclosure Statement



policies and procedures described in the AT&T Information & Network
Security Customer Reference Guide may be changed by AT&T without
notice to or consultation with NASPO and/or the customer. Upon request
AT&T will provide a then-current copy of the AT&T Information & Network
Security Customer Reference Guide to NASPO. The attached document is
the most current and accurate available at time of RFP submission.
Additionally, AT&T complies with AT&T Security Policy and Requirements
(ASPR). At Vendor’s request, AT&T will provide access to ASPR upon award
and execution of a non-disclosure agreement.

C. Security Disclosure Statement information required. Offeror shall describe all
policies, procedures, measures, methods, certifications and standards the offered
product and/or service has in place to protect the purchasing entities security and
privacy of information and data involved in the performance of this contract for
each numbered statement below. Description responses shall also include;

i.  Iffor the specific product or service offered, the numbered security
statement is not appropriate because it does not as a matter of accepted
security practice related to the product or service offered, the offeror shall
indicate in a statement that it is not applicable and briefly explain why.

ii.  Ifthe specific product or service offered does not comply with the the
numbered statement, the offer shall indicate, “does not comply.

1) Methods and measures taken to hold, protect, and dispose of data during
and following completion of any contract services. Include how access to a
Purchasing Entity’s user accounts or data will not be allowed, except In the
course of data center operations, response to service or technical issues, as
required by the express terms of the Master Agreement, the applicable
Participating Addendum, and/or the applicable Service Level Agreement.

AT&T’S RESPONSE: Not Applicable. AT&T will have no access to a
customer’s user accounts or data, other than the Users /subscribers contact
information and call related data of the mobility service. This information is
based within internal AT&T systems with limited access

2) Security measures to secure and protect the confidentiality of information
and data that is obtained, created, stored, transmitted, processed or
otherwise held or managed by the product or service during the
performance of all work related to performance of this contract. Include all
data confidentiality standards and practices that prevent the exposure to
unauthorized personnel, but also managing and reviewing access that
administrators have to stored data.
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AT&T’S RESPONSE: AT&T employs a broad spectrum of security tools and
methods in the AT&T Security Program. Following are some of the tools
and methods used by AT&T in one or more aspects of the program as of the
effective date of this Attachment. Aithough the tools and methods will
evolve over time, the current description provides a general indication of
the depth and scope of the AT&T Security Program.

a. Security Policy — AT&T security standards are formally reviewed,
approved, published, and communicated to employees and relevant
parties responsible for supporting AT&T’s business operations and
services. AT&T has established security standards that, in combination
with other processes, procedures, and responsibilities within AT&T, are
consistent with the controls documented within the generally accepted
international security management standard ISO/IEC 27001:2013.

b. Classification of Information — AT&T uses a multi-tiered information
classification framework for categorizing and labeling information based
on sensitivity of the content and specific legal requirements.

c. Information and Media Handling — AT&T security standards specify the
means and levels of protection for information in transit or in storage
with regard to the type of environment and media and within each
information classification. The standards also specify the requirements
for information destruction and media sanitization.

d. Physical Access Controls — AT&T maintains appropriate physical security
practices that include the use of physical monitoring and intrusion
detection systems, implementation of locks and access barriers, and
screening access to facilities and equipment.

e. Logical Access Controls - AT&T maintains appropriate logical access
controls that include authentication of claimed identity (using means
such as passwords, PINS or tokens), periodic review of user IDs and
accounts to verify continued business need, and management of user
privileges in accordance with job function and business need. Password
rules follow strict requirements, including a minimum number and type
of characters and uniqueness from previous user passwords, user name
or dictionary words.

f.Network Perimeter Protection — AT&T employs firewalls that screen
incoming and outgoing traffic, and intrusion detection tools that detect
unauthorized attempts to penetrate AT&T’s global network. AT&T does
not monitor individual customer connections for intrusions except when
part of a managed security service provided for an additional fee.

g- Workstation Security Management — AT&T uses a variety of processes
and technologies that include anti-malware protection and updates,
personal firewall, operating system hardening and updates, power-on
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passwords, password-protected keyboard or screen locks that
automatically trigger through inactivity, and full disk encryption where
permitted by law to protect sensitive information on portable assets.

h. Security Incident Management ~ AT&T uses a disciplined global process
for the identification of security incidents and threats in a timely manner
to minimize the loss or compromise of information belonging to both
AT&T and its customers and to facilitate incident resolution. AT&T 24 x 7
global network monitoring and the AT&T threat management platform
and program provide real-time situational awareness and data
correlation that support active incident investigation and security event
case management.

i. Monitoring — AT&T maintains security audit logs that record access
attempts and other security events, AT&T security administration limits
user control over system security functions to protect against tampering
and unauthorized access.

i-Security Advisories — AT&T internally distributes security advisories that
originate from industry security organizations and equipment, software
and systems suppliers. Each security advisory is categorized, assigned a
severity rating, and published by the AT&T global security organization
along with the timeframe within which AT&T will endeavor to resolve the
vulnerability in accordance with AT&T security standards.

Compliance — AT&T conducts regular tests to determine if security controls
are maintained and are functioning in accordance with policy. These
initiatives include security status checking and vulnerability testing and
management.

3) Data encryption methods and standards in place to encrypt data at rest and
in transit. This includes but is not limited to, encryption standards employed
to protect data in transit over either wired or wireless (e.g. cellular, Wi-Fi, or
other), and how that might change over the life of the contract.

AT&T’S RESPONSE: Not Applicable. AT&T has not been asked to encrypt
any customer information.

4) Measures to protect Information about the cost, type, quantity and location
of state communications facilities, system assets, plans, procedures, contract
information, billing information and other information identified as sensitive
by the purchasing entity related to the performance of all work under this
contract.

AT&T’S RESPONSE - Not Applicable. AT&T will have no access to a
customer’s user accounts or data, other than the Users /subscribers contact
information and call related data of the mobility service. This information is
based within internal AT&T systems with limited access.
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5) Risk and policy management and enforcement measures in place to protect
the security of physical assets and information.

AT&T'S RESPONSE: AT&T has a formal, documented Risk Management
policy and program that includes risk identification, risk assessment, risk
analysis, and risk mitigation/acceptance. An extensive program of
vulnerability testing, compliance reviews and security audits provides a
comprehensive view of AT&T's security risk posture.

6) How distributed access Is controlled and managed across IT assets, including
data, applications, networks and platforms within the solution.

AT&T’S RESPONSE: Logical access controls are based on the principle of
"Least Privilege”. The "Least Privilege" principle ensures that all access to
computer resources is restricted to only the commands, data and systems
necessary to perform authorized functions. A user who needs access to
AT&T's and customers' systems must have a current business requirement,
must be allocated a unique identifier (a User ID), and must verify that they
are who they claim to be. All individual users must be positively and
uniquely identified prior to granting access. Authentication of the user is
achieved utilizing several methods such as passwords, personal
identification numbers (PIN) and tokens. Privileged access to systems and
network elements is tightly controlled. Refer to Attachments T, U, and S for
respective products offered.

7} Security management in place to secure data and applications, including
threats from outside the service center as well as other customers co-located
within the same service center.

AT&T'S RESPONSE: AT&T conducts regular tests and evaluations to
ensure that security controls are maintained and are functioning in
accordance with security policy. Results from these activities are reviewed
and tracked to ensure timely remediation and follow-up actions in
accordance with timeframes mandated by security policy. Timeframes for
remediation are based on risk factors such as criticality of asset and threat
level. Compliance is tracked using an automated notification system and
vulnerability database, and executives receive periodic status reports
showing compliance levels for resources owned by their organizations.

8) Describe the logging process including:
a. The types of services and devices logged,
b. The event types logged, and

The information fields will be made available to the authorized
Purchasing Entity if requested in their PA after award of the master
agreement,
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AT&T'S RESPONSE: Not Applicable. Pending post-award and execution of
the Master Agreement, where applicable and requested by a customer,
AT&T may negotiate specific logging requirements with the customer as
defined in a mutually agreed-upon Participation Addendum.

9) Security Technical Reference Architectures

ATE&T’'S RESPONSE: Not Applicable — Please see product specific
Attachment S - Security Statements and Attachment T&U for Technical
Architectures.

10} Security procedures (background checks, foot printing logging, etc.) which
are in place regarding Offerors employees who have access to sensitive data.

ATE&T'S RESPONSE: Not Applicable. AT&T personnel do not have access
to any customer’s sensitive data, However, all AT&T personnel, including
contractors, consultants and 3rd parties are subjected to a thorough pre-
hire background investigation that includes, prior employment verification,
criminal investigation, education verification, reference checks, terrorist
and sex offender investigation, along with drug testing.

11) An itemized list of alf cyber security standards and, security certifications in
place that the products and service offered comply with to ensure
appropriate controls and data confidentiality are in place, as well as those in
process at time of response. Specifically include HIPAA, FERPA, CJiS Security
Policy, PCl Data Security Standards (DSS), IRS Publication 1075, FISMA, NIST
800-53, NIST SP 800- 171, FIPS 200 and FedRAMP (Moderate, High) if they
apply. Include detailed response on how security standards and certifications
will be maintained and updated to meet best practices for maintenance and
operations.

AT&T'S RESPONSE: For Products and Services where applicable, AT&T
retains external auditors for periodic reviews of AT&T's security practices
against various standards, such as SSAE18/ISAE3402, SysTrust, and Payment
Card Industry (PCl) Data Security Standard (DSS). Additional information
about external audits and certifications relevant to the Services is available
from NASPQ’S AT&T account team upon request. AT&T will provide Service
Organization Control (SOC) audit reports to NASPO for any audits of the
Services against the SSAE18/ISAE3402 standards that AT&T undertakes as
part of its general business operations. AT&T will provide these reports to
NASPO upon request. Such reports are AT&T's Confidential Information and
wili be subject to restrictions on use and disclosure.

12) A detailed list of all third-party attestations, security credentials and
certifications, and reports relating to data security, integrity, and other
controls in place.
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AT&T'S RESPONSE: For Products and Services where applicable, AT&T
retains external auditors for periodic reviews of AT&T's security practices
against various standards, such as SSAE18/ISAE3402, SysTrust, and Payment
Card Industry (PCI) Data Security Standard (DSS). Additional information
about external audits and certifications relevant to the Services is available
from NASPO'’S AT&T account team upon request. AT&T will provide Service
Organization Control (SOC) audit reports to NASPO for any audits of the
Services against the SSAE18/ISAE3402 standards that AT&T undertakes as
part of its general business operations. AT&T will provide these reports to
NASPO upon request. Such reports are AT&T's Confidential Information and
will be subject to restrictions on use and disclosure.

13} NIST Cybersecurity Framework, April 16, 2018,Version 1.1
https://doi.org/10.6028/NIST.CSWP.04162018: Describe how the offeror is
prepared to utilize the NIST Cybersecurity Framework for Turnkey Internet of
Things, Other Turnkey Wireless, Applications and Services (Category 3) and
Wireless Transport Options (Category 4) as may be implemented by the
Purchasing Entity, which may include, but is not limited to:

a. Convey the purchasing entities’ cyber security requirements,

b. Identify Functions, Categories, Subcategories, and Informative
References that describe specific cybersecurity activities will provide
in the Offerors’s system, products or services under contract with the
Purchasing Entity,

¢. Communicate cyber security requirements through Cyber Supply
Chain Risk Management (SCRM), and

d. Other cybersecurity risk management activities of Offeror’s system,
products or services under contract with the purchasing entity.

AT&T RESPONSE  AT&T security standards are formally reviewed,
approved, published, and communicated to empioyees and relevant parties
responsible for supporting AT&T’s business operations and services. AT&T
has established security standards that, in combination with other
processes, procedures, and responsibilities within AT&T, are consistent with
the controls documented within the generally accepted international
security management standard ISO/IEC 27001:2013. These policies are also
mapped to NIST Cybersecurity framework, NIST SP 800-53 (r4), COBIT 5,

and PCI DSS v3.2.

14) NIST Cybersecurity Framework, Table 2 Framework Core: For each
subcategory of the all 15 Categories of the NIST Cybersecurity Framework,
list the specific standards and certifications, the products or services offered
comply with at the time or your proposal. Categories include:
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a. Asset Management (ID.AM): The data, personnel, devices, systems,
and facilities that enable the organization to achieve business
purposes are identified and managed consistent with their relative
importance to organizational objectives and the organization’s risk
strategy.

b. Business Environment {ID.BE): The organization’s mission, objectives,
stakeholders, and activities are understood and prioritized; this
informaticn is used to inform cybersecurity roles, responsibilities, and
risk management decisions.

€. Governance (ID.GV): The policies, procedures, and processes to
manage and monitor the organization’s regulatory, legal, risk,
environmental, and operational requirements are understood and
inform the management of cybersecurlty risk.

d. Risk Assessment (ID.RA): The organization understands the
cybersecurity risk to organizational operations (including mission,
functions, image, or reputation), organizational assets, and
individuals.

e. Risk Management Strategy (ID.RM): The organization’s priorities,
constraints, risk tolerances, and assumptions are established and
used to support operational risk decisions.

f.  Supply Chain Risk Management (ID.SC): The organization’s priorities,
constraints, risk tolerances, and assumptions are established and
used to support risk decisions associated with managing supply chain
risk. The organization has established and implemented the processes
to identify, assess and manage supply chain risks.

g. Identity Management, Authentication and Access Control (PR.AC):
Access to physical and logical assets and associated facilities is limited
to authorized users, processes, and devices, and is managed
consistent with the assessed risk of unauthorized access to authorized
activities and transactions.

h. Awareness and Training (PR.AT): The organizaticn’s personnel and
partners are pravided cybersecurity awareness education and are
trained to perferm their cybersecurity related duties and
responsibilities consistent with related policies, procedures, and
agreements.

i. Data Security (PR.DS): Information and records {data) are managed
consistent with the organization’s risk strategy to protect the
confidentiality, integrity, and availability of information.
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J-  Information Protection Processes and Procedures (PR.IP): Security
policies (that address purpose, scope, roles, responsibilities,
management commitment, and coordination among organizational
entities), processes, and procedures are maintained and used to
manage protection of information systems and assets.

k. Maintenance (PR.MA): Maintenance and repairs of industrial control
and information system components are performed consistent with
policies and procedures.

l.  Protective Technology {PR.PT): Technical security solutions are
managed to ensure the security and resilience of systems and assets,
consistent with related policies, procedures, and agreements.

m. Anomalies and Events (DE.AE}: Anomalous activity is detected and the
potential impact of events is understood.

. Security Continuous Monitoring (DE.CM): The information system and
assets are monitored to identify cybersecurity events and verify the
effectiveness of protective measures.

c. Detection Processes (DE.DP): Detection processes and procedures are
maintained and tested to ensure awareness of anomalous events.

p- Response Planning (RS.RP): Response processes and procedures are
executed and maintained, to ensure response to detected
cybersecurity incidents.

g. Communications (RS.CO): Response activities are coordinated with
internal and external stakeholders (e.g. external support from law
enforcement agencies).

r. Analysis (RS.AN): Analysis is conducted to ensure effective response
and support recovery activities.

s. Mitigation (RS.MI): Activities are performed to prevent expansion of
an event, mitigate its effects, and resolve the incident.

t. Improvements (RS.IM): Organizational response activities are
improved by incorporating lessons learned from current and previous
detection/response activities,

u. Recovery Planning (RC.RP): Recovery processes and procedures are
executed and maintained to ensure restoration of systems or assets
affected by cybersecurity incidents.

v. Improvements (RC.IM): Recovery planning and processes are
improved by incorporating lessons learned into future activities.

w. Communications {RC.CO}: Restoration activities are coordinated with
internal and external parties (e.g. coordinating centers, Internet
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Service Providers, owners of attacking systems, victims, other CSIRTs,
and vendors).

AT&T’S RESPONSE: AT&T security standards are formally reviewed,
approved, published, and communicated to employees and relevant parties
responsible for supporting AT&T’s business operations and services. AT&T
has established security standards that, in combination with other
processes, procedures, and responsibilities within AT&T, are consistent with
the controls documented within the generally accepted international
security management standard ISO/IEC 27001:2013. These policies are also
mapped to NIST Cybersecurity framework, NIST SP 800-53 (r4), COBIT 5,
and PCI DSS v3.2.

15) Data Breach/Incident policies and procedures regarding notification to both
the purchasing entity of a security incident and/or data breach, as defined in
this RFP, and the mitigation of such a breach. Include how proposer will work
with Purchasing Entities before, during, and after a Security incident and a
Data Breach. include information such as:

a. Personnel who will be involved at various stages, include detail on
how the Contract Manager will be involved;

h. Response times;

¢.  Incident levels;

d. Processes and timelines;

e. Methods of communication and assistance; and

f. Other information vital to understanding the service you provide.

Provider should take into consideration that Purchasing Entities may have
different notification requirements based on applicable laws and the
categorization type of the data being processed or stored.

AT&T’S RESPONSE: ATE&T uses a consistent, disciplined global process for
the identification of security incidents and threats in a timely manner to
minimize the loss or compromise of information assets, and to facilitate
incident resolution. The AT&T global network operation centers maintain
24 x 7 real-time security monitoring of the AT&T network for investigation,
action and response to network security events. Part of AT&T’s security
monitoring program incorporates proactive efforts based on trending and
analysis. Security incidents also are reported via a dedicated emall account
and a centralized hotline which are operational and monitored 24x7, 365
days a year.

AT&T coordinates and documents all investigative and recovery efforts
related to suspected security incidents including discovery, investigation
and containment, recovery, use of data and experience for gap

(118012 Wireless Data, Voice and Accessories RFP Attachment S: Security Disclosure Statement



identification and process improvement, and cooperation with law
enforcement as appropriate. In the event of a security incident, AT&T
identifies the level of the potential impact and notifies customers or
designated customer contact, if they are at risk, via the customer’s account
representative. Incidents are reported daily to AT&T's senior management
to draw attention to the types of attacks reported by our incident response
team as well as to provide other noteworthy incident and vulnerability
information.

16) Method for compliance with all applicable laws related to data privacy and
security including state Security Breach Notification Laws dealing with
personally identifiable information (Pll}). Describe any iegal obligations
related to security the offeror will meet over the life of the contract and
describe how offeror will report changes to these obligations to the public
entity.

AT&T’S RESPONSE: Not Applicable. Although AT&T does not menitor
individual customer connections for intrusions, except when part of a
managed security service, AT&T will promptly notify the customer via the
customer care representative if it believes that a detected intrusion
attempt may impact the customer’s service or information.

D. Any Turnkey Internet of Things, Other Turnkey Wireless system that incorporates
Saas, laaS or Paa$ or other cloud computing element shall complete, provide, and
maintain a completed CSA STAR Registry Self-Assessment for that element. 2 <
https://cloudsecurityalliance.org/star/self-assessment/# overview . Offeror must
either submit a completed Consensus Assessments Initiative Questionnaire (CAIQ),
or submit a repert documenting compliance with Cloud Controls Matrix {CCM) that
the CAIQ is based on for the element that cloud based.

AT&T’S RESPONSE: Not Applicable
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NASPO
WaluePoint

MA145-1
Wireless Data, Voice, and Accessories
Attachment V
Category 3 Subcategory Definitions

F’

[tem | Application Definition

A | Fleet Management | Allows the management of tasks associated with managing a fleet of vehicles through

the use of telematics or remote sensing devices.

B | Mobile Device Mobile device management/enterprise mobility management (MDM/EMM]) are
Management solutions IT organizations use to manage and support end users’ mobile devices,
[Enterprise applications and data, and to enforce enterprise security policies.

Mohility
Management
(MDM/EMM)

C | Mobile Network-based solutions that allow the integration of a user’s mobile device and
Integration/Mobile | g desk phone, and provide a number of other business-oriented features.
Substitution As a minimum, solutions meeting this criteria will provide:

Solutions

* Single Number Reach or the ability for a user to be reached at a single
business telephone number.

e (Calls to that single telephone number would ring at both the user’s desk
phone or mobile device either through simultaneous and/cr sequential
ringing.

s Single Voicemail Box for calls to that single business number.




NASPO

MA149-1
Attachment W
Wireless Data, Voice and Accessories
Offeror Submission Sheet

Offeror Name: AT&T

. ValuePoint

instructions: Please indicate below which categories of award apply to your proposal. Offerors may propose by
state If desired in lieu of a National Award for Categories 3 and 4 (Regional). If Regional award is desired please
indicate so on this attachment. Organizing your proposal so that each category of award is addressed separately

would be preferable.

Mobility (MDM/EMM)

Category [subcategory) Yes No | Regional
Award?

Category 1: Wireless Voice and Data X N/A
Category 2: Wireless Accessories and Equipment X N/A
Category 3: Turnkey Wireless Solutions {Check this If any X
subcategories below)
Category 3: Subcategory A: Fleet Management X
Category 3: Subcategory B: Field Service Management X
Category 3: Subcategory C: Mobile Device Management/Enterprise X
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STATE OF UTAH

CONTRACT AMENDMENT

AMENDMENT #1 To CONTRACT # MA149-1

TO BE ATTACHED TO AND MADE A PART OF the above numbered contract by and between the State of Utah,
Division of Purchasing referred to as State Entity and, AT&T Corp., referred to as Contractor.

THE PARTIES AGREE TO AMEND THE CONTRACT AS FOLLOWS:

1. Contract period:

12/6/2019 (original starting date)
8/11/2024 {current ending date)
8/11/2024 new ending date

2. Agreed to chanpes:
The Parties Agree as follows: |

Rename the Master Agreement from “MA149-1” to “MA149”

4, Effective Date of Amendment: 2/14/2019
All other conditions and terms in the original contract and previous amendments remain the same.

IN WITNESS WHEREOQF, the parties sign and cause the amendment to be executed.

CONTRACTOR STATE
Liecda C) &mp 02/18120
Conu'actozf s1gnature Date
Linda J Cottingham - Sr. Contract Manager C,j i Feb 20,2020
Type or Print Name and Title Director, Division of Purchasing Date
_Chrisgopher Jennings - g 01-“;@151 B/A ctienningsfuigh.aoy
Agency Contact Person Telephone Number Fax Number Email

{Revision 04 October 2018)



